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1. Overall Description
RAN2 would like to thank SA3 for their liaison on assumptions for security procedures. RAN2 has discussed it and would like to give further responses to the questions raised by SA3.
1. What is the meaning of “transparently to the UE RRC and the ENodeB” in assumption 4?

At state transition from idle mode to active mode an RRC context will be established in the UE and the ENodeB respectively. At this occasion the UE RRC and the ENodeB will be provided with keys from higher layers and the MME respectively that are used for applying RRC integrity protection and ciphering. Whether at this procedure new keys or already applied keys are given to the UE RRC or the ENodeB does not affect the procedure, supposing that in each case a suitable START value is negotiated between the UE and the NodeB which might be 0 in the case of new keys. In this case the change of keys from previously used keys can be seen as “transparent” to the ENodeB / RRC.
2. Does assumption 4 refer only to RRC signalling?

Yes.
3. Would incrementing the RLC sequence number by an offset at handover, instead of resetting it to zero, be acceptable to RAN2?

RAN2s intention is to remove the need to inform the target ENodeB about the last used SN in the source ENodeB since this prevents the transmission of messages from the source ENodeB to the UE after initiating the handover procedure towards the target ENodeB. Therefore applying an offset to the SNs after the handover compared to the SNs used before the handover is not desirable. RAN2 does not see any problem with restarting the RLC SN from an arbitrary value. However it is the RAN2 understanding that it is anyway easily detectable from the signalling of the target cell that a new UE has just arrived due to the fact that a new C-RNTI is used in the signalling of the target cell, and thus we do not see any gain from this proposal.
4. Would incrementing the PDCP sequence number by some offset at handover be acceptable to RAN2, if done by eNB and the UE?

The PDCP SN is assigned in the PDCP entity in the UE and in the UPE in the network, and is supposed to be handled transparently by the UE lower layers and the ENodeB. Incrementing the PDCP SN in the UE and the ENodeB would imply a violation of this layering principle. Introducing a gap in the SNs in the UPE and the PDCP entity in the UE would not work due to the fact that in the DL all PDCP PDUs may not have been transmitted in the source ENodeB and will be forwarded to the target ENodeB which would imply that the PDCP SN would be consecutive. Furthermore due to consecutive handovers RAN2 is concerned about the fact that the PDCP SN would increase very quickly. For these reasons incrementing the PDCP sequence number by some offset at handover is not seen as a possible solution in RAN2
5. Actions
To RAN2:
RAN2 kindly asks SA3 to take the above information into account in their ongoing work.
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