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1. Introduction
RAN WG2 thanks SA WG3 for their LS updating RAN WG2 on the current status of work regarding security mechanisms applicable to the MAC, RLC and RRC protocol layers.
RAN WG2’s response to the questions asked are as follows:
· provide information about the packet scheduling algorithm to SA3 to further clarify the severity of the threat of  the malicious buffer status reports.

[RAN WG2] At the current time, RAN WG2 has not identified all the relevant details regarding the scheduling mechanisms. RAN WG2 will be glad to update SA WG3 once more progress is made on the topic.

· provide information about the length of the sequence number field to further clarify the threat of user tracking based on the continuous packet sequence numbers. 
[RAN WG2] At the current time, the length of the sequence number field has not been decided.

· clarify if there are any concerns if the sequence number is re-initialized in every new C-RNTI re-allocation.
[RAN WG2] With the currently agreed mechanisms, the C-RNTI is re-allocated on handover and in this case the RLC protocol layer is reset causing the RLC SN to be re-initialized to zero. We understand that this should address SA WG3’s concerns on this issue.

· provide feedback on the complexity of providing RRC ciphering in addition to integrity protection.

[RAN WG2] While details of the ciphering mechanisms is still being studied, at the current time RAN WG2 believes that adding RRC ciphering should not lead to additional complexity. One potential solution would rely on using the same RRC SN for both ciphering and integrity protection.
2. Actions:

To TSG SA WG3 group

ACTION:  None
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