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	Reason for change:
(

	Race conditions between NAS messages on RB3/4 and security mode command  on RB2 can occur resulting in NAS messages being unnecessarily discarded. These situation have been observed in the field. An example sequence where this problem occurs is as follows:

1 - RRC Connection is established
2 - UE sends Initial Direct Transfer containing CS Location Update
3 - UE sends Initial Direct Transfer containing PS Attach
4 - Network sends Downlink Direct Transfer containing CS Authentication Request, but this message is delayed over the air, for example due to RLC retransmissions. As this message is sent before Security Mode Control has been performed it is not integrity protected.
5 - Network sends SMC for PS domain to start integrity
6 - UE responds to SMC message. SMC procedure is now complete and integrity checking is now applied to all messages received on SRB 3 and 4
7 - UE now receives the Downlink Direct Transfer containing CS Authentication Request but as this message is not integrity protected, it is discarded by the UE.
8 - The CS signalling connection will eventually be released by either the UE or the network.

The problem occurs when both CS and PS signalling connections are initiated closely spaced in time, and it has also been observed that the problem is more likely to occur if the procedures are carried out with the UE in CELL_FACH state. Although in the example shown above the consequences are not very severe (as the NAS procedure will be re-attempted) other scenarios can have more serious consequences such as failed call attempt or missed terminating call.


	
	

	Summary of change:
(

	It is proposed that the UE only discards NAS messages received on SRB 3/4 due to absent integrity check information if the message is for a CN domain for which security has been started.

Isolated Impact Analysis
Functionality corrected: Security

The change only impacts the UE. If the UE does not implement the change then there some situations can occur where a NAS message is sent before an SMC but received after an SMC and is then unnecessarily discarded by the UE. This can result in failed call attempts.
Implementation of this CR by a Release 99/4/5 UE will not cause compatibility issues


	
	

	Consequences if 
(

not approved:
	If the CR is not agreed then situation can occur where NAS messages are unnecessarily discarded by the UE. This can result in failed call attempts.
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8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

NOTE:
The actions above imply that also for the case the "Downlink RRC HFN" is re-initialised by a security mode control procedure, this "Downlink RRC HFN" value is incremented by one before it is applied for the integrity protection of any received message if the conditions above are fulfilled.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
act as if the message was not received.
If the UE receives an RRC message on signalling radio bearer with identity 0, 1, or 2, the "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity 3 or 4, the "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present 

1>
if a security mode command procedure has not been successfully completed during the current RRC connection for the CN domain indicated by IE "CN Domain Identity" in the received message:
2>
UE shall forward the message to upper layer.

1>
else

2>
UE shall discard the message.
UTRAN may transmit several copies of the same message in the downlink to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.
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