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1. Overall Description:

In order to make as much information as possible available to SA3 for their analysis on security requirements for LTE, RAN2-3 would like to integrate the LS sent in R3-051159 with the following clarification triggered by some companies.  In particular the SA3 contact person for the original SA3 LS to RAN2-3 further post the following request for clarification to the Contact person of LS in R3-051159, as reported in R2-052926:
1) It was asked that more information is provided about the drawbacks from a RAN architecture perspective if SA3 insists that all access security is terminated "above eNode B".

2) In UMTS, ciphering for RRC signalling is done at RLC level. It was asked whether this ciphering will be moved to the RRC layer for LTE, if RRC confidentiality is required.

The RAN2-RAN3 joint meeting in Seoul therefore agreed to send to SA3 more clarifications on the above points.

2. Further Clarifications

1) It was asked that more information is provided about the drawbacks from a RAN architecture perspective if SA3 insists that all access security is terminated "above eNode B".
In RAN2-RAN3 there are currently different proposals on where to place the termination points for the user and control plane. However a general simplification can be made saying that the different proposals can be split among the ones (Group A) that propose to place (some of) the termination point(s) in the in the E-NodeB and ones (Group B) that propose to place the termination point(s) in the in a centralized node above E-NodeBs. Please note that not all the proposals assume to terminate the control plane and the user plane within the same node, so different sub-configurations are considered.
For the control plane the network termination point of Radio Resource Control (RRC) protocol would depend on the security termination point of radio interface signalling. If integrity protection of radio interface signalling messages could not be terminated in the E-NodeB, the RRC would be forced to be terminated in a centralized node above Node Bs in the network. Group A’s companies believe this would impact the radio interface control signalling latency (with potential impacts on system delay performance and latency) and latency requirements for the control-plane transport between E-NodeB and the centralized node. 
It should also be noted that based on a poll taken at the joint RAN2 and RAN3 meeting in Cannes, the majority of companies do not believe that network termination is preferable for reasons within the scope of RAN2 and RAN3. A security requirement mandating the RRC terminating in a centralized node above E-NodeBs would therefore have a profound impact on the RAN architecture.

Similarly, the network termination of user-plane security has a number of consequences, as the user-plane termination point will also mandate the termination of header compression. As the sublayer with header compression functionality (PDCP) and the RRC are currently terminated in the same node with interaction, in case of different termination points a new solution would be required. Other consequences of terminating header compression and security in a centralized node above E-NodeBs include 1) the fact that the IP headers of user-plane IP packets would no longer be accessible in the E-Node B (no scheduling in the Node B based on the user IP headers would be possible, mandating another mechanism); and 2) due to requirements of the header compression algorithm in-order delivery of packets to/from the E-Node B would have to be ensured (otherwise not a strict requirement for IP-transport). Due to the above reasons it could not be agreed that any capacity benefit on the last mile transport could be obtained due to terminating header compression in a centralized node.
Group A’s companies believe termination of security in a centralized node above E-Node B will have a number of impacts on the RAN architecture and latency performance vs. cost, as highlighted above. 
2) In UMTS, ciphering for RRC signalling is done at RLC level. It was asked whether this ciphering will be moved to the RRC layer for LTE, if RRC confidentiality is required.

RAN2 had some difficulties in answering the question. In UMTS ciphering is done at RLC level for UM and AM more (in TM mode it is performed at MAC level, but it is no more applicable to LTE since TM is used for CS only) also because the RLC provides a number of functions that will not necessary be present in the LTE RLC. However, considering the point currently open on LTE Access Network protocol architecture design, it is deemed to be too premature to guess any answer to the question.
The only thing we could notice is that if RRC ciphering is performed at RRC level, then some other ciphering entity could be envisaged to be needed for NAS signalling. On the contrary, if the ciphering is still performed at RLC/MAC level, then it can handle both NAS and RRC ciphering. No company, in fact, has proposed to have the RLC/MAC layer above the RRC due to the foreseen requirement for RRC reliability (i.e. RLC/MAC retransmission).
ACTION: 
To SA3: Please take into consideration the above further clarifications when appropriated for SA3 analysis of the  Security Requirements for LTE
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