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9.7.x
HFN desynchronization handling for unacknowledged mode

If an UM RLC entity receives a UMD PDU including "erroneous Length Indicator" (see subclause 10.3), it shall:

-
initiate the following HFN recovery operation. 

HFN correctionrecovery operation:

· make HFN(+1) by incrementing current HFN by 1 and HFN(-1) by decrementing current HFN by 1;
· decipher the UMD PDU including "erroneous Length Indicator"PDU causing HFN correction operation initiated with both HFN(+1) and HFN(-1);
· if one and only one of new HFNs resolves HFN desynchronization:
- 
update HFN to the new HFN resolving desynchronization;

· if none of new HFNs resolve HFN desynchronization:
- report upper layer that unrecoverable error happens;

· if both of new HFNs resolve HFN desynchronization:
- decipher next received PDUs with both HFNs and update the HFNs normally when SNs of the next received PDUs wrap around until only one of them resolve HFN desynchronization.

10
Handling of unknown, unforeseen and erroneous protocol data

Errors and the handling of errors defined in this clause are normative.

10.1
Erroneous Sequence Number

A STATUS PDU or Piggybacked STATUS PDU including "erroneous Sequence Number" is a STATUS PDU or Piggybacked STATUS PDU that contains:

-
a LIST, BITMAP or RLIST SUFI in which the "Sequence Number" of at least one AMD PDU that is negatively acknowledged is outside the interval VT(A)("Sequence Number"( VT(S)-1; or
-
an ACK SUFI in which "LSN" is outside the interval VT(A)("LSN"( VT(S).

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU including "erroneous Sequence Number", it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU;

-
initiate the RLC reset procedure (see subclause 11.4).

10.2
Inconsistent status indication

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU that indicates different status for the same AMD PDU, it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU.

10.3
Invalid PDU format

If an AM RLC entity receives a RLC PDU that contains reserved or invalid values (see subclause 9.2), it shall:

-
discard the RLC PDU.
An UMD PDU including "erroneous Length Indicator" is an UMD PDU that contains:

-
a "Length Indicator" with a value specified to be reserved for UMD PDU in this version of the protocol; or
-
a "Length Indicator" with a value that is larger than (the PDU size – RLC header size) and is not one of the predefined values listed in the table of subclause 9.2.2.8; or
-
two or more "Length Indicators" with values that are less than or equal to (the PDU size – RLC header size),  not one of the predefined values listed in the table of subclause 9.2.2.8, and not in strickly ascending order; or
-
if 7-bit  "Length Indicator" is used:
-
a "Length Indicator" with value "000 0000" or "111 1100" that is not the first "Length Indicator"; or
-
a "Length Indicator" with value "111 1111" that is not the last "Length Indicator"; or
-
if 15-bit  "Length Indicator" is used:

-
a "Length Indicator" with value "000 0000 0000 0000", "111 1111 1111 1100" or "111 1111 1111 1011" that is not the first "Length Indicator"; or
-
a "Length Indicators" with value "111 1111 1111 1111" that is not the last "Length Indicator".
If an UM RLC entity receives a UMD PDU including "erroneous Length Indicator", it shall:

-
initiate the HFN recovery operation (see subclause 9.7.x).
10.4
RLC PDU with CRC error

If an UM or AM RLC entity receives a RLC PDU with an error indication, it shall:
-
discard the RLC PDU.

If a TM RLC entity receives a RLC PDU with an error indication, it shall:
-
if "Delivery of Erroneous SDUs" is configured:
-
process the RLC PDU according to subclause 11.1.3;

-
otherwise:

-
discard the RLC PDU.

11
Elementary procedures

Procedures defined in this clause are normative.

This description assumes elementary procedures. Interactions between procedures are not described.

11.2
Unacknowledged mode data transfer procedure

11.2.1
General

The unacknowledged mode data transfer procedure is used for transferring data between two RLC peer entities, which are operating in unacknowledged mode. Data is transferred from Sender to Receiver. This procedure should only apply to RLC entities in DATA_TRANSFER_READY state or LOCAL_SUSPEND state. Figure 11.2 below illustrates the elementary procedure for unacknowledged mode data transfer.

Channels that can be used are DTCH, DCCH, CCCH (downlink only), CTCH, SHCCH (downlink only), MCCH, MSCH, MTCH. The type of logical channel depends on if the RLC entity is located in the user plane (DTCH, CTCH, MTCH) or in the control plane (DCCH/CCCH(downlink only)/SHCCH(downlink only)/MCCH/MSCH). One or several PDUs may be transmitted in each transmission time interval (TTI). For each TTI, MAC decides which PDU size shall be used and how many PDUs shall be transmitted.
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Figure 11.2: Unacknowledged mode data transfer procedure

11.2.2
Transmission of UMD PDU

Upon a request of unacknowledged mode data transfer from upper layer, the Sender shall:

-
if no SDU discard configuration has been made by upper layers:

-
only discard SDUs when the Transmission buffer is full (see subclause 9.7.3);

-
if "Timer based SDU Discard without explicit signalling" is configured:

-
start a timer Timer_Discard for each SDU received from upper layer (see subclause 9.7.3);

-
schedule the RLC SDUs received from upper layer for transmission;

-
if one or more RLC SDUs have been scheduled for transmission:

-
notify the lower layer of reception of data from upper layers;

-
perform the actions specified in subclause 11.2.2.2.

A UMD PDU shall be considered to be a padding PDU if it consists only of an RLC Header with one length indicator (indicating that the rest of the PDU is padding) and padding.
11.2.2.1
UMD PDU contents to set

The Sender shall:

-
set the field "Sequence Number" equal to VT(US);

-
set a "Length Indicator" field for each SDU that ends in the UMD PDU according to subclause 9.2.2.8.

For each "Extension bit" field in the RLC header, the Sender shall:

-
if the next field in the UMD PDU is a "Length Indicator":

-
set the "Extension bit" to "1";

-
otherwise if the next field in the UMD PDU is data:

-
set the "Extension bit" to "0".

11.2.2.2
Submission of UMD PDUs to the lower layer

If one or more SDUs have been scheduled for transmission according to subclause 11.2.2, the Sender shall:

-
inform the lower layer of the number and size of SDUs scheduled for transmission;

-
segment, and if possible concatenate the SDUs according to the PDU sizes indicated by the lower layer (see subclause 9.2.2.9);

-
submit to the lower layer, the requested number of UMD PDUs;

-
update VT(US) for each UMD PDU submitted to the lower layer (see subclause 9.4);

-
buffer the SDUs that are not submitted to the lower layer according to the discard configuration (see subclause 9.7.3).

11.2.3
Reception of UMD PDU

Upon delivery of a set of UMD PDUs from the lower layer or from the duplicate avoidance and reordering subentity, the Receiver shall:

-
if "out of sequence SDU delivery" is configured:

-
perform the actions specified in subclause 11.2.3.2;

-
else:

-
perform the actions specified in subclause 11.2.3.1.

11.2.3.1
SDU discard and re-assembly

Upon delivery of a set of UMD PDUs from the lower layer or from the duplicate avoidance and reordering subentity, the Receiver shall:

-
update VR(US) according to each received UMD PDU (see subclause 9.4);

-
if the updating step of VR(US) is not equal to one (i.e. one or more UMD PDUs are missing):

-
discard the SDUs that could have segments or "Length Indicators" indicating the end of the SDUs in the missing UMD PDUs according to subclauses 9.2.2.8 and 9.2.2.9.

-
if the special "Length Indicator" "1111 100" or "1111 1111 1111 100" is the first "Length Indicator" of a UMD PDU received on the downlink:

-
consider the first data octet in this UMD PDU as the first octet of an RLC SDU.

-
reassemble the received UMD PDUs into RLC SDUs;

-
submit the RLC SDUs to upper layers through the UM-SAP.

11.2.3.2
Out of sequence SDU delivery

To enable the recovery of SDUs from UMD PDUs that are received in different transmissions the receiving function shall store PDUs until all SDUs that are associated with the PDU can be reconstructed or until they are discarded in accordance with the procedures described below. SDUs are transferred to the upper layers as soon as all PDUs that contain the SDU (and any associated PDU containing the special "Length Indicator" "0000 000 or "0000 0000 0000 000") have been received.

Upon delivery of a set of UMD PDUs from the lower layer, the Receiver shall for each PDU (in the following SN denotes the sequence number of each PDU):

-
If the PDU is the first PDU received:

-
VR(UOH) shall be assigned the value SN-1.

-
if VR(UOH) > SN > VR(UOH) – OSD_Window_Size then:

-
if a PDU with sequence number SN is already stored:

-
discard the PDU;

-
else:

-
store the PDU in sequence number order.

-
else:

-
VR(UOH) = SN thereby advancing the storage window;

-
store the PDU in sequence number order;

-
remove from storage any PDUs whose sequence numbers, SN, are outside of the storage window VR(UOH) > SN > VR(UOH) – OSD_Window_Size;

-
if Timer_OSD is active then Timer_OSD shall be stopped;

-
Timer_OSD shall be started.

-
if PDU with sequence number SN was stored:

-
taking account of any consecutively numbered stored PDUs (with lower or higher indexes) and using the values of the "Length Indicators", if any, in each PDU:

-
re-assemble the PDUs into SDUs;

-
submit the RLC SDUs to upper layers through the UM-SAP;

-
remove from storage any PDUs for which all associated SDUs have been re-assembled. PDUs containing the special length indicators “0000 000”,  “0000 0000 0000 000” or "1111 1111 1111 011"should not be deleted unless SDUs associated with this length indicator have been recovered or will be capable of recovery. 

NOTE:
If PDUs are removed from storage after SDU recovery then retransmitted PDUs may result in the duplicate transfer of SDUs to the higher layers.

-
if Timer_OSD expires:

-
remove from storage all stored PDUs.

11.2.4
Abnormal cases

11.2.4.1
Void


11.2.4.2
Invalid length indicator value

Upon delivery by the lower layer of an UMD PDU including "erroneous Length Indicator" as described in subclause 10.3, the Receiver shall:

-
initiate the HFN recovery operation (see subclause 9.7.x).
11.2.4.3
SDU discard without explicit signalling

Upon expiry of the timer Timer_Discard in the Sender, the Sender shall:

-
discard the associated SDU;

-
if requested:

-
inform the upper layers of the discarded SDU;

-
for the first UMD PDU to be transmitted after the discard operation, the Sender shall:

-
increment VT(US) so that the "Sequence Number" field in this UMD PDU is incremented with two compared with the previous UMD PDU;

-
fill the first data octet in this UMD PDU with the first octet of an RLC SDU;

-
set the first "Length Indicator" in this UMD PDU to indicate that the previous RLC PDU was exactly filled with the last segment of an RLC SDU (to avoid that the Receiver unnecessarily discards an extra SDU).

In the case where the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the UE may wait until after it provides MAC with the requested set of UMD PDUs before discarding the afore-mentioned SDU.
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