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1. Introduction

This document discusses reconfiguration scenarios related to ciphering of TM radio bearers. Currently, TS 25.331 does not specify the UE behaviour in all scenarios.

2. Discussion

2.1 Text in TS 25.331 related to ciphering of TM RBs

The requirements on UE behaviour related to reconfiguration scenarios and ciphering of TM RBs are spread over different sections in TS25.331.

· A)

8.2.2.12b
Cell update procedure during security reconfiguration

:

NOTE:
UTRAN should use RB Control messages to perform an SRNS relocation only in case of state transitions from CELL_DCH to CELL_DCH.


· B)
8.2.2.3
Reception of RADIO BEARER SETUP or RADIO BEARER RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT CHANNEL RECONFIGURATION or PHYSICAL CHANNEL RECONFIGURATION message by the UE

:

NOTE:
UTRAN should not include the IE "Ciphering mode info" in any reconfiguration message unless it is also used to perform an SRNS relocation with change of ciphering algorithm.

· C)
8.6.3.4
Ciphering mode info

:

2>
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info" and the UE was in CELL_DCH state prior to this procedure:

3>
for radio bearers using RLC-TM:

4> apply the old ciphering configuration for CFN less than the number indicated in the IE "Ciphering activation time for DPCH";

4>
apply the new ciphering configuration for CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH".

· D)
8.6.4.3
RB information to setup

:

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS and at least one transparent mode radio bearer is included in the IE "RB information to setup":

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:

5>
initialise the 20 most significant bits of the hyper frame number component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the hyper frame number component of COUNT-C to zero;

5>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to " Started":

4>
at the activation time as specified in the IE "Activation Time" in the RADIO BEARER SETUP message:

5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode RLC radio bearer to the value of the latest transmitted START for this CN domain, while not incrementing the value of the HFN component of COUNT-C at each CFN cycle; and

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN.

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:
5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain as normal, at each CFN value, i.e. the HFN component is no longer fixed in value but incremented at each CFN cycle.

2>
if prior to this procedure there exists at least one transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS:

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.
3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

4>
continue incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain.

· E)
8.6.6.28
Downlink DPCH info common for all radio links

:

If the IE "Downlink DPCH info common for all RL" is included in a message used to perform a Timing re-initialised hard handover or the IE "Downlink DPCH info common for all RL" is included in a message other than RB SETUP used to transfer the UE from a state different from Cell_DCH to Cell_DCH, and ciphering is active for any radio bearer using RLC-TM, the UE shall, after having activated the dedicated physical channels indicated by that IE:

1>
if any ciphering configuration for a radio bearer using RLC-TM has not been applied, due to that the activation time from a previous procedure has not elapsed:

2>
apply the ciphering configuration immediately and consider the activation time from the previous procedure to be elapsed.
1>
set the 20 MSB of the HFN component of COUNT-C for TM-RLC to the value of the latest transmitted IE "START" or "START List" for this CN domain, while not incrementing the value of the HFN component of COUNT-C at each CFN cycle; and

1>
set the remaining LSBs of the HFN component of COUNT-C to zero;

1>
start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN;

1>
include the IE "COUNT-C activation time" in the response message and specify a CFN value for this IE other than the default, "Now", that is a multiple of 8 frames (CFN mod 8 =0) and lies at least 200 frames ahead of the CFN in which the response message is first transmitted;

1>
calculate the START value according to subclause 8.5.9;

1>
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info" in the response message;

1>
at the CFN value as indicated in the response message in the IE "COUNT-C activation time":

2>
set the 20 MSB of the HFN component of the COUNT-C variable common for all transparent mode radio bearers of this CN domain to the START value as indicated in the IE "START list" of the response message for the relevant CN domain; and

2>
set the remaining LSBs of the HFN component of COUNT-C to zero;

2>
increment the HFN component of the COUNT-C variable by one even if the "COUNT-C activation time" is set to zero;
2>
set the CFN component of the COUNT-C to the value of the IE "COUNT-C activation time" of the response message. The HFN component and the CFN component completely initialise the COUNT-C variable;

2>
step the COUNT-C variable, as normal, at each CFN value, i.e. the HFN component is no longer fixed in value but incremented at each CFN cycle.

· F)
10.3.3.5
Ciphering mode info

This information element contains the ciphering specific security mode control information.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering mode command
	MP
	
	Enumerated (start/restart)
	

	Ciphering algorithm 
	MP
	
	Ciphering algorithm 10.3.3.4
	

	Ciphering activation time for DPCH
	OP
	
	Activation time

10.3.3.1
	Used for radio bearers mapped on RLC-TM. Only applicable if the UE is already in CELL_DCH state

	Radio bearer downlink ciphering activation time info
	OP
	
	RB activation time info, 10.3.4.13
	Used for radio bearers mapped on RLC-AM or RLC-UM


2.2 Analysis of scenarios

In this section, we analyse a set of reconfiguration scenarios with respect to ciphering of TM RBs

1. Reconfiguration Cell_DCH to Cell_DCH (Timing re-initialised HHO)
(RB Control procedures)
2. Reconfiguration Cell_DCH to Cell_DCH (Not Timing re-init HHO)
(RB Control procedures, UTRAN Mobility Information)
3. Reconfiguration Cell_FACH to Cell_DCH
(RB Control procedures, Cell Update procedure)

For each of these cases, we consider scenarios with 

· SRNS relocation with and without change of ciphering algorithm

· IE "Ciphering activation time for DPCH" is included or not included

· Establishment of TM RBs (IE “RB Information to setup” is included in reconfiguration message)

1. Reconfiguration Cell_DCH to Cell_DCH (Timing re-initialised HHO)
1.1. SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is included.

1.1.1. Establishment of first TM RB

UE shall apply the new ciphering configuration at CFN indicated in IE "Ciphering activation time for DPCH" (8.6.3.4)
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "Ciphering activation time for DPCH"  (8.6.4.3)
UE shall apply the ciphering configuration at CFN indicated in IE "COUNT-C activation time" (8.6.6.28)
Conclusion: Contradictive UE behaviour. 

1.1.2. Establishment of additional TM RB
UE shall apply the new ciphering configuration at CFN indicated in IE "Ciphering activation time for DPCH" (8.6.3.4) 
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.6.28).
UE continue incrementing the COUNT-C for TM RBs (8.6.4.3).
UE shall set CFN according to SFN of target cell, which also affects COUNT-C for TM RBs (8.6.6.28).
Conclusion: Contradictive UE behaviour. 

1.1.3. TM RB already exists, no establishment of additional TM RB

UE shall apply the new ciphering configuration at CFN indicated in IE "Ciphering activation time for DPCH" (8.6.3.4)
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.6.28)
Conclusion: Contradictive UE behaviour. 

1.2. SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is not included.

1.2.1. Establishment of first TM RB

UE shall apply the new ciphering configuration at CFN indicated in IE " COUNT-C activation time " (without initially incrementing HFN by 1) (8.6.4.3)
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" and initially increment HFN by 1 (8.6.6.28)
Conclusion: Contradictive UE behaviour. 

1.2.2. Establishment of additional TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.6.28).
UE shall continue incrementing the COUNT-C common for all TM RBs (8.6.4.3).
UE shall set CFN according to SFN of target cell, which also affects COUNT-C for TM RBs (8.6.6.28).
Conclusion: Contradictive UE behaviour. 

1.2.3. TM RB already exists, no establishment of additional TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.6.28)
Conclusion: Well-defined UE behaviour.

1.3. No SRNS relocation, or
SRNS relocation with no change of ciphering algorithm

1.3.1. Establishment of first TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE " COUNT-C activation time " (without initially incrementing HFN by 1) (8.6.4.3)
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" and initially increment HFN by 1 (8.6.6.28)
Conclusion: Contradictive UE behaviour. 

1.3.2. Establishment of additional TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.6.28).
UE shall continue incrementing the COUNT-C for TM RBs (8.6.4.3).
UE shall set CFN according to SFN of target cell, which also affects COUNT-C for TM RBs (8.6.6.28).
Conclusion: Contradictive UE behaviour. 

1.3.3. TM RB already exists, no establishment of additional TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.6.28)
Conclusion: Well-defined UE behaviour.

2. Reconfiguration Cell_DCH to  Cell_DCH (Not Timing re-init HHO), UTRAN MOBILITY INFORMATION
2.1. SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is included.

2.1.1. Establishment of first TM RB

UE shall apply the new ciphering configuration at CFN indicated in IE "Ciphering activation time for DPCH" (8.6.3.4)
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE " Ciphering activation time for DPCH " (8.6.4.3)
Conclusion: Well-defined UE behaviour.

2.1.2. Establishment of additional TM RB

UE shall apply the ciphering configuration at CFN indicated in IE "COUNT-C activation time". 
Conclusion: Well-defined UE behaviour.

2.1.3. TM RB already exists, no establishment of additional TM RB

UE shall apply the new ciphering configuration at CFN indicated in IE "Ciphering activation time for DPCH". 
Conclusion: Well-defined UE behaviour.

2.2. SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is not included.

2.2.1. Establishment of first TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE " COUNT-C activation time " without incrementing HFN by 1 (8.6.4.3)
Conclusion: Well-defined UE behaviour.

2.2.2. Establishment of additional TM RB

UE shall continue incrementing the COUNT-C for TM RBs (8.6.4.3).
Not specified when new ciphering configuration is applied.
Conclusion: UE behaviour is not specified. 

2.2.3. TM RB already exists, no establishment of additional TM RB

Not specified when new ciphering configuration is applied.
Conclusion: UE behaviour is not specified. 

2.3. No SRNS relocation, or
SRNS relocation with no change of ciphering algorithm

2.3.1. Establishment of first TM RB
 
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.4.3)
Conclusion: Well-defined UE behaviour. 

2.3.2. Establishment of additional TM RB

UE shall continue incrementing the COUNT-C for TM RBs (8.6.4.3).
Conclusion: Well-defined UE behaviour

2.3.3. TM RB already exists, no establishment of additional TM RB

No change of ciphering and COUNT-C for TM RB
Conclusion: Well-defined UE behaviour.

3. Reconfiguration Cell_FACH to Cell_DCH
3.1. SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is included.

Conclusion: Scenario is not possible according to 8.6.3.4 and 10.3.3.5. IE "Ciphering activation time for DPCH" is only applicable if the UE is already in CELL_DCH state.

3.2. SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is not included.

These scenarios are only possible with CELL UPDATE CONFIRM. According to 25.331, section 8.2.2.12b, UTRAN should use RB Control messages to perform an SRNS relocation only in case of state transitions from CELL_DCH to CELL_DCH.

3.2.1. Establishment of first TM RB

Conclusion: This scenario is not possible with CELL UPDATE CONFIRM. In CELL UPDATE CONFIRM, IE “RB Information to setup” cannot be included.

3.2.2. Establishment of additional TM RB

Conclusion: This scenario is not possible with CELL UPDATE CONFIRM. In CELL UPDATE CONFIRM, IE “RB Information to setup” cannot be included. 

3.2.3. TM RB already exists, no establishment of additional TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" (8.6.6.28)
Conclusion: Well-defined UE behaviour.

3.3. No SRNS relocation, or
SRNS relocation with no change of ciphering algorithm

3.3.1. Establishment of first TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE " COUNT-C activation time " (without initially incrementing HFN by 1) (8.6.4.3)
UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" and increment HFN by 1 (8.6.6.28). In this scenario, 8.6.6.28 is however not valid for RB SETUP message.
Conclusion: Well-defined UE behaviour.

3.3.2. Establishment of additional TM RB

UE shall continue incrementing the COUNT-C for TM RBs (8.6.4.3). However, in Cell_FACH, there is no valid COUNT-C for TM RBs.
Conclusion: Scenario is not applicable.

3.3.3. TM RB already exists, no establishment of additional TM RB

UE shall start incrementing the HFN of COUNT-C at CFN indicated in IE "COUNT-C activation time" and increment HFN by 1 (8.6.6.28).
Conclusion: Well-defined UE behaviour.

2.3 Summary of scenarios

1. Reconfiguration Cell_DCH to Cell_DCH (Timing re-initialised HHO)
(RB Control procedures)


	
	Establishment of first TM RB
	Establishment of additional TM RB
	TM RB already exists, no establishment of new TM RB

	SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is included.
	Note 1
	Note 1
	Note 1

	SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is not included.
	Note 1
	Note 1
	OK

	No SRNS relocation, or SRNS relocation with no change of ciphering algorithm
	Note 1
	Note 1
	OK


Note 1: Contradiction in required UE behaviour


2. Reconfiguration Cell_DCH to Cell_DCH (Not Timing re-init HHO)
(RB Control procedures, UTRAN Mobility Information)

	
	Establishment of first TM RB
	Establishment of additional TM RB
	TM RB already exists, no establishment of new TM RB

	SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is included.
	OK
	OK
	OK

	SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is not included.
	OK
	Note 3
	Note 3

	No SRNS relocation, or SRNS relocation with no change of ciphering algorithm
	OK
	OK
	OK


Note 3: UE behaviour not specified.
3. Reconfiguration Cell_FACH to Cell_DCH
(RB Control procedures, Cell Update procedure)


	
	Establishment of first TM RB
	Establishment of additional TM RB
	TM RB already exists, no establishment of new TM RB

	SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is included.
	Note 4
	Note 4
	Note 4

	SRNS relocation with change of ciphering algorithm, IE "Ciphering activation time for DPCH" is not included.
	Note 4
	Note 4
	OK



	No SRNS relocation, or SRNS relocation with no change of ciphering algorithm
	OK
	Note 5
	OK


Note 4: Restrictions on UTRAN behaviour, scenario not possible

Note 5: Scenario not possible

Conclusion

In this document, we have shown that in several reconfiguration scenarios related to ciphering of RBs, the UE behaviour is currently not well specified in TS25.331.

Some possible ways forward are:

· Agree that a scenario needs to be corrected: Correct TS25.331 in R99, and indicate in earlier releases that the scenario is not supported.

We propose to not include any scenario in this category.

· Agree that a scenario needs to be corrected: Correct TS25.331 in later release, and indicate in earlier releases that the scenario is not supported.

We propose to not include any scenario in this category.

· Agree that a scenario need not be supported: Indicate in TS25.331 that the scenario is not supported.

In this category, we propose to include the following scenarios

· Reconfiguration Cell_DCH to Cell_DCH (Timing re-initialised HHO)

· Establishment of TM RB is not supported in the standard.
· SRNS relocation with change of ciphering algorithm and IE "Ciphering activation time for DPCH" is included is not supported in the standard.

· Reconfiguration Cell_DCH to Cell_DCH (Not Timing re-init HHO)
· SRNS relocation with change of ciphering algorithm and IE "Ciphering activation time for DPCH" is not included is not supported in the standard.

· Reconfiguration Cell_FACH to Cell_DCH
· <none>

If this way forward can be agreed, Ericsson will prepare the needed CRs.







