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1. Introduction

In February 2003, SA3 took the decision that ciphering should be performed between the BM-SC (Broadcast-Multicast Service Centre) and the UE. For further information on the important characteristics of the key management proposals see [1]. 

In the 3GPP TSG SA WG3 (Security) meeting #31 (Munich), after some discussion SA WG3 agreed on the following (from the minutes of that meeting):  

"For the ME part, GBA [Generic Bootstrapping Application] and MIKEY [Multimedia Internet KEYing] (with possible 3GPP-specific enhancements, e.g. for the support of encrypted keys) will be used as a basis for the standardised solution for key management. This does not rule out DRM based solutions, e.g. DOWNLOAD."

The proposal to use the generic bootstrapping security mechanism for authentication between the UE and the BM-SC is described in [2] where it is stated that:

"The goal of the bootstrapping architecture is to have one new network element, called the Bootstrapping Server Function (BSF), that has an interface to the HSS and runs AKA with UEs (described in protocol A) to bootstrap application security between the UE and a priori any application server."

MIKEY enables both ME and UICC based key management, and is described in the psuedo-CRs contained with the "Migration of MIKEY in MBMS key management" document  [3].

2. Implications on the radio interface design

The decision about which key management scheme to adopt, clearly lies within the scope of TSG SA WG3. SA3 agreed at their Antwerp ad-hoc in 09/2003 that frequent re-keying is required because of the threat that subscribers may distribute keys [4].

However, independent of the decision, messages are required that carry information that is used in the process of generating the new TEK (Traffic encryption/decryption key). 

For successful decoding of the MBMS content it is, however, crucial that each joined UE has the correct security information available, in order to derive the correct TEK. Otherwise, the UE will not be able to decrypt the MBMS content. 

This is a second aspect besides the mere fact that the p2m-channel in principle poses some problems to convey user data reliably to all recipients: The drawbacks of this type of channel become more severe if due to its limited reliability security related information is corrupted so that later on correctly received encyphered data cannot be decrypted error free just because corrupted key material is used in the decryption process.

To some extent, this limited reliability of the p2m-channel can be mitigated by storing information, which cannot be decrypted due to wrong key material, until correct key material is available, if we assume that key material is sent with repetition on application layer (i.e. controlled by the BM-SC). One could imagine that the BM-SC inserts the key-related information regularly e.g. after every Nth “BM-SC PDU”, where N is determined by the amount of “BM-SC PDUs”, which a UE is able to keep stored, after having missed new key-related information due to erroneous decoding, until it receives the (new) key-related information next time. The issue can become problematic if the UE misses the new key-related information several consecutive times. 

Two approaches to counter this problem seem possible:

1. One could rely on the BM-SC to add strong FEC for security related data (e.g. key-related information), and to apply the repetition protocol. In this case, the RAN would not at all be involved. 

2. Providing, on RAN level, a way for better protecting the security-related data (e.g. key-related information) to increase the likelihood that it is received error-free, e.g. providing an additional p2m transport channel with strong FEC, which is only used for the security-related data.

Option 1 is clearly simplest w.r.t. RAN involvement. On the other hand, introducing strong FEC on application level might be inefficient, since error correction techniques applied on application level are known to be much less efficient than if applied on application level. Especially soft combining is not possible on application level, since soft bits are not available at this level.

Option 2 would cause a considerably higher complexity in the RAN, since the CRNC would have to distinguish between the ciphered data stream and the data stream that carries (with better FEC) the security-related information. Such a distinction would also need different streams over the Iu. 

3. Proposal

It is proposed to spend some time on discussing the issue in RAN2. In view of the fact that security-related information is not sent too frequently, only little gain is expected from option 2, and this gain seems to be too small to justify the higher complexity which would result in the RAN. 

If RAN2 shares this view, it is proposed to reflect this in TS 25.346 as follows:

	[ … ]

9
Security for MBMS

Ciphering for MBMS multicast data is done between the BM-SC and the UE as defined in [6]. Therefore, for MBMS ptm data transmissions no radio interface ciphering is applied.

In case of ptp MBMS data transmissions, if the security is activated for the UE the ciphering is also applied for ptp MBMS data RB as for any other RB of the UE.  

Security-related data (information needed for joined UEs to derive the present traffic encryption key (TEK)) may be inserted in the MBMS content stream repeatedly. The BM-SC may apply FEC to the security-related data in order to minimize the number of recipients, that cannot derive the correct current TEK. 
[ … ]
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