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1. Introduction
In the RRC specification [1], there are currently a number of cases in which the UE has to act as if a message was not received.

This contribution studies in more detail what it really means for the UE to receive a message, and later have to act as if it was not received. The contribution will especially focus on what is supposed to happen with the COUNT-I of the SRB on which the message was received or the response message was sent.

2. Grouping of cases
In [1], there are numerous examples of cases in which the UE has to act as if a message was not received. A few examples:

1) 8.1.6.5: Invalid UE CAPABILITY INFORMATION CONFIRM message

2>
restart timer T304 and continue with any ongoing procedures or processes as if the invalid UE CAPABILITY INFORMATION CONFIRM message has not been received.

2) 8.1.7.4: Invalid UE CAPABILITY ENQUIRY message

2>
continue with the ongoing processes and procedures as if the invalid UE CAPABILITY ENQUIRY message has not been received.

3) 8.1.9.3a: No signalling connection exists

1>
continue with any ongoing processes and procedures as if the DOWNLINK DIRECT TRANSFER message has not been received.

4) 8.1.12.4a: Incompatible simultaneous security reconfiguration

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

5) 8.1.12.4b: Cell update during security reconfiguration:

2>
continue with any ongoing processes and procedures as if the SECURITY MODE COMMAND message has not been received; and
6) 8.2.2.9Transmission of a response message by the UE, failure case:

1>
when the response message has been submitted to lower layers for transmission:
2>
continue with any ongoing processes and procedures as if no reconfiguration attempt had occurred.

7) 8.3.1.9b
Security reconfiguration during Cell update procedure

1>
ignore the received SECURITY MODE COMMAND and continue with any ongoing processes and procedures as if the SECURITY MODE COMMAND message has not been received.

8) 8.5.10.1
Integrity protection in downlink

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
act as if the message was not received.
The different cases can be grouped into a number of groups:

GROUP 1: IP check failure 

A received message does not pass the DL integrity protection check (example 8)

GROUP 2: Procedure failures

This concerns cases in which the specification indicates that the UE shall, after a procedure failure e.g. due to cell reselection, “continue as if the message was not received”. Amongst the procedure failure group, three different “subgroups” can be identified:
1 GROUP 2.1: DL message without security reconfiguration




-      This groups contains most of the listed example cases (examples 1,2,3,4,7)
2 GROUP 2.2: DL message with security reconfiguration but no SMC
· In one specific case (8.2.2.12b: Cell update procedure during security reconfiguration), the procedure failure leads to UEs going to RRC-Idle. No COUNT-I reverting is applicable in this case.
· In many other cases (e.g. unsupported configuration by the UE, physical channel failure, invalid configuration), the UE shall continue as if the reconfiguration message was not received (e.g. example 6).
Since in these cases, the reconfiguration request message will in itself not update the COUNT-I other then the normal SN incrementing due to section 8.5.10.1, the handling of group 2.1 is also applicable to these cases.
3 GROUP 2.3: SMC with security reconfiguration (modify)




-     This group contains example 5.
In the next section of this contribution, we will discuss the handling of each group subsequently.
3. Handling of group 1

In case of IP check failure, the general assumption is that the message was received from an intruder. Thus the complete change to SN/HFN caused by the "intruding message" needs to be undone/reverted. 
NOTE 1:
This type of reverting is only performed at the receiving protocol entity, never at the transmitting protocol entity.
NOTE 2: 
Note that even if the IP check failure was caused by a residual bit error, still this approach is safe. Since the transmitter keeps on incrementing the SN/HFN, there will be no HFN desynchronisation or message discarding at the next message.

From the specification text in section 8.5.10.1, this behaviour is already clear: the parameter “Downlink RRC Message sequence number” is only updated after a successful IP check.

4. Handling of group 2.1

It is considered clear that in these situations, the intention of the specification is to not execute any functional changes, as would have been caused by the DL message if it was executed.

Since the message has passed the DL integrity check (8.5.10.1), any updates caused by the received message to the parameters “Downlink RRC Message sequence number” and possibly “Downlink RRC HFN” in the variable “INTEGRITY_PROTECTION_INFO” will not be undone.
That this is the only realistic implementation can also be deduced from the following: in between the message-1 and the corresponding procedure failure detection, other messages-X can be received on the same SRB. These messages-X are handled in 8.5.10.1 based on the parameter content as was updated by the message-1. If the UE later finds out it should act as if message-1 is not received, it would be very complicated to process these messages again based on 8.5.10.1 with the adjusted new parameter content. 

Thus it should be clear that whenever messages of this group have successfully passed the MAC-I checking//setting, the SN/HFN are not later reverted. It is assumed that no clarification is needed in the specifications for these cases. 
5. Handling of group 2.3
Again it is considered clear that in this situation, the intention of the specification is to not execute any functional changes, as would have been caused by the DL message if it was executed. 

Section 8.5.10 indicates that if the IE "Integrity Protection Mode Info" is present in a received message, the UE shall perform the actions in subclause 8.6.3.5 before proceeding with the integrity check of the received message. As a result, the SMC might have resulted in an update of the “Downlink RRC HFN” due to the receipt of new keys (HFN becomes 0), or a domain switch (HFN initialised based on START value from other domain).

It is assumed that in this case any UE implementation will revert back to any previous security configuration (keyset/algorithm) after the security mode control procedure has failed. Question is what has to happen with the HFN and SN. 

In tables 1 and 2, we tried to list the widest range (as far as we could imagine) of implementation possibilities, a UE could handle this case by. Each of the tables concerns one specific example scenario.

Example 1: 


Old configuration 









Downlink RRC HFN = 100
DL RRC msg seq nr = 8

SMC with new keys (e.g. new keys)




HFN = 0





SN = 9

(HFN, SN) the UE assumes for next message:

	        Downlink RRC HFN

“Downlink RRC Message sequence number” 
	Continue to use value initialised by SMC
	Revert to value stored before SMC was received
	Revert to value stored before SMC was received, possibly correcting for any SN wrap around

	Continue to increment
	Case A: (0,10)
	Case B: (100,10)
	Case C: (100,10)

	Revert to value as was stored on receipt of SMC
	Case D: (0,9)
	Case E: (100,9)
	Case F: (100,9)


Example 2:

Old configuration 









Downlink RRC HFN = 100
DL RRC msg seq nr = 15

SMC with new keys (e.g. domain switch)



HFN = 150




SN = 0

(HFN, SN) the UE assumes for next message:

	        Downlink RRC HFN

“Downlink RRC Message sequence number” 
	Continue to use value initialised by SMC
	Revert to value stored before SMC was received
	Revert to value stored before SMC was received, possibly correcting for any SN wrap around

	Continue to increment
	Case A: (150,1)
	Case B: (100,1)
	Case C: (101,1)

	Revert to value as was stored on receipt of SMC
	Case D: (150,0)
	Case E: (100,0)
	Case F: (101,0)


In the rest of this contribution, we discuss the severity of this issue and the possibilities to correct the situation.

6. Solutions for group 2.3

It should be clear that in the case UE and UTRAN have a different assumption on what way to continue after the SMC failure, quite severe consequences might be the result, e.g:
· If the UTRAN assumes case B,C,E or F, and the UE assumes A or D, HFN desynchronisation will be the result.

· If the UTRAN implements Case C, this will only work seamlessly with UEs implementing case C or case F. 

· If UTRAN implements Case F, this will only work seamlessly with UEs implementing Case F, and will lead to 1 message incorrectly discarded with UEs implementing Case C. The situation becomes a bit better in case no SN wraparound occurs at the same time.

On the other hand, the severity of the problem should not be exaggerated: the problem only occurs when an SMC procedure is aborted (mainly RL failure or MaxDat expiry) which in itself should be a rare case. Therefore specifying “UE shall” behaviour in Rel99/4 is not considered necessary. 
Note that a UTRAN can in principle even in Rel99/4 still handle this case by attempting all possible HFN/SN combinations as indicated above. By using different transaction identifiers, the overall delay can still be somewhat limited.
It is proposed to correct the problem from Rel5. It can then be questioned what is the most “correct” behaviour. In our understanding:
· It should be quite easy  to argue that implementations A and D are not correct: they mix intended HFN’s and security configuration

· It should also be relatively clear that cases B and E are “erroneous implementations” of cases C and F respectively: these implementations missed to detect the wrap-around.

· Given the behaviour specified for group 1.1, but e.g. also during SRNS relocation, implementing the continuous increment of the SN at the transmitted should be considered the most correct implementation.

Therefore it is proposed to specify case C as correct behaviour from Rel5 and onwards.

7. Proposal
We would like to make the following two proposals:

1) It is proposed to document in the minutes that the UE behaviour documented in sections 4 and 5 is the correct UE behaviour for handling these cases.
2) It is proposed to reflect the proposal for group 2.3. by updating the corresponding sections as proposed in the attached CR. In this CR also the UL COUNT-I of SRB2 is addressed for the case in which the SECURITY MODE COMPLETE message has already been submitted to the lower layers before the SMC procedure fails.
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8.1.12.4a
Incompatible simultaneous security reconfiguration
If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received SECURITY MODE COMMAND message, the UE shall:
1>
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

1>
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
set the IE "failure cause" to the cause value "incompatible simultaneous reconfiguration";

1>
when the response message has been submitted to lower layers for transmission:

2>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
NOTE: 
This implies that the UE shall set the parameters "Downlink RRC HFN" and "Downlink RRC Message Sequence Number" according to 8.5.10.1 as if the SECURITY MODE COMMAND was received but the content in the SECURITY MODE COMMAND message is ignored. 
2>
and the procedure ends.

8.1.12.4b
Cell update procedure during security reconfiguration

If:

-
a cell update procedure according to subclause 8.3.1 is initiated; and

-
the received SECURITY MODE COMMAND message causes either,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

the UE shall:

1>
abort the ongoing integrity and/or ciphering reconfiguration;

1>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

1>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1>
when the CELL UPDATE message has been submitted to lower layers for transmission:

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

3>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
NOTE: 
This implies that the UE shall set the parameters "Downlink RRC HFN" and "Downlink RRC Message Sequence Number" according to 8.5.10.1 as if the SECURITY MODE COMMAND message was received but the content in the SECURITY MODE COMMAND message is ignored. 
If the UE has already submitted the SECURITY MODE COMPLETE message to the lower layers, the UE shall set the parameters "Uplink  RRC HFN" and "Uplink RRC Message Sequence Number" according to 8.5.10.2 as if the SECURITY MODE COMPLETE message was sent but the content in the SECURITY MODE COMMAND message has been ignored. 
2>
clear the variable SECURITY_MODIFICATION;

2>
the procedure ends.

8.1.12.4c
Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND message, the UE shall:

1>
transmit a SECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as specified below:

2>
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

2>
set the IE "failure cause" to the cause value "invalid configuration".

1>
when the response message has been submitted to lower layers for transmission:

2>
set the variable INVALID_CONFIGURATION to FALSE;

2>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE;

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
NOTE: 
This implies that the UE shall set the parameters "Downlink RRC HFN" and "Downlink RRC Message Sequence Number" according to 8.5.10.1 as if the SECURITY MODE COMMAND was received but the content in the SECURITY MODE COMMAND message is ignored. 
2>
and the procedure ends.

8.1.12.6
Invalid SECURITY MODE COMMAND message
If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

1>
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

1>
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
set the IE "failure cause" to the cause value "protocol error";

1>
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION;

1>
when the response message has been submitted to lower layers for transmission:

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
NOTE: 
This implies that the UE shall set the parameters "Downlink RRC HFN" and "Downlink RRC Message Sequence Number" according to 8.5.10.1 as if the SECURITY MODE COMMAND was received but the content in the SECURITY MODE COMMAND message is ignored. 
2>
and the procedure ends.
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