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1 INTRODUCTION

There are a few security related issues that Nokia would like to bring forward for discussion in RAN2. The intention of this document is to clarify these issues and whether any action for clarification is required.

2 INTEGRITY AND CIPHERING ON 2G-3G HANDOVER

Currently section 8.6.5-33.102 states that upon handover to 3G the Serving RNC sends the Security Mode Command to setup Integrity. However, it is not stated if the SMC should include ciphering information or not.

The inclusion of ciphering information under these conditions is a potential problem for UE implementations. Currently, it is mandated that for the UE to set the ciphering activation time on the HANDOVER TO UTRAN COMPLETE message to a value that is at least 200 frames in advance and lies on an 80ms TTI boundary. If the activation time for TM bearers is chosen such that it would trigger the usage of a new ciphering configuration before the HFN starts being incremented, the UE actions are not defined in the current specification.
3 CIPHERING START ON 2G-3G HANDOVER

Section 8.3.6.3-25.331 states that if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is performed, the ciphering status is set to "started". This implies that the starting of ciphering is purely dependant on the GSM call having ciphering activated.

However, it is not guaranteed that the RNC will support ciphering. The UE actions under these conditions should be further clarified.

The “Ciphering algorithm” IE in the HANDOVER TO UTRAN COMMAND message is optional. It is suggested that presence of this information element is used by the UE to determine whether ciphering should be activated or not.

This would require a clarification to the current specification.
4 KEY INVALIDATION IN 3G-2G HANDOVER

In RAN2 meeting #34, the invalidation of keys was heavily debated and it was agreed that the keyset should not be invalidated during a 3G-2G handover/reselection because the keyset should be kept throughout the lifetime of the connection.

Currently section 8.5.22-25.331 does not specify any checks to the current START values, which seems in line with the requirement stated above.

However, there was no analysis on the following scenarios:

a) Call is ended in 2G and UE reselects 3G in Idle mode. A voice call can then be established using START values that are greater than THRESHOLD.

b) Call is ended in 2G. A second voice call is started in 2G and there is a handover to 3G. This would mean that the second call would be using START values greater than THRESHOLD.

These scenarios should be discussed and decided if a clarification is necessary to the specification.

5 CONCLUSION

Based on the issues discussed herein, if RAN2 decides that a clarification is required, Nokia volunteers to be the raporteur for the relevant CRs.
