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RNC Reset

During the RAN2#31 meeting [1] suggested that the proposal made by NEC had certain faults and problems associated to it. This paper discusses NECs proposal in order to see what problems (if any) may exist.

To resume; the basic proposal, is that the RNC on either on detection of an internal reset or reset on the Iu interface may perform paging using TMSI and IMSI for mobile terminated calls/packets and for a period of time paging is performed adding the SRNC-ID. With this additional information it can be deduced by the mobile that in fact the RRC connection associated to the SRNC has been reset and therefore the mobile has lost its RRC connection.

CELL FACH problem

[1] discusses that mobiles in CELL FACH state would never receive the paging message. Whilst this statement is true, one has to analyse what this actually means and the severity of it. 

In fact the number of mobiles in CELL FACH state at any point in time is very small compared to the major part of the mobile population in an RNC so any misbehaviour only affects a small number of mobiles.

Furthermore, the reason for a mobile being in CELL FACH state is either for signalling purposes or the use of the state for passing data. In these cases the higher layers are expecting to either receive or send data. In this case timers at higher layer will expire and  can cause the reset of the RRC entity either internally or by the mobile when attempting to transmit to the network (for example for signalling purposes).

It should be noted that in CELL FACH the mobile may also move and camp on another cell in this case it is required to perform RRC mobility management and when this is performed the mobile will detect the lack of the RRC connection.

NEC do not see that the argument of CELL FACH is very convincing as there are many events that will occur which will bring the mobile into a situation where the RRC connection reset is detected by the mobile and therefore the number of mobiles that do not detect the reset of the RRC connection is very small.

Paging in a DRNC

The problem of paging in a DRNC can be solved if only the IMSI is used (plus, of course, the SRNC ID) in the paging message.

TMSI/PTMSI can not be used in the case where the CN is changed as the TMSI/PTMSI may be reallocated when there is another CN node.

Load problems

[1] stated that using paging caused load in the system. With NECs proposal when all the Iu connections are lost, the RRC connections are re-established in two ways:

· Either by the UE discovering that the RRC connection is lost, this occurs asynchronously and is common for both the suggestion by Ericsson and NEC;

· Or, on the CN side by paging which the CN needs to do (in any case) to initiate the re-establishment of the Iu interface and thus the RRC connection. These events also occur asynchronously and thus the load of the Iu connection/RRC connection re-establishment is spread over a period of time.

NEC feels that the suggestions in [2] actually cause load in the system as the RNC will indicate (in the message) the portion of the RRC connections that are to be re-established. In fact there is no reason to re-establish a connection that is not to be used either to transmit packets to or receive by the mobile.




Ciphering for RNC Reset as suggested by Ericsson

If the proposal of Ericsson is accepted then NEC questions the need to perform ciphering for the reset message sent by the RNC as suggested by Ericsson in [2]. 

It should be noted what the effect of receiving the RNC reset message is? In fact the behaviour causes the RRC connection to be re-established for the mobile. This in fact does little or no harm to the system as such, as the system can protect it self by the controlling the load using AC barring mechanisms.

A further argument against the use of the ciphering is that the present system is already weak as it should be noted that upon analysis of the RLC layer protocols it is possible for an intruder to send RLC messages that can cause the ciphering between the UE and RNC to be come desynchronised and this in itself is enough to deny service to the mobile or make the WCDMA system stop working. Taking the weaknesses on the present protocol layers in to consideration, NEC sees no interest in the provisioning of ciphering on the radio interface for this feature, given the affects that such a message would have on the system is, at the most, no worse than what the protocols provide at the moment.
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