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1. Introduction  

One purpose of the RLC Reset procedure specified in [1] is to synchronize DL and UL HFNs between the Sender and the Receiver so that the ciphering scheme can work properly after reset procedure. There is a one-bit sequence number (RSN) for the RESET PDU. The Sender check the RSN field in the responded RESET ACK PDU to decide whether the HFNI field of the RESET ACK PDU is accepted or not.

The RLC reset procedure is not robust in some case. This contribution analyses the current RLC reset procedure and identifies a scenario showing the possibility of HFN un-synchronization after current RLC reset procedure. Several potential solutions to secure a robust reset procedure are proposed.

2. Analysis Current RLC reset procedure

In the following descriptions and figures of this contribute, the case that UE as the Sender and UTRAN as the Receiver is used as an example so that the reset procedure is easier to explain. If UTRAN is the Sender and UE is the Receiver, the DL and UL should be inverted.

2.1 Normal case

The normal reset procedure can be described in Figure 1. Before reset procedure, the UL HFN and DL HFN may not be synchronized between UE and UTRAN.(x1 may not be equal to x and y1 may not be equal to y.) 
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Figure 1. Normal RLC reset procedure

After receiving a RESET PDU, the UTRAN responds with a RESET ACK PDU, resets the state variables and starts sending DL AMD PDUs with DL HFN = y+1 and receiving UL AMD PDU with UL HFN = x+1, where y is the value of the HFNI field of the RESET ACK PDU. If UE receives the RESET ACK PDU, it will reset the state variables and start sending UL AMD PDUs with UL HFN = x+1 and receiving DL AMD PDU with DL HFN = y+1. Thus, after reset procedure, the UL and DL HFNs are synchronized between Sender and Receiver.

2.2 Timer_RST time-out case

If UE does not receive the RESET ACK PDU before the timer Timer_RST expires, UE will send the RESET PDU again with the same value for RSN and HFNI fields. This could happen because either the original RESET PDU is lost or RESET PDU was received but the responded RESET ACK PDU is lost. Figure 2 assumes the second situation, i.e. the RESET ACK PDU is lost.
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Figure 2. Timer_RST time-out in RLC reset procedure

When UTRAN receives the retransmitted RESET PDU with RSN=0 and HFNI = x again, it will respond a RESET ACK PDU with RSN=0 and DL HFNI = y+1 (the current highest HFN), reset the state variables and start sending and receiving data with DL HFN = y+2 and UL HFN = x+1. If UE receives this RESET ACK PDU, it will reset the state variables and start sending and receiving AMD PDUs with UL HFN = x+1 and DL HFN = y+2. The HFNs are synchronized also in this case.

2.3 RESET ACK PDU delayed case
The current RLC reset procedure does not consider the possibility that the RESET ACK PDU might be delayed during the radio transmission. This case might happen due to lower layer scheduling if the priority of the logical channel of this RLC entity is lower than other logical channel which has data to be transmitted. See Figure 3.
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Figure 3. RESET ACK PDU delayed in RLC reset procedure

In this case, the UTRAN responds as stated in section 2.2. However, UE will discard the second received RESET ACK PDU. And the DL HFN will be out of synchronization after reset procedure in this case.

3. Solutions to the RESET ACK PDU delayed case

There are at least the following four potential solutions to the RESET ACK PDU delayed case described in section 2.3 above.

1. Method 1: 

When the Receiver receives an old RESET PDU (RSN value is same as the previous RESET PDU), the Receiver does not reset itself (its state variables etc.) and responds with a RESET ACK PDU with the same RSN and HFNI value as the previous responded RESET ACK PDU.

The Sender’s behaviour is the same as the current reset procedure, i.e. it discards the second received RESET ACK PDU. (The Sender is in the DATA_TRANSFER_READY state or the LOCAL_SUSPEND state when it receives the second RESET ACK PDU.)

2. Method 2:

The Receiver behaves the same way as the current reset procedure, i.e. it resets its state variable and sends RESET ACK PDU with updated HFNI value.

When the Sender receives an RESET ACK PDU with RSN value equal to the RSN field of the RESET PDU it had sent previously, the Send: 

·   if it is its first received RESET ACK PDU: (Sender in RESET_PENDING state)
-
resets its state variables of both the transmitting side and the receiving side;

-
if it is not the first received RESET ACK PDU: (Sender in DATA_TRANSFER_READY state or LOCAL_SUSPEND state)

-
resets only the receiving side;

-
updates its HFN according to the newly received RESET ACK PDU.

3. Method 3:

When the Receiver receives an old RESET PDU after it sent the RESET ACK PDU within a predefined period of time corresponding to the roundtrip radio transmission delay, the Receiver discards the RESET PDU. Timer_EPC used in EPC function can be used in this solution.

4. Method 4:

When the Sender receives a RESET ACK PDU after it re-sent the RESET PDU within a predefined period of time corresponding to the roundtrip radio transmission delay, the Sender discards the RESET ACK PDU. Timer_EPC used in EPC function can be used in this solution.

In Method 2, Sender need respond to the RESET ACK PDU in RESET_PENDING state and DATA_TRANSFER_READY state. Probably also in LOCAL_SUSPEND sate. 

Method 3 suffers from the possibility that a correct retransmitted RESET PDU is discarded because the just sent RESET ACK PDU could get lost while the delay timer runs.

Method 4 discards a usable RESET ACK PDU and causes poor efficiency since the just re-sent RESET PDU could again get lost while the delay timer runs.

Method 1 is most consistent with the current reset concept among the above solutions in the sense that the Receiver responds to RESET PDU in any states.  
4. Conclusions and Proposals

We have no preference on the above solutions. The attached CR is based on Method 1. 
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11.4
RLC reset procedure

11.4.1
General

The RLC reset procedure is used to reset two RLC peer entities, which are operating in acknowledged mode. Figure 11.4 below illustrates the elementary procedure for an RLC reset. During the reset procedure the hyper frame numbers (HFN) in UTRAN and UE are synchronised. Two HFNs used for ciphering needs to be synchronised, DL HFN in downlink and UL HFN in uplink. In the reset procedure, the highest UL HFN and DL HFN used by the RLC entity in the transmitting sides, i.e. the HFNs associated with PDUs of SN=VT(S)-1 if at least one data PDU had been transmitted or of SN=0 if no data PDU had been transmitted, are exchanged between UE and UTRAN.

The RESET PDUs and the RESET ACK PDUs have higher priority than AMD PDUs.
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Figure 11.4: RLC reset procedure

11.4.2
Initiation

The Sender shall:

-
if one of the following triggers is detected:

1)
"No_Discard after MaxDAT number of retransmissions" is configured and VT(DAT) equals the value MaxDAT (see subclause 9.7.3.4);

2)
VT(MRW) equals the value MaxMRW;

3)
A STATUS PDU including "erroneous Sequence Number" is received (see clause 10);

-
submit a RESET PDU to the lower layer;

-
start the timer Timer_RST and increase VT(RST) with 1.

When a reset procedure has been initiated it can only be ended upon reception of a RESET ACK PDU with the same RSN value as in the corresponding RESET PDU, or upon request of re-establishment or release from upper layer, a reset procedure is not interrupted by the reception of a RESET PDU from the peer entity.

11.4.2.1
RESET PDU contents to set

The Sender shall:

-
set the HFNI field to the currently highest used HFN (DL HFN when the RESET PDU is sent by UTRAN or UL HFN when the RESET PDU is sent by the UE);

-
set the RSN field to the sequence number of the RESET PDU. This sequence number is incremented every time a new RESET PDU is transmitted, but not when a RESET PDU is retransmitted.

11.4.3
Reception of the RESET PDU by the Receiver

Upon reception of a RESET PDU for the first time since the entity was (re-)established or with the RSN value different from the previously received RESET PDU, the Receiver shall:

-
submit a RESET ACK PDU to the lower layer with the content set as specified in subclause 11.4.3.1;

-
reset the state variables described in subclause 9.4 except VT(RST) to their initial values;

-
stop all the timers described in subclause 9.5 except Timer_RST;

-
reset configurable parameters to their configured values;
-
discard all RLC PDUs in the receiving side of the AM RLC entity;

-
discard all RLC SDUs that were transmitted before the reset in the transmitting side of the AM RLC entity;
-
set the HFN (DL HFN when the RESET PDU is received in UE or UL HFN when the RESET PDU is received in UTRAN) equal to the HFNI field in the received RESET PDU;

-
increase with one the UL HFN and DL HFN, and the updated HFN values shall be used for the first transmitted and received PDUs after the reset procedure.
Upon reception of a RESET PDU with RSN value same as the previously received RESET PDU, the Receiver shall:
-
submit a RESET ACK PDU to the lower layer with the contents set exactly as the previous RESET ACK PDU responding to the previously received RESET PDU.
11.4.3.1
RESET ACK PDU contents to set

The Receiver shall:

-
set the hyper frame number indicator field (HFNI) to the currently highest used HFN (DL HFN when the RESET ACK PDU is sent by UTRAN or UL HFN when the RESET ACK PDU is sent by the UE);

-
set the RSN field to the same value as in the corresponding received RESET PDU.
11.4.4
Reception of the RESET ACK PDU by the Sender

Upon reception of a RESET ACK PDU, the Sender shall:

-
if the Sender has already transmitted a RESET PDU which has not been yet acknowledged by a RESET ACK PDU:

-
if the received RSN value is the same as the one in the corresponding RESET PDU:

-
set the HFN value (DL HFN when the RESET ACK PDU is received in UE or UL HFN when the RESET ACK PDU is received in UTRAN) to the HFNI field of the received RESET ACK PDU;

-
reset the state variables described in subclause 9.4 to their initial values;
-
stop all the timers described in subclause 9.5;
-
reset configurable parameters to their configured values;
-
discard all RLC PDUs in the receiving side of the AM RLC entity;
-
discard all RLC SDUs that were transmitted before the reset in the transmitting side of the AM RLC entity;
-
increase with one the UL HFN and DL HFN, and the updated HFN values shall be used for the first transmitted and received PDUs after the reset procedure;
-
otherwise (if the received RSN value is not the same as the one in the corresponding RESET PDU):

-
discard the RESET ACK PDU;

-
otherwise (if the Sender has not transmitted a RESET PDU which has not been yet acknowledged by a RESET ACK PDU):

-
discard the RESET ACK PDU.

11.4.5
Abnormal cases

11.4.5.1
Timer_RST timeout

If Timer_RST expires before the reset procedure is terminated, the Sender shall:

-
if VT(RST)<MaxRST-1:

-
set the RESET PDU as previously transmitted (even if additional SDUs were discarded in the mean-time);
-
transmit RESET PDU;

-
increment VT(RST) by one;

-
restart Timer_RST.

11.4.5.2
Unrecoverable error (VT(RST) ( MaxRST)
The Sender shall:

-
if VT(RST) becomes larger than or equal to MaxRST:

-
indicate unrecoverable error to upper layer.

11.4.5.3
Reception of the RESET PDU by the Sender

Upon reception of a RESET PDU, the Sender shall act as the Receiver receives a RESET PDU specified in subclauses 11.4.3 and 11.4.3.1.
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