
3GPP TSG SA WG3 Security — S3#20
S3-010476

16 - 19 October, 2001
Sydney, Australia
Source:




QUALCOMM Europe S.A.R.L.

Title:






Security concern with HFN reset procedure

Document for:

Discussion and decision

Agenda Item:



Introduction

The RLC Reset procedure, as currently defined in RAN WG2 specifications, could be exploited by malicious attackers. The troublesome behavior was introduced in R99 TS 25.322 with a CR approved at RAN #10 on December 2000 [1]. The changes were introduced to solve an “out of sync” problem discussed on the RAN WG2 e-mail reflector [2]. As a result of the changes the HFNs used in COUNT-C can be re-initialized by UE or RNC by using an RLC Control PDU, which is not ciphered nor authenticated.

Correct use of HFNs is vital to the security of the UMTS system. The ability to reset HFNs was introduced in RAN2 without referring the change to SA3. We have identified some vulnerabilities, but there might be worse ones we have not identified.

Exerpt from TS 25.322 v3.8.0

11.4
RLC reset procedure

11.4.1
General

The RLC reset procedure is used to reset two RLC peer entities, which are operating in acknowledged mode. Figure 11.4 below illustrates the elementary procedure for an RLC reset. During the reset procedure the hyper frame numbers (HFN) in UTRAN and UE are synchronised. Two HFNs used for ciphering needs to be synchronised, DL HFN in downlink and UL HFN in uplink. In the reset procedure, the highest UL HFN and DL HFN used by the RLC entity in the transmitting sides, i.e. the HFNs associated with PDUs of SN=VT(S)-1 if at least one data PDU had been transmitted or of SN=0 if no data PDU had been transmitted, are exchanged between UE and UTRAN.

The RESET PDUs and the RESET ACK PDUs have higher priority than AMD PDUs.
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Figure 11.4: RLC reset procedure

[…]

9.2.1.7
RESET, RESET ACK PDU

The RESET PDU (the RESET ACK PDU) have a one-bit sequence number field (RSN) in order to know whether or not it is a retransmission of a previous RESET PDU (of a previous RESET ACK PDU).

[image: image2.wmf] 

Oct1

 

OctN

 

D/C

 

       

R

1

 

PDU Type

 

RSN

 

PAD

 

HFN

I

 

HFN

I

 

HFN

I

 


Figure 9.6: RESET, RESET ACK PDU

The size of a RESET or RESET ACK PDU is variable and upper bounded by the maximum RLC PDU size used by the logical channel on which the control PDUs are sent. Padding shall be included to exactly fit one of the PDU sizes used by the logical channel on which the control PDUs are sent. The length of the RESET or RESET ACK PDU shall be a multiple of 8 bits.

[…]

9.2.2.14
Hyper Frame Number Indicator (HFNI)

Length: 20 bit

This field is used to indicate the hyper frame number (HFN) to the peer entity. With the aid of this field the HFN in UE and UTRAN can be synchronised.
[…]

[…From TS 33.102v3.9.0…]
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Figure 16c: The structure of COUNT-C for all transmission modes

[…]

Note that RLC Sequence Numbers (SN) are always sent in clear over the air (Uu interface) both in Uplink and in Downlink.

Discussion

All RLC Control PDUs, including RESET/RESET ACK, are not ciphered and are not integrity protected. The RESET and RESET ACK are always associated to an AM RLC entity and they carry the HFN value to be used in the UL COUNT-C. Both UE and UTRAN can initiate a RESET procedure by sending the RESET PDU. The receiving entity will then send a RESET ACK PDU. We can envisage a multiplicity of security threats that could take advantage of this procedure: 

· Denial of service attack. A third party can transmit a RESET PDU with an incorrect HFN. The RESET ACK PDU response will be ignored by the supposed sender. From then on, decryption of the packets will result in incorrect and unintelligible data being received, but since there is no integrity check, the lower layers cannot detect or recover from the situation. Furthermore, by setting a large HFN, past the threshold, a new AKA might be triggered, resulting in exhaustion of Authentication Vectors, delays and excessive network traffic.

· Exposure of HFNs. If an eavesdropper is recording the call from its beginning he will be able to deduce the HFN values used in COUNT-C. But if he starts recording it while in progress, or if he loses part of it due to bad radio conditions (quite a likely scenario), he may lose track of the current value of the HFN and therefore he will not be able to reconstruct COUNT-C. However, he could take advantage of the RESET procedure to read the correct HFN values being sent in the RESET/RESET ACK PDUs. By the way, to cause a RESET for a "man in the middle" is very simple. He only has to change the sequence number (always in clear) to a value that is outside of the "expected" window of sequence numbers.
· Rogue equipment can avoid re-authentication. The COUNT-C value triggers re-authentication when it exceeds the threshold value. But non-conforming equipment can reset the HFN “backwards” so that its COUNT-C never reaches THRESH. This partly avoids re-authentication (it might be triggered by the HFN in the other direction) and at the same time compromises privacy by reuse of COUNT-C values.

The initiator of a RESET procedure seems to be in control of its corresponding HFN (uplink or downlink). We are unaware of a mechanism whereby a third party can compromise privacy or negotiate specific HFNs, but we are not convinced that such a mechanism does not exist. 

In general the use of messages that are not ciphered nor authenticated to modify the values of COUNT-C is not a good idea. We understand that RAN WG2 had good reasons [2] to approve these changes, but unfortunately did not involve SA WG3 in the discussion.

Conclusion

We propose that RAN WG2 should take a second look at the problem discussed in [2] and solve it differently, by using methods that do not compromise security. In particular, the use of the RESET/RESET ACK PDUs, which currently include HFN values, should be modified. In order to not modify the PDU format, the transmitter could include dummy HFN values in the RESET/RESET ACK PDUs that the receiver would ignore. These corrections should be included in all affected releases of TS 25.322, starting from R99.

SA WG3 cannot provide further guidance for the resolution of the specific problem raised in [2], but it can recommend the following:

1. The HFN values should not be sent in clear and without integrity protection. 

2. If HFN have to be re-synchronized, the new values should grow monotonically; while this is specified behaviour for a conforming transmitter, no provision is made for it to be checked in the receiver. Provision should be incorporated for the re-syncronization procedure to fail or be refused. 

With monotonically increasing HFN values to ensure freshness and defeat replay, it would be possible (and it would be recommened) to apply message integrity to the re-syncronization messages using IK.The presence of SA WG3 experts at next RAN WG2 meeting, to be held in New York City next week, would be extremely valuable.
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