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1.
Introduction
This contribution identifies several points where the specification of the RRC security mechanisms, i.e. in the Security Mode Control, the Counter Check and the Reconfiguration procedures, needs to be clarified or corrected. For most of them, changes are proposed and have been included in the draft attached CR at the end of this document.

2. Discussion

Security mode control

1.
Subsection 8.1.12.2.1: Overlapping/pending "Ciphering activation time for DPCH" for radio bearers and signalling radio bearers using transparent mode RLC has not been considered. This needs to be clarified and included in the section on the "Ciphering Mode Info" IE.
2.  
Subsection 8.1.12.3: If prior to reception of "Security Mode Command", the value of the IE "Historical status" in the variable "INTEGRITY_PROTECTION_INFO" is "Never been active", then it is obligatory that the value of the IE "Status" in the variable "CIPHERING_STATUS" of the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN will be "Not started". Then having the two conditions seems to be redundant. It is proposed to delete the first one.

3.
The information about the current status of the integrity protection in the UE contains the "Historical status" and the "Status". Having the two IE seems to be redundant:

· If Satus=Not started, then Historical status=Never been activate, and reciprocally;

· If Satus=Started, then Historical status=Has been activate, and reciprocally.

For clarity, it is therefore proposed to use only the Satus in the procedure description. [Changes not proposed below].

Counter check procedure

4.
Subsection 8.1.15.1: It should be clarified that this procedure is not applicable to signalling radio bearers.

5.
Subsection 8.1.15.1: The meaning of the "maintenance of counters" should be clarified, as there can be two different interpretations. "Maintaining counters" can be understood as:

· Continuing incrementing them, or

· Only having to store their last value.

It is propose to clarify that COUNT-C of RB using a UM or AM RLC continue to be incremented even if ciphering is not used.

6. 
Whether COUNT-Cs of SRB are incremented even if ciphering is not used, is not clear from the current specification. It is proposed to specify that they shall not been incremented if ciphering is not used. [Changes not proposed below].

7. 
In the text procedure it is not always clear, especially in the Security mode control procedure, when counters start to be incremented. The use of the verb "to maintain" is misleading. It is proposed to clarify if counters are incremented or not. [Changes not proposed below].

Reconfiguration procedure

8.
Subsection 8.2.2.4: RB#4 is not handled has the other SRB. It is proposed to change that.
Radio bearer information elements

9.
Subsection 8.6.4.1: In the case of the first "Signalling RB information to setup list" include in the "RRC Connection Setup", the variable LATEST_CONFIGURED_CN_DOMAIN will not have been initialised, and therefore, the UE will not know if it shall use the START value of the PS or CS domain to initialise the COUNT-C and COUNT-I. Furthermore, this initialisation is redundant, as the counter will be re-initialised to the same value after at reception of the "Security Mode Command". This shall be clarified.

10.
Subsection 8.6.4.3: There shall be no COUNT-I variables associated to the radio bearer that are set-up. Therefore it is proposed to remove the mention of the COUNT-I in that section.

Tabular

11.
Subsection 13.4.10: It is proposed to delete the IE "Historical satus" and to use instead only the IE "Status" as explained in [3].

3.
Conclusion

If it is proposed to discuss the points listed before and to decide on a way forward for each of them. 
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8.1.12
Security mode control
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Figure 18: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with a new ciphering configuration, for all radio bearers and for all signalling radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio bearers.

8.1.12.2
Initiation

8.1.12.2.1
Ciphering configuration change

To stop or start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

-
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

-
use the value "START" in the most recently received IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;

-
suspend all radio bearers using RLC-AM and RLC-UM;

-
suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM;

-
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

· [1] include "Ciphering activation time for DPCH" in IE "Ciphering mode info" when a DPCH exists and is used for radio bearers and signalling radio bearers using transparent mode RLC, at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set by a previous security mode control procedure, an "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set by a previous security mode control procedure, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode control procedure, at which time the latest ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration.

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN should:

-
for the signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to subclause 8.6.

If the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND, the UE shall:

-
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";
-
if prior to the reception of SECURITY MODE COMMAND, [2]the value of the IE "Historical status" in the variable "INTEGRITY_PROTECTION_INFO" is "Never been active":

-
use the value "START" in the most recently sent IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;
-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to transmit the SECURITY MODE COMPLETE message on the uplink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity"; and

-
set the "RLC send sequence number" in IE "Radio bearer uplink ciphering activation time info", at which time the new ciphering configuration shall be applied;

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, for the respective radio bearer and signalling radio bearer;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN less than the number indicated in the IE "Ciphering activation time for DPCH", as sent by the UTRAN;

-
apply the new ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH", as sent by the UTRAN;
-
when the radio bearers and signalling radio bearers using RLC-AM or RLC-UM (except the signalling radio bearer used to transmit the SECURITY MODE COMPLETE message on the uplink DCCH in RLC-AM) have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering configurations;

-
if the IE "Integrity protection mode info" was present in the SECURITY MODE COMMAND message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
the procedure ends. If a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, then the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment;

-
notify upper layers upon change of the security configuration;

-
if a new security key set has been received for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

-
set the START value for this CN domain to 0.
For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the IE "Downlink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:

-
use the new key;

-
set the IE "Uplink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
for radio bearers using RLC-TM:

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
for radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero.

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2;

-
and the procedure ends.

__________________________________________________________________________________

8.1.15
Counter check procedure
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Figure 21: Counter check procedure

8.1.15.1
General

The counter check procedure is used by the UTRAN to perform a local authentication. The purpose of the procedure is to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection is identical at the UTRAN and at the UE (to detect a possible intruder – a 'man-in-the-middle' – from operating). It should be noted that this requires that the COUNT-C values for each UL and DL radio bearer [4]continue to be incremented even if ciphering is not used. This procedure is only applicable to radio bearers using UM or AM mode of RLC and is not applicable to signalling radio bearers. In this version, this procedure is not applied for radio bearers using transparent mode RLC.

8.1.15.2
Initiation

The UTRAN monitors the COUNT-C value associated with each radio bearer using UM or AM RLC. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by sending a COUNTER CHECK message on the downlink DCCH.

8.1.15.3
Reception of a COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message it shall compare the COUNT-C MSB values received in the IE "RB COUNT-C MSB information" in the COUNTER CHECK message to the COUNT-C MSB values of the corresponding radio bearers.

The UE shall:

-
set the IE "RRC transaction identifier" in the COUNTER CHECK RESPONSE message to the value of "RRC transaction identifier" in the entry for the COUNTER CHECK message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry.

If

-
there is one or more radio bearer(s) using UM or AM RLC mode stored in the variable ESTABLISHED_RABS, which is (are) not included in the IE "RB COUNT-C MSB information"; or

-
there is one or more radio bearer(s) included in the IE "RB COUNT-C MSB information", which is (are) not stored in the variable ESTABLISHED_RABS; or

-
for any radio bearer (excluding signalling radio bearers) using UM or AM RLC mode stored in the variable ESTABLISHED_RABS and included in the IE "RB COUNT-C MSB information" with COUNT-C MSB values different from the MSB part of the COUNT-C values in the UE

the UE shall:

-
include these radio bearers in the IE "RB COUNT-C information" in the COUNTER CHECK RESPONSE message. For any RB which is included in the IE "RB COUNT-C MSB information" in the COUNTER CHECK message but not stored in the variable ESTABLISHED_RABS in the UE, the MSB part of COUNT-C values in the COUNTER CHECK RESPONSE message shall be set identical to COUNT-C-MSB values in the COUNTER CHECK message. The LSB part shall be filled by 0s;

The UE shall:

-
submit a COUNTER CHECK RESPONSE message to lower layers for transmission on the uplink DCCH using AM RLC.

When the COUNTER CHECK RESPONSE message has been submitted to lower layers for transmission the procedure ends.

8.1.15.4
Reception of the COUNTER CHECK RESPONSE message by UTRAN

If the UTRAN receives a COUNTER CHECK RESPONSE message that does not contain any COUNT-C values, the procedure ends.

If the UTRAN receives a COUNTER CHECK RESPONSE message that contains one or several COUNT-C values the UTRAN may release the RRC connection.

8.1.15.5
Cell re-selection

If the UE performs cell re-selection anytime during this procedure it shall, without interrupting the procedure:

-
initiate the cell update procedure according to subclause 8.3.1.

8.1.15.6
Invalid COUNTER CHECK message

If the UE receives a COUNTER CHECK message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE shall:

-
transmit an RRC STATUS message on the uplink DCCH using AM RLC;

-
include the IE "Identification of received message"; and

-
set the IE "Received message type" to COUNTER CHECK; and

-
set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE COUNTER CHECK message in the table "Rejected transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION;

-
when the RRC STATUS message has been submitted to lower layers for transmission:

-
continue with any ongoing processes and procedures as if the invalid COUNTER CHECK message has not been received.

__________________________________________________________________________________

8.2.2.4
Transmission of a response message by the UE, normal case

In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

-
transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

-
transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message, the UE shall:

-
transmit a RADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the UE shall:

-
transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC;

In case the procedure was triggered by reception of a PHYSICAL CHANNEL RECONFIGURATION message, the UE shall:

-
transmit a PHYSICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink DCCH using AM RLC;

If the new state is CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration after the state transition, and the UE shall:

-
if the IE "Downlink counter synchronization info" was included in the reconfiguration message:

-
when RLC has confirmed the successful transmission of the response message:

-
[8]re-establish all AM and UM RLC entities with RB identities larger than 4; and

-
set the first 20 bits of all their HFN values to the START value included in the response message for the corresponding CN domain;

-
[8]re-establish the RLC entities with RB identities 1, 3 and 4; and

-
set the first 20 bits of all their HFN values to the START value included in the response message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN; 

-
set the remaining bits of the HFN values of all AM and UM RLC entities with RB identities different from 2 to zero;

-
if the variable PDCP_SN_INFO is empty:

-
if the received reconfiguration message contained the IE "Ciphering mode info":

-
when RLC has confirmed the successful transmission of the response message:

-
notify upper layers upon change of the security configuration;

-
perform the actions below;

-
if the received reconfiguration message did not contain the IE "Ciphering mode info":

-
when RLC has been requested to transmit the response message:

-
perform the actions below;

-
if the variable PDCP_SN_INFO is non-empty:

-
when RLC has confirmed the successful transmission of the response message:
-
for each radio bearer in the variable PDCP_SN_INFO:

-
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

-
configure the RLC entity for that radio bearer to "continue";

-
perform the actions below.

If the new state is CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" was included in the received reconfiguration message, and the UE shall:

-
when RLC has confirmed the successful transmission of the response message:

-
for each radio bearer in the variable PDCP_SN_INFO:

-
if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":

-
configure the RLC entity for that radio bearer to "continue";

-
enter the new state (CELL_PCH or URA_PCH, respectively);

-
perform the actions below.

The UE shall:

-
set the variable ORDERED_RECONFIGURATION to FALSE;

-
if the received reconfiguration message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received reconfiguration message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
clear the variable START_VALUE_TO_TRANSMIT.

__________________________________________________________________________________

8.6.4.1
Signalling RB information to setup list

If the IE "Signalling RB information to setup list" is included the UE shall:

-
[9] use the same START value to initialise the COUNT-C and COUNT-I variables for all the signalling radio bearers in the list;

-
for each occurrence of the IE "Signalling RB information to setup":

-
use the value of the IE "RB identity" as the identity of the signalling radio bearer to setup;

-
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "STATUS" of the variable "CIPHERING_STATUS" of the CN domain stored in this variable is "Started":

-
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" in the IE "RLC info" is set to "AM RLC" or "UM RLC":

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value for the CN domain as indicated in the variable "LATEST_CONFIGURED_CN_DOMAIN";

-
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;
-
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":

-
if no other transparent mode RLC radio bearers or signalling radio bearers in the variable "ESTABLISHED_RABS" exist:

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;

-
if at least one transparent mode RLC radio bearers or signalling radio bearers in the variable "ESTABLISHED_RABS" exist:


use, for this signalling radio bearer, the COUNT-C for transparent mode radio bearers and signalling radio bearers that is common (refer to subclause 8.5.8), for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "Status" of the variable "INTEGRITY_PROTECTION_INFO" of the CN domain stored in this variable is "Started":

-
initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer with the START value for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
set the remaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer to zero;

-
perform the actions for the IE "RLC info" as specified in subclause 8.6.4.9, applied for that signalling radio bearer;

-
perform the actions for the IE "RB mapping info" as specified in subclause 8.6.4.8, applied for that signalling radio bearer;

-
apply a default value of the IE "RB identity" equal to 1 for the first IE "Signalling RB information to setup"; and

-
increase the default value by 1 for each occurrence.

__________________________________________________________________________________

8.6.4.3
RB information to setup

If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

-
use the same START value to initialise the hyper frame number components of COUNT-C [10]variables for all the new UL and DL radio bearers to setup;

-
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

-
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

-
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

-
if the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":
-
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].
-
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" in the IE "RLC info" is set to "AM RLC" or "UM RLC":

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information for setup";

-
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

-
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":

-
if no other transparent mode RLC radio bearers and signalling radio bearers exist in the variable ESTABLISHED_RABS:

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information for setup";

-
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

-
if at least one transparent mode RLC radio bearers or signalling radio bearers exist in the variable ESTABLISHED_RABS:

-
set the MAC-d HFN component of the COUNT-C for this radio bearer with the MAC-d HFN that is common (refer to subclause 8.5.8) for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information for setup";
-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

-
start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

NOTE:
UTRAN should not use the IE "RB information to setup" to setup radio bearers with RB identity in the range 1-4.

__________________________________________________________________________________

13.4.10
INTEGRITY_PROTECTION_INFO

This variable contains information about the current status of the integrity protection in the UE.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	[11]
	
	
	
	


	Status
	MP
	
	Enumerated(Not started, Started)
	Set to “Not started” when entering UTRA RRC connected mode.

Set to “Not started” when leaving UTRA RRC connected mode.

	Reconfiguration
	MP
	
	Boolean
	TRUE means a reconfiguration of integrity protection is ongoing.
Set to FALSE when entering UTRA RRC connected mode.

Set to FALSE when leaving UTRA RRC connected mode.

	Signalling radio bearer specific integrity protection information
	OP
	1 to <maxSRBsetup>
	
	When integrity protection is started, status information for RB0- RB4 in that order.

Cleared when entering UTRA RRC connected mode. Cleared when leaving UTRA RRC connected mode.

	>Uplink RRC HFN
	MP
	
	Bit string (28)
	

	>Downlink RRC HFN
	MP
	
	Bit string (28)
	

	>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>Downlink RRC Message sequence number
	OP
	
	Integer (0..

15)
	





�PAGE \# "'Page : '#'�'"  �� [1]: Overlapping/pending "Ciphering activation time for DPCH" for radio bearers and signalling radio bearers using transparent mode RLC has not been considered. This needs to be clarified and included in the section on the "Ciphering Mode Info" IE.


�PAGE \# "'Page : '#'�'"  �� [9]: In the case of the first "Signalling RB information to setup list" include in the "RRC Connection Setup", the variable LATEST_CONFIGURED_CN_DOMAIN will not have been initialised, and therefore, the UE will not know if it shall use the START value of the PS or CS domain to initialise the COUNT-C and COUNT-I. Furthermore, this initialisation is redundant, as the counter will be re-initialised to the same value after at reception of the "Security Mode Command".
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