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Introduction

At RAN WG2 #23 in Helsinki delegates were requested to focus attention on Security procedures.  The studies carried out by Nokia so far have highlighted issues where it is felt appropriate that the underlying principles and concepts should be discussed before a CR is presented to RAN WG2. 
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Discussion

2.1
When is it required to suspend/resume SRBs and RBs?

Currently the timing of suspension and resumption is unclear due to the actions being carried out both at “message” level and also in the sections dealing with the processing of individual IEs.  The procedures that are utilized include the following:

· 8.6.3.4 Ciphering mode info: This procedure suspends all RLC-AM and RLC-UM RB in the UE for which a DL activation time has been specified.  It does not resume the RBs again.

· 8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE:  Here all SRB and RB belonging to the CN Domain contained in the IE “CN domain identity” are suspended.  Any suspended SRB and RB are resumed.  As this procedure references 8.6.3.4 this implies that certain RBs are suspended twice.

· All other message containing IE “Ciphering mode info”:  No mention of RBs being suspended or resumed.  As these procedures all reference 8.6.3.4 this implies that certain RBs may be suspended and never resumed.

There are two suggested conclusions:

1. It is required that all SRB and RB affected by a Ciphering configuration change are always suspended.  In this case it would be logical for suspension of RBs only to be carried out in 8.6.3.4, the corresponding resumption should then be done at the end of processing for the corresponding message, e.g. at the end of 8.1.12.3.

2. Suspension of SRB and RB is only required when “Ciphering mode info” is contained in particular messages.  In this case suspension of SRB and RB should be removed from 8.6.3.4.

2.2
Retransmitted message discarded

When retransmitting RRC CONNECTION RELEASE COMPLETE, 25.331 states:

- retransmit a RRC CONNECTION RELEASE COMPLETE message, without incrementing “Uplink RRC Message sequence number” for signaling radio bearer RB1 in the variable INTEGRITY_PROTECTION_INFO

Consider the following scenario:

1. RRCtx sends message A with MSN = 7 on RB1, but due to temporary problems message is lost by RLC

2. RRCtx sends message B with MSN = 8 on RB1, message is received and processed by RRCrx.  RRCrx updates internal variables etc.

3. Timeout occurs in RRCtx indicating no response to message A so RRCtx retransmits original message, using current value for MSN = 8

4. When RRCrx receives MSN = 8 this is the same as the previously received message and so it is discarded.  This would happen again with further retransmissions.

It is suggested that to prevent this problem any messages retransmitted by RRC should not reuse the previous MSN.

2.3
Synchronization of COUNT-I value failure

When retransmitting UE CAPABILITY INFORMATION message, 25.331 states:

- retransmit a UE CAPABILITY INFORMATION message with the IEs as set in the last unsuccessful attempt, without incrementing “Uplink RRC Message sequence number” for signaling radio bearer RB2 in the variable INTEGRITY_PROTECTION_INFO

Consider the following scenario:

1. RRCtx sends message A with MSN = 7 on RB2, but due to temporary problems message is lost by RLC

2. RRCtx sends message B with MSN = 8 on RB2, message is received and processed by RRCrx.  RRCrx updates internal variables etc.

3. Timeout occurs in RRCtx indicating no response to message A so RRCtx retransmits original message keeping IE “Integrity check info” set as in the previous message with MSN = 7

4. When RRCrx receives MSN = 7 this is less than the MSN it was expecting so it increments the HFN part of COUNT-I assuming that “wrap around” has occurred.

5. HFN part of COUNT-I values are now out of sync so all messages sent on RB2 will fail integrity check

It is suggested that to prevent this problem any messages retransmitted by RRC should not reuse the previous IE “Integrity check info”.  The problem described in 2.2 also applies here.

2.4
Activation of Security for second domain – CN Domain error

When the IE “Ciphering mode info” is processed (in 8.6.3.4) it uses in several places the CN Domain that is defined:

- as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, if the variable has been initialized; or 

- as indicated in the IE “CN domain identity”, if the variable LATEST_CONFIGURED_CN_DOMAIN is not initialized

While is correct for the first SECURITY MODE COMMAND and subsequent other messages, it is not correct for a following SECURITY MODE COMMAND activating Security for a second CN domain.  

As the LATEST_CONFIGURED_CN_DOMAIN will already be initialized the procedure will ignore the IE “CN domain identity” contained in the message and process IE “Ciphering mode info” applying it to the existing domain.

Possible solutions include:

1. On receipt of SECURITY MODE COMMAND initialize LATEST_CONFIGURED_CN_DOMAIN before processing the other IEs contained in the message.  This would have the added benefit of simplifying the definition of CN Domain in 8.6.3.4 (see above).

2. If the IE “CN domain identity” is directly included in the message this should take precedence over the LATEST_CONFIGURED_CN_DOMAIN.  This may be complicated by the fact that although SECURITY MODE COMMAND is the only message that directly contains both “Ciphering mode info” and “CN domain identity” IEs, some of the other messages do contain “CN domain identity” as a sub-IE.
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Decisions

RAN WG2 is asked to discuss the issues above and make a decision in principle about each to enable the creation of a CR that can be submitted to meeting #25 in Makuhari, Japan.  It is also suggested that interested companies should work together to contribute and review as many corrections as possible in advance of meeting #25.

