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1) In TS 33.102 it is specified that the UE should monitor the START value to ensure the ciphering and integrity protection keys are not used for a long time.

The UE stores the START values for each CN domain when entering idle mode.

When establishing an RRC connection, the UE shall compare the THRESHOLD value, stored in the USIM as premanently set by the operator, with the START for eacn CN domain. If a START for a CN domain is greater than the THRESHOLD then the UE shall delete the ciphering and integrity keys and inform upper layers that the UE has no keys. The information to upper layer should occur before any NAS messages are sent after the RRC connection setup phase.

This will eventually trigger an authentication on the NAS level and consequently the reception of new keys. This will result in the START being reset to zero, as defined in 8.5.11. 

2) From 25.331 v3.4.1 in 8.3.1.4, “Reception of an CELL UPDATE message by the UTRAN”:

When the UTRAN receives a CELL UPDATE message, it may either:

-
transmit a CELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but only if ciphering is not required; or

-
initiate an RRC connection release procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH.

If the UE is moving to a cell controlled by a D-SRNC then the D-RNC will not have the integrity protection configuration for the UE. Therefore, if the D-SRNC was to choose to send a RRC CONNECTION RELEASE message on the downlink CCCH then this message shall not be integrity protected.
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8.1.3
RRC connection establishment
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Figure 7: RRC Connection Establishment, network accepts RRC connection
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Figure 8: RRC Connection Establishment, network rejects RRC connection

8.1.3.1
General

The purpose of this procedure is to establish an RRC connection. 

8.1.3.2
Initiation

The non-access stratum in the UE may request the establishment of at most one RRC connection.

Upon initiation of the procedure, the UE shall:

-
set the variable PROTOCOL_ERROR_INDICATOR to FALSE;

-
set CFN in relation to SFN of current cell according to 8.5.17;

-
delete the ciphering and integrity protection key in the USIM if the START for any CN domain is greater than the value “THRESHOLD” of the variable START_THRESHOLD. The deletion of the keys shall be informed to upper layers.
-
transmit an RRC CONNECTION REQUEST message on the uplink CCCH, reset counter V300, and start timer T300;

-
perform the mapping of the Access Class to an Access Service Class as specified in subclause 8.5.15, and shall apply the given Access Service Class when accessing the RACH;

-
set the IE "Establishment cause" reflecting the cause of establishment in the upper layers;

-
set the IE "Initial UE identity" according to subclause 8.5.1;

-
set the IE "Protocol error indicator" to the value of the variable PROTOCOL_ERROR_INDICATOR;

-
include a measurement report, as specified in the IE "Intra-frequency reporting quantity for RACH reporting" and the IE "Maximum number of reported cells on RACH" in system information block type 11.

8.1.3.3
Reception of an RRC CONNECTION REQUEST message by the UTRAN

Upon receiving an RRC CONNECTION REQUEST message, UTRAN should either:

-
transmit an RRC CONNECTION SETUP message on the downlink CCCH; or 

-
transmit an RRC CONNECTION REJECT message on the downlink CCCH. In the RRC CONNECTION REJECT message, the UTRAN may direct the UE to another UTRA carrier or to another system. After the RRC CONNECTION REJECT message has been sent, all context information for the UE may be deleted in UTRAN.

8.1.3.4
Reception of an RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE.

If the values are different, the UE shall:

-
ignore the rest of the message;

If the values are identical, the UE shall:

-
stop timer T300, and act upon all received information elements as specified in 8.6, unless specified otherwise in the following;

.-
store the value of the IE "New U-RNTI";

-
initiate the signalling link parameters according to the IE "RB mapping info";

-
if neither the IE "PRACH info (for RACH)",nor the IE "Uplink DPCH info" is included: 

-
let the physical channel of type PRACH that is given in system information to be the default in uplink to which the RACH is mapped to;

-
if neither the IE "Secondary CCPCH info", nor the IE "Downlink DPCH info" is included: 

-
start to receive the physical channel of type Secondary CCPCH that is given in system information to be used as default by FACH;

-
enter a state according to subclause 8.5.7;

-
transmit an RRC CONNECTION SETUP COMPLETE message on the uplink DCCH after successful state transition per subclause 8.5.7, with the contents set as specified below:

-
include START [3GPP TS 33.102] values to be used in ciphering and integrity protection for each CN domain;

-
if requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message:


include its UTRAN-specific capabilities in the IE "UE radio access capability";

-
if requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message:

-
include its inter-system capabilities in the IE "UE system specific capability".

When the successful delivery of the RRC CONNECTION SETUP COMPLETE message has been confirmed by RLC the UE shall:

-
update its variable UE_CAPABILITY_TRANSFERRED which UE capabilities it has transmitted to the UTRAN;

-
set the "Status" in the variable INTEGRITY_ PROTECTION_INFO to "Not started";

and the procedure ends.

8.1.3.5
Physical channel failure or T300 timeout

Upon expiry of timer T300 or, if the UE failed to establish the physical channel(s) according to subclause 8.5.4 indicated in the RRC CONNECTION SETUP message, the UE shall:

-
check the value of V300, and:

-
if V300 is equal to or smaller than N300: 

-
transmit a new RRC CONNECTION REQUEST message on the uplink CCCH;

-
restart timer T300;

-
increase counter V300;

-
set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2;

-
if V300 is greater than N300:

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

8.1.3.6
Invalid RRC CONNECTION SETUP message

If the UE receives an RRC CONNECTION SETUP message which contains an IE "Initial UE identity" with a value which is identical to the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE, but the RRC CONNECTION SETUP message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

The UE shall check the value of V300, and

-
if V300 is equal to or smaller than N300:

-
transmit a new RRC CONNECTION REQUEST message on the uplink CCCH;

-
set the variable PROTOCOL_ERROR_INDICATOR to TRUE;

-
restart timer T300;

-
increase counter V300;

-
set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2;

-
if V300 is greater than N300:

-
enter idle mode and the procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

8.1.3.7
Reception of an RRC CONNECTION REJECT message by the UE

When the UE receives an RRC CONNECTION REJECT message on the downlink CCCH, it shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION REJECT message with the value of the IE "Initial UE identity" in the last RRC CONNECTION REQUEST message sent by the UE:

If the values are different, the UE shall ignore the rest of the message;

If the values are identical, the UE shall stop timer T300 and:

-
if the IE "wait time" <> '0', and 

-
if the IE "frequency info" is present and:

-
if V300 is equal to or smaller than N300:

-
initiate cell selection on the designated UTRA carrier;

-
after having selected and camped on a cell:

-
re-initiate the RRC connection establishment procedure;

-
delay cell reselection to original carrier until the time stated in the IE "wait time" has elapsed;

-
if a cell selection on the designated carrier fails:

-
wait for the time stated in the IE "wait time";

-
then transmit a new RRC CONNECTION REQUEST message on the uplink CCCH of the original serving cell;

-
restart timer T300;

-
increase counter V300;

-
set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2;

-
if V300 is greater than N300:

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

-
if the IE "inter-system info" is present and:

-
if V300 is equal to or smaller than N300:

-
perform cell selection in the designated system;

-
delay cell reselection to the original system until the time stated in the IE " wait time" has elapsed.

-
if cell selection in the designated system fails:

-
wait at least the time stated in the IE "wait time";

-
then transmit a new RRC CONNECTION REQUEST message on the uplink CCCH;

-
restart timer T300

-
increase counter V300;

-
set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2.

-
if V300 is greater than N300:

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
If neither the IEs "frequency info" nor "inter-system info" are present and:

-
if V300 is equal to or smaller than N300:

-
wait at least the time stated in the IE "wait time";

-
transmit a new RRC CONNECTION REQUEST message on the uplink CCCH;

-
restart timer T300;

-
increase counter V300;

-
set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2;

-
if V300 is greater than N300:

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
if the IE "wait time" = '0':

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

8.1.3.8
Invalid RRC CONNECTION REJECT message

If the UE receives an RRC CONNECTION REJECT message which contains an IE "Initial UE identity" with a value which is identical to the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE; but the RRC CONNECTION REJECT message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

The UE shall:

-
if the IE "wait time" is <> 0, and:

-
if V300 is equal to or smaller than N300:

-
wait for the time stated in the IE "wait time";

-
transmit a new RRC CONNECTION REQUEST message on the uplink CCCH, restart timer T300;

-
increase counter V300;

-
set the IEs in the RRC CONNECTION REQUEST message according to subclause 8.1.3.2, except for the IE "Protocol error indicator" which shall be set to TRUE.

-
if V300 is greater than N300:

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
if the IE "wait time" is = 0:

-
enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

8.1.3.9
Reception of an RRC CONNECTION SETUP COMPLETE message by the UTRAN

When UTRAN has received the RRC CONNECTION SETUP COMPLETE message, the procedure ends on the UTRAN side.

8.5.12
Integrity protection

Integrity protection shall be performed on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION (BROADCAST INFORMATION)

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL

NOTE:
MEASUREMENT REPORT needs to be studied when used on UM as in some cases there could be synchronization problems with the RRC SN.

For CCCH and each signalling radio bearer, the UE shall use two RRC hyper frame numbers,

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers,

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per CCCH and signalling radio bearer (RB 0-4). 

The RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message. If the same RRC message is sent repeatedly (e.g. RRC CONNECTION RELEASE, RRC CONNECTION RELEASE COMPLETE) the corresponding RRC SN is not incremented.

10.2.38
RRC CONNECTION RELEASE

This message is sent by UTRAN to release the RRC connection. The message also releases the signalling connection and all radio bearers between the UE and UTRAN.


RLC-SAP: UM or TM

Logical channel: CCCH or DCCH


Direction: UTRAN(UE

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





U-RNTI
CV-CCCH

U-RNTI 10.3.3.45


Integrity check info
CV-DCCH

Integrity check info 10.3.3.14
Integrity check info is included if integrity protection is applied

Number of RRC Message Transmissions
CH Cell_DCH

Number of RRC Message Transmissions 10.3.3.21


Release cause
MP

Release cause 10.3.3.31


Condition
Explanation

CCCH
This IE is only sent when CCCH is used.

DCCH
This IE is only sent when DCCH is used.

Cell_DCH
This IE is present when UE is in CELL_DCH state.

13.4.18
START_THRESHOLD

This variable contains information about the maximum allowed value of the START for a CN domain.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

THRESHOLD
MP

Integer (0..1048576)
20 bits

Annex A (informative):
USIM parameters

A.1
Introduction

This annex contains recommendations about the network parameters to be stored in the USIM.

A.2
Ciphering information

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Cipher key for each CN domain
MP
<1 to maxCNDomains>

Cipher key is described in 33.102.

> Old CK
MP

Bitstring (128)


> New CK
MP

Bitstring (128)


Integrity key for each CN domain
MP
<1 to maxCNDomains>

Integrity key is described in 33.102.

> Old IK
MP

Bitstring (128)


> New IK
MP

Bitstring (128)


THRESHOLD
MP

Bitstring (20)


START value for each CN domain
MP
<1 to maxCNDomains>

START value is described in 33.102.

> Old START
MP

Bitstring (20)


> New START
MP

Bitstring (20)


KSI, Key set identifier for each CN domain
MP
<1 to maxCNDomains>

Key set identifier is described in 33.102.

> Old KSI
MP

Bitstring (3)


> New KSI
MP

Bitstring (3)





_999400010.doc


UE







UTRAN











RRC CONNECTION REQUEST







RRC CONNECTION SETUP







RRC CONNECTION SETUP COMPLETE




















_999400011.doc


UE







UTRAN











RRC CONNECTION REQUEST







RRC CONNECTION REJECT
























_997805625.doc
How to create a CR
Michael Sanders, 3GPP support team, (last updated 2/09/99)

1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc





