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The following modifications have been made:

The activation time for a ciphering configuration shall be considered to be elapsed when an RLC reset occurs, i.e. the new ciphering configuration shall be used immediately after the RLC reset.

2. The description of “unrecoverable error” has been modifed to be consistent with 25.322
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8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.6.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to receive the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity", with RLC sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable, for the respective radio bearer and signalling radio bearer;

-
when the radio bearers and signalling radio bearers have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering and the new integrity protection configuration; 

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. If a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment. 
For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-I to zero at the RRC sequence number indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:


use the new key;

-
set the HFN component of the uplink COUNT-I to zero at the RRC sequence number indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info";

-
if a new ciphering key is available:

-
in the downlink:

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info";

-
in the uplink:

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info".

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new ciphering configuration.

8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall use

-
for radio bearers using RLC-AM or RLC-UM:

-
the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE; 

-
the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by UTRAN, but before the activation time for the new ciphering configuration has been reached, the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment.
-
for radio bearers using RLC-TM:

-
the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Activation time for DPCH" in the IE "Ciphering mode info"; 

and the procedure ends.

8.3.1.1
General

The main purpose of the cell update procedure is to update UTRAN with the current cell of the UE after cell reselection in CELL_FACH or CELL_PCH state. Secondly, the procedure may be used by the UE to indicate to the UTRAN a transition from URA_PCH or CELL_PCH state to CELL_FACH state prior to transmitting uplink data. Thirdly, the procedure may also be used for supervision of the RRC connection, even if no cell reselection takes place. The cell update procedure can include the resetting of the AM RLC entities for the signalling link and the u-plane link. The UE can use a CELL UPDATE message to notify the unrecoverable error (number of retransmissions of the RESET PDU reaches the value of MaxRST) in an AM RLC entity for the signalling link. 

NOTE:
PHYSICAL/TRANSPORT CHANNEL RECONFIGURATION COMPLETE message is only used when common channels are configured (doesn't apply to dedicated channels)

8.3.1.2
Initiation

A UE in CELL_FACH, CELL_PCH or URA_PCH state shall initiate the cell update procedure in the following cases: 

-
Cell reselection: In CELL_FACH or CELL_PCH state, the UE selects another cell.

-
Periodic cell update: In CELL_FACH and CELL_PCH state, the timer T305 expires while the UE detects "in the service area" (as specified in 8.5.9) and periodic cell updating has been required in IE "Information for periodical cell and URA update" in System Information Block Type 2.
-
RB control response: The UE receives an RB control message initiating a transition from CELL_DCH to CELL_FACH state, but the message does not indicate which cell to camp on. Consequently the UE selects a cell autonomously.

-
UL data transmission: In CELL_PCH state and URA_PCH state, the UE makes a state transition to CELL_FACH state in order to transmit UL data.

-
Paging response: In CELL_PCH and URA_PCH state, the UE receives a PAGING TYPE 1 message as in subclause 8.1.2.3.

-
Re-entering service area: In URA_PCH state, the UE has been out of service area and re-enters service area before T307 expires.
In order to initiate the cell update procedure, the UE shall :

-
set the variable PROTOCOL_ERROR_INDICATOR to FALSE;

-
move to CELL_FACH state, if not already in that state;

-
consider the stored C-RNTI to be invalid until CELL UPDATE CONFIRM message is received when UE detects a new cell;

-
suspend data transmission on RB 3 and upward, if RLC-AM or RLC-UM is used on those radio bearers;

-
transmit a CELL UPDATE message on the uplink CCCH;

-
start timer T302 and reset counter V302.

The UE shall set the IEs in the CELL UPDATE as follows:

-
indicate the reason for CELL update in the IE "CELL update cause" corresponding to the initiation cause as listed above;

-
if the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE, the UE shall set the IE "Protocol error indicator" to TRUE and include the IE "Protocol error information" set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
if the value of the variable PROTOCOL_ERROR_INDICATOR is FALSE, the UE shall set the IE "Protocol error indicator" to FALSE.

-
If the UE detects unrecoverable error (number of retransmissions of the RESET PDU reaches the value of MaxRST) in an AM RLC entity for the signalling link, the UE shall set the IE "AM_RLC error indication". If the UE detects unrecoverable error in an AM RLC entity (for u-plane) for u-plane link, the UE shall set the IE "AM_RLC error indication (for u-plane)".

-
The UE shall include the START values from each CN domain in CELL UPDATE message.

The UE shall include an intra-frequency measurement report in IE "Measured results on RACH", as specified in the IE "Intra-frequency reporting quantity for RACH reporting" and the IE "Maximum number of reported cells on RACH" in system information block type 12 (or type 11, if system information block type 12 is not being broadcast).
8.3.1.3
T305 expiry and the UE detects that it is out of service area

When the T305 expires and the UE detects that it is "out of service area" as specified in subclause 8.5.5, the UE shall

-
start timer T307;

-
re-select to a new cell, as described in [4].

8.3.1.3.1
Re-entering of service area

When the UE detects that it is no longer "out of service area" before the expiry of T307, the UE shall:

-
transmit a CELL UPDATE message on the uplink CCCH.

8.3.1.3.2
Expiry of timer T307

When the T307 expires, the UE shall:
-
move to idle mode;
-
release all dedicated resources;

-
indicate an RRC connection failure to the non-access stratum.
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

8.3.1.4
Reception of an CELL UPDATE message by the UTRAN

When the UTRAN receives a CELL UPDATE message, it may either:

-
transmit a CELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but only if ciphering is not required; or

-
initiate an RRC connection release procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH.

When the UTRAN detects AM_RLC unrecoverable error (number of retransmissions of the RESET PDU reaches the value of MaxRST), it waits for CELL UPDATE message from the UE and when the UTRAN receives it, UTRAN commands the UE to reset AM_RLC by sending CELL UPDATE CONFIRM message. This procedure can be used not only in the case of AM_RLC unrecoverable error but also in the case that UTRAN wants to reset AM_RLC for other reasons such as in the case when SRNC Relocation is initiated without keeping RLC status (current counters) from old SRNC to new SRNC. 
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8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

-
if IE "Ciphering mode command" has the value "start/restart", the UE shall:

-
start or restart ciphering, using the ciphering algorithm (UEA [3G TS 33.102]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. The new ciphering configuration shall be applied as specified below.

-
set the variable CIPHERING_STATUS to "Started".

-
if the IE "Ciphering mode command" has the value "stop", the UE shall

-
stop ciphering. The new ciphering configuration shall be applied as specified below

-
set the variable CIPHERING_STATUS to "Not started".

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
if the IE "Activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM.

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer

-
store the "RLC send sequence number" for that radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, at which time the new ciphering configuration shall be applied.

-
when the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN.

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN respectively in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.
-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment.
If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.
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