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8.1.3.4
Reception of an RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE.

If the values are different, the UE shall:

-
ignore the rest of the message;

If the values are identical, the UE shall:

-
stop timer T300, and act upon all received information elements as specified in 8.6, unless specified otherwise in the following;

.-
store the value of the IE "New U-RNTI";

-
initiate the signalling link parameters according to the IE "RB mapping info";

-
if neither the IE "PRACH info (for RACH)",nor the IE "Uplink DPCH info" is included: 

-
let the physical channel of type PRACH that is given in system information to be the default in uplink to which the RACH is mapped to;

-
if neither the IE "Secondary CCPCH info", nor the IE "Downlink DPCH info" is included: 

-
start to receive the physical channel of type Secondary CCPCH that is given in system information to be used as default by FACH;

-
enter a state according to subclause 8.5.7;

-
transmit an RRC CONNECTION SETUP COMPLETE message on the uplink DCCH after successful state transition per subclause 8.5.7, with the contents set as specified below:

-
include START [3G TS 33.102] values to be used in ciphering and integrity protection for each CN domain;

-
if requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message:


include its UTRAN-specific capabilities in the IE "UE radio access capability";

-
if requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message:

-
include its inter-system capabilities in the IE "UE system specific capability".

When the successful delivery of the RRC CONNECTION SETUP COMPLETE message has been confirmed by RLC the UE shall:

-
update its variable UE_CAPABILITY_TRANSFERRED which UE capabilities it has transmitted to the UTRAN;

-
set the "Status" in the variable INTEGRITY_ PROTECTION_INFO to "Not started";
· set the "Historical status" in the variable INTEGRITY_ PROTECTION_INFO to "Never been active";
and the procedure ends.

8.5.10
Hyper Frame Numbers

The hyper frame numbers (HFN) are used as MSBs of both the ciphering sequence number (COUNT-C) and the integrity sequence number (COUNT-I) for the ciphering and integrity protection algorithms, respectively. For non-transparent mode radio bearers there is an uplink and downlink COUNT-C per radio bearer and an uplink and downlink COUNT-I per signalling radio bearer. For all transparent mode radio bearers there is an uplink and a downlink COUNT-C and an uplink and a downlink COUNT-I. COUNT-C and COUNT-I are defined in Security Architecture, 3G TS 33.102.

The following hyper frame numbers are defined:

MAC-d HFN

24 bits

MSB of COUNT-C for data sent over RLC TM 

RLC UM HFN
25 bits

MSB of COUNT-C for data sent over RLC UM 

RLC AM HFN
20 bits

MSB of COUNT-C for data sent over RLC AM 

RRC HFN


28 bits

MSB of COUNT-I 

The START value is used to initialise the 20 most significant bits of all the hyper frame numbers and the remaining bits of the hyper frame numbers are set equal to zero. 

8.5.12
Integrity protection

Integrity protection shall be performed on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject 

SYSTEM INFORMATION
SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL

NOTE:
MEASUREMENT REPORT needs to be studied when used on UM as in some cases there could be synchronisation problems with the RRC SN.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers,

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers,

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB 0-4). 

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the “Uplink RRC Message sequence number” and “Downlink RRC Message sequence number” for all signalling radio bearers to zero. The UE and UTRAN apply the sequence numbers for the RRC message activating integrity protection thereafter for all subsequent messages when integrity protection is activated. The RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message. If the same RRC message is sent repeatedly (e.g. RRC CONNECTION RELEASE, RRC CONNECTION RELEASE COMPLETE) the corresponding RRC SN is not incremented.

8.5.12.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

-
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info". If the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for RB#n in the variable INTEGRITY_PROTECTION_INFO, the UE shall increment "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO with one.

-
calculate an expected message authentication code in accordance with subclause 8.5.12.3. 

-
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE 'Integrity check info'. 

-
If the expected message authentication code and the received message authentication code are the same, the integrity check is successful.

-
If the calculated expected message authentication code and the received message authentication code differ, the message shall be discarded.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall discard the message.

8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. If the IE "Integrity protection mode info" is present, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following:

-
if IE "Integrity protection mode command" has the value "start" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started", the UE shall:

· if the "Historical status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Never been active":

-
initialise the “Uplink RRC Message sequence number” and “Downlink RRC Message sequence number” for all signalling radio bearers to zero;
-
set the "Historical status" in the variable INTEGRITY_ PROTECTION_INFO to the value "Has been active":
-
set the "Status" in the variable INTEGRITY_ PROTECTION_INFO to the value "Started";

-
perform integrity protection on the received message as described in subclause 8.5.12.1;

-
use the algorithm (UIA [3G TS 33.102]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [3G TS 33.102].

-
if IE "Integrity protection mode command" has the value "modified" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started", the UE shall:

-
use the new integrity protection configuration in the downlink at the RRC sequence number indicated by the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

-
perform integrity protection on the received message as described in subclause 8.5.12.1;

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [TS 33.102]);

-
set the values of the IE "Uplink integrity protection activation info";

If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.

13.4.6
INTEGRITY_PROTECTION_INFO

This variable contains information about the current status of the integrity protection in the UE.

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Historical status
MP

Enumerated(Never been active, Has been active)


Status
MP

Enumerated(Not started, Started)


Signalling radio bearer specific integrity protection information
MP
1 to <maxSRBsetup>

Status information for RB#0-4 in that order

> Uplink RRC HFN
MP

Bitstring (28)


> Downlink RRC HFN
MP

Bitstring (28)


> Uplink RRC Message sequence number
MP

Integer (0..

15)


> Downlink RRC Message sequence number
MP

Integer (0..

15)
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