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Reason for 
change:

This CR proposes a reset mechanism of HFN for ciphering.

TM RLC
If UE have a capability of incrementing CFN precisely in itself in out-of-sync state, there will be no HFN inconsistency problem. However, if the UE doesn’t support this function and the out-of-sync state continues, there will be an HFN inconsistency. 
AM RLC
Since the Window_size is maximum 4096, there will be no case that HFN inconsistency occurs except for the case that AMD with SN=0 has not reached to the receiving side.
UM RLC
Since there is no restriction in Window_size, there is a possibility that HFN inconsistency occurs due to out-of-sync. 

As shown above, there are possibilities that the HFN inconsistency between UE and NW occurs. This CR proposes to reset HFN by UE sending latest HFN+1, and the NW use it for new HFN. 

This mechanism is proposed in RRC CONNECTION RE-ESATABLISHMENT REQUEST messages since HFN inconsistency may be caused by “out-of-sync in CELL_DCH state”.

This mechanism is also proposed in CELL UPDATE messages since HFN inconsistency may be caused by  “out of service area in CELL_FACH state”.

Rev1

Highlighted part is the revised part.

UE shall include one latest HFN+1 in above 2 messages. The value to set is “the maximum value in the currently used HFNs among CS and PS domains ” + “1”.
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8.3.1
Cell update

8.3.1.1
General

8.3.1.2
Initiation

A UE in CELL_FACH, CELL_PCH or URA_PCH state may apply the cell update procedure for a number of purposes. The specific requirements the UE shall take into account for each case are specified in the following: 

-
Upon initiation of the procedure, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to FALSE.

-
In CELL_FACH or CELL_PCH state, the UE shall perform the cell update procedure when selecting another cell (cell reselection).

-
In CELL_FACH and CELL_PCH state, the UE shall perform the cell update procedure upon expiry of T305 while the UE is in the service area. The UE shall only perform this periodic cell updating if configured by means of the IE "Information for periodical cell and URA update" in System Information Block Type 2. The UE shall initially start timer T305 upon entering CELL_FACH or CELL_PCH state.
-
In CELL_PCH state and URA_PCH state, the UE shall initiate the cell update procedure if it wants to transmit UL data.

-
In CELL_PCH and URA_PCH state, the UE shall perform the cell update procedure when receiving a PAGING TYPE 1 message as in subclause 8.1.2.3.

-
moving to CELL_FACH state, if not already in that state.

-
delete any C-RNTI and suspend data transmission on RB 2 and upward, if RLC-AM or RLC-UM is used on those radio bearers.

-
sending a CELL UPDATE message on the uplink CCCH.

-
starting timer T302 and resetting counter V302.

The IE "cell update cause" shall be used as follows:

-
In case of cell reselection: "cell reselection";

-
In case of periodic cell updating: "periodic cell update";

-
In case of UL data transmission: "UL data transmission";

-
In case of paging response: "paging response".

If the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE, the UE shall set the IE "Protocol error indicator" to TRUE and include the IE "Protocol error information" set to the value of the variable PROTOCOL_ERROR_INFORMATION.

If the value of the variable PROTOCOL_ERROR_INDICATOR is FALSE, the UE shall set the IE "Protocol error indicator" to FALSE.

The IE "AM_RLC error indication" shall be set when the UE detects unrecoverable error in an AM RLC entity for the signalling link. 

UE shall include “the maximum value in the currently used HFNs among CS and PS domains ” + “1” in IE “HFN” in CELL UPDATE message.
The UE shall include an intra-frequency measurement report in the CELL UPDATE message, as specified in the IE "Intra-frequency reporting quantity for RACH reporting" and the IE "Maximum number of reported cells on RACH" in system information block type 12.
8.1.5
RRC connection re-establishment 

8.1.5.1
General

8.1.5.2
Initiation

When a UE loses the radio connection due to e.g. radio link failure (see 8.5.6) in CELL_DCH state, the UE may initiate a new cell selection by transiting to CELL_FACH state.

If timer T314=0 and timer T315=0 the UE shall:

-
Enter idle mode. The procedure ends and a connection failure may be indicated to the non-access stratum. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2

If timer T314=0 the UE shall:

-
Release locally all radio bearers (except Signalling Radio Bearers) using Tr or UM RLC. An indication may be sent to the non-access stratum.

If timer T315=0 the UE shall:

-
Release locally all radio bearers (except Signalling Radio Bearers) using AM RLC. An indication may be sent to the non-access stratum.

If T314>0, the UE shall start timer T314.
If T315>0, the UE shall start timer T315.
Upon initiation of the procedure, the UE shall set the variable PROTOCOL_ERROR_INDICATOR to FALSE.

UE shall include “the maximum value in the currently used HFNs among CS and PS domains” plus “1” in IE “HFN” in RRC CONNECTION RE-ESTABLISHMENT REQUEST message.

10.2.4 CELL UPDATE 

This message is used by the UE to initiate a cell update procedure.

RLC-SAP: TM 


Logical channel: CCCH


Direction: UE(UTRAN

Information Element
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





U-RNTI
MP

U-RNTI 10.3.3.45


Integrity check info
CH

Integrity check info 10.3.3.16


Hyper frame number
MP

Hyper frame number 10.3.3.13


AM_RLC error indication
MP

Boolean
TRUE indicates AM_RLC unrecoverable error occurred on c-plane in the UE

Cell update cause
MP

Cell update cause 10.3.3.3


Protocol error indicator
MD

Protocol error indicator 10.3.3.29
Default value is FALSE

Measurement information elements





Measured results on RACH
OP

Measured results on RACH 10.3.7.70


Other information elements





Protocol error information
CV-ProtErr

Protocol error information 10.3.8.9


10.2.37  RRC CONNECTION RE-ESTABLISHMENT REQUEST

NOTE:
Functional description of this message to be included here.


RLC-SAP: TM 


Logical channel: CCCH


Direction: UE ( UTRAN 

Information Element
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





U-RNTI
MP

U-RNTI 10.3.3.45


Integrity check info
CH

Integrity check info 10.3.3.16


Hyper frame number
MP

Hyper frame number 10.3.3.13


Protocol error indicator
MD

Protocol error indicator 10.3.3.29
Default value is FALSE

Measurement information elements





Measured results on RACH
OP

Measured results on RACH 10.3.7.70


Other information elements





Protocol error information
CV-ProtErr

Protocol error information 10.3.8.9


11.2
PDU definitions

CellUpdate ::= SEQUENCE {


-- User equipment IEs



u-RNTI






U-RNTI,


hyperFrameNumber



HyperFrameNumber,


am-RLC-ErrorIndication


BOOLEAN,



cellUpdateCause




CellUpdateCause,



protocolErrorIndicator


ProtocolErrorIndicatorWithInfo,



-- TABULAR: Protocol error information is nested in 



-- ProtocolErrorIndicatorWithInfo.


-- Measurement IEs



measuredResultsOnRACH


MeasuredResultsOnRACH



OPTIONAL,


-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}

RRCConnectionReEstablishmentRequest ::= SEQUENCE {


-- User equipment IEs



u-RNTI






U-RNTI,


hyperFrameNumber



HyperFrameNumber,


protocolErrorIndicator


ProtocolErrorIndicatorWithInfo,



-- TABULAR: The IE above is MD in tabular, but making a 2-way choice



-- optional wastes one bit (using PER) and produces no additional 



-- information.


-- Measurement IEs



measuredResultsOnRACH


MeasuredResultsOnRACH



OPTIONAL,


-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}
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