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1. Introduction

According to the discussions on It is the understanding of TSG-RAN-WG2 that it would be beneficial if the UTRAN could recognise that the UE uses a wrong new key and take according actions against it so that the connection between the UE and UTRAN (especially on the signalling link) cannot get lost just because the UE uses a wrong new key. 

This document describes a modification of [7], which allows for 

· indicating to the UTRAN whether the UE uses a wrong new key, and

· taking actions from the UTRAN so that transmission 

and avoids the transmission of the new key explicitly over the air interface. The procedure described here refers to the Signalling Link (SL).

Again a suspend and resume procedure is used, which is believed to be not delay-critical for the signalling link.

The security study group has withdrawn the requirement for a ciphering retransmitted PU with the key used when the PU was sent first [8]. This simplification is used here.

2. Cipher key change on the DCCH carrying the signalling link (Figure 1)

UTRAN point-of-view: UTRAN-RRC sends in AM to UE-RRC the CIPHER CHANGE COMMAND message (ciphered with the old key). UTRAN-RLCSL (SL: Signalling Link)  is informed that after this particular message, no other PDUs or PUs are transmitted until the CIPHER MODE COMPLETE message is received by the UTRAN-RRC (suspension of data transmission) and UTRAN has informed UTRAN-RLCSL entity. UTRAN-RLCSL_continues to receive with the old key. After ACK1 is received, UTRAN-RLCSL also starts deciphering with the new key.

After reception of the CIPHER CHANGE COMPLETE message, which is ciphered with the new key, UTRAN-RLCSL transmits the acknowledgement message ACK2 for the CIPHER CHANGE COMPLETE message. After this, UTRAN-RRC informs UTRAN-RLCSL  of the considered UE to resume transmission with the new key.
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Figure 1: Message exchange on the DCCH carrying the signalling link (SL).  
Case 1: UTRAN receives the CIPHER CHANGE COMPLETE message ciphered with the correct key. Therefore the CIPHER KEY CONFIRM message is ciphered with the new key.

UTRAN-RRC_ transmits a further CIPHER  KEY CONFIRM message after ACK2. If UE-RRC receives this message, which is acknowledged with ACK3, it informs UE-RLCSL ,  to receive with the new key  and resume data transmission with the new key .

The CIPHER CHANGE COMPLETE message is ciphered with the new key  so that UTRAN can find out whether the UE will change to the correct new key or to a wrong one  by the following steps

If the UE uses the correct new key for ciphering, UTRAN will recognise the CIPHER CHANGE COMPLETE message, since deciphering with the new key results in the expected CIPHER CHANGE COMPLETE message.  In this case UTRAN transmits the CIPHER KEY CONFIRM message ciphered with the new key. Deciphering with the old key produces nonsense.

If the UE uses a wrong new key for ciphering Figure 2, UTRAN will not recognise the CIPHER CHANGE COMPLETE message, since the deciphering process with both the old and the new key produces no meaningful output. Therefore UTRAN can from the deciphering result of the next message is received after ACK1, whether the UE uses the right new key. In this case UTRAN will cipher the CIPHER KEY CONFIRM message with the old key, which indicates to the UE that it shall not change to the new key.

UTRAN will indicate to the MM entity that the UE uses the wrong key, and a further cipher change procedure will only be started if the UE has received from MM-UTRAN a new key.
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Figure 2 Case 2: UTRAN receives the CIPHER CHANGE COMPLETE message ciphered with the wrong new key, and therefore sends the CIPHER KEY CONFIRM message ciphered with the old key.

UE point-of-view: After the UE-RRC has received the CIPHER CHANGE COMMAND message, and UE-RLCSL has transmitted the acknowledgement ACK1 for this message,  UE-RRC sends the CIPHER CHANGE COMPLETE message ciphered with the new key and stops transmitting any other PDUs or PUs. The next message on SL is deciphered with both the new and the old key until the CIPHER KEY CONFIRM message is either received ciphered with the new key or with the old one.  

If the CIPHER KEY CONFIRM message is ciphered with the new key, the cipher key used by the UE and UTRAN was found identical by UTRAN, and after deciphering with the new key, the UE will recognise that it received a CIPHER KEY CONFIRM message, while deciphering with the old key will not have a meaningful result.

From then on the UE knows that the cipher change procedure was successful and resumes transmission on the SL with the new key and only receives with the new key.

If the CIPHER KEY CONFIRM message is ciphered with the old key, the cipher key used by the UE and UTRAN was found different by UTRAN, and the deciphering with the new key does not produce a meaningful result, while deciphering with the old key the UE recognises that it received the CIPHER KEY CONFIRM message. 

From then on the UE knows that the cipher change procedure has to be stopped and that it will be informed about the new key by MM-UTRAN, and therefore resumes transmission with the old key and only receives with the old key.




Note that due to the point-of-view of TSG-SA-WG3 that re-transmitted PDUs and PUs can be ciphered with the new key, this simple procedure becomes possible.

Note that ACK1, ACK2, and ACK3 are not ciphered at all since they are control-PDUs.

3. Proposal

It is proposed to adopt the described procedure for the signalling link. 
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