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1 Introduction

At the RAN WG2 #8 meeting in Korea a LS to SA WG3 was written [3], inquiring if there was a requirement to cipher retransmissions with the same ciphering mask as the initial transmission. As a result, SA WG3 has now responded that there is no such requirement [4]. With this background, this contribution discusses the choice of ciphering unit. The proposal is that one ciphering mask shall be generated per RLC PDU, not one per PU. Detailed CR to 25.301 is provided in [5].

2 RLC ciphering unit

In [1] it is stated that for UM and AM RLC, the ciphering shall be done for “the data part” of an RLC PDU, but the definition of this is unclear. The definition of the ciphering unit has strong implications on both the cipher key change procedure and the complexity of an implementation of the ciphering function in RLC. Due to the complexity of the f8 algorithm it is assumed that it must be implemented as a dedicated hardware realisation to get an efficient and low power consumption implementation. This is also the assumption within the SAGE group [2].
There are two possible definitions of the ciphering unit. Either ciphering can be performed on PU level, or it can be performed on PDU level, see figures 1, 2 and 3.
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Figure 1. PU level
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Figure 2. PDU level, UMD PDU
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Figure 3. PDU level, AMD PDU

Ciphering on PU level does not permit efficient implementation. It ciphers each PU requiring the f8 engine to be re-started with a new ciphering context for every PU. The fact that PU size can be quite small further reduces solution 1’s efficiency. As there is no requirement to cipher retransmissions with same ciphering key, this solution is not preferred.

Ciphering on PDU level permits an efficient and simple “black box” implementation of f8 making it the preferred solution from an implementation perspective. This “black box” implementation is shown in Figure 4 below.
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Figure 4. A black box realisation of the ciphering function on RLC.

The SN used together with HFN is always at the same position within the PDU making it easy to extract as part of a “black box” implementation. Further, the ciphering overlay length produced per PDU is constant for every PDU transmitted/received by an RLC entity within a TTI and the size of the RLC header is constant (1 octet for UMD PDU and 2 octets for AMD PDU). This results in a constant ciphering context (HFN, CK, BEARER, DIRECTION and LENGTH) within one TTI
.

3 Proposal

It is proposed that the ciphering unit shall be defined on PDU level as shown in Figure 2 and 3. The size of the RLC header is 8 bits for UMD PDUs and 16 bits for AMD PDUs. Detailed CR to 25.301 is provided in [5].
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� The HFN may be changed between two PDUs but it is expected that this case can be handled separately.
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