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[1] 
TS 25.331, DRAFT RRC Protocol Specification, V1.3.0

[2]  
TSGS-WG3#5(99)247 Ciphering in the case of multiple RABs (LS from S3 to R3, attached also to this document)

2. Introduction

The Security Control procedure is introduced in [1]. From the description of messages "Security Control Command" and "Security Control Response" it seems that each radio bearer for a CN domain can have different ciphering configuration. However, S3 has confirmed that it is not necessary to provide a mechanism where only a subset of simultaneous Radio Bearers assigned to a single user are ciphered [2]. Thus, it is enough to indicate which CN domain that initiated the security control procedure (all radio bearers related to that CN domain and the signalling link will be affected by the security control procedure).

3. Change proposal to TS25.331, ver 1.3.0

10.1.7.4 SECURITY CONTROL COMMAND

RLC-SAP: t.b.d. 

Logical channel: DCCH

Direction: UTRAN to UE

Information Element
Presence
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IE type and reference
Semantics description

Message Type
M
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CN domain identity
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Indicates which cipher key is 
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UE information elements





Activation Time
M


Start of the new ciphering configuration in uplink for all the radio bearers







10.1.7.5 SECURITY CONTROL RESPONSE

RLC-SAP: t.b.d. 

Logical channel: DCCH

Direction: UE to UTRAN
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IE type and reference
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Activation Time
M


Start of the new ciphering configuration in uplink for all the radio bearers







ANNEX:

TSG-SA WG3 (Security) meeting #5


TSGS-WG3#5(99)247

Sophia Antipolis, 3-6 August 1999


To:
3GPP TSGs R3

Source:
TSG S3

Title:
Ciphering in the case of multiple RABs

_________________________________________________________________________

In an LS to S3 from R3 (R3-99790), the following questions were asked regarding the use of ciphering when more than one Radio Access Bearer is assigned to a user:

· if ciphering is requested, should all the Radio Access Bearers used by a single user be all ciphered?

· or should it be provided the possibility to only cipher a subset of the Radio Access Bearers?

S3 can confirm that it is not necessary to provide a mechanism where only a subset of simultaneous Radio Access Bearers assigned to a single user are ciphered. Moreover, even when security is provided at the application layer for a subset of the Radio Access Bearers (e.g. data bearers supporting secure IP services), access link encryption should still be applied to these bearers.

