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1. Introduction

This paper  is a response to TSG R2#5 614 from Nokia which proposed integrity protection at the RRC layer.  Nokia are thanked for their contribution.  However, to allow SA3 to further review the question of integrity termination in the network (new considerations have arisen), Vodafone propose that:

· The CR is not accepted, as this would require integrity termination in the RNC

· The content of the CR is reviewed for acceptability by RAN2, so that if SA3 decide on integrity termination in the RNC, then the solution in 614 can be adopted

It is acknowledged that SA3 representatives said at the Berlin joint SA3/RAN2 that the layer on which integrity could be provided was a RAN2 matter.

2. Terminating node for integrity on network side
If integrity is provided at the RRC layer, integrity must terminate on the network side at the RNC.

Though it is currently the SA3 working assumption that integrity should terminate at the RNC, Vodafone wish SA3 to reconsider termination at the VLR.  Termination at the VLR would allow integrity protection to be extended to 3GPP users while they are roaming on GSM, if the VLR were controlling both 3GPP UTRAN and GSM BSS or was an adapted GSM VLR.  This would have the advantage of extending the protection against the “false BTS attack”, that is the primary reason for integrity protection, to 3GPP users roaming onto GSM.

When SA3 consider this question at their next meeting (Sophia Antipolis, 3rd to 6th August) they will weigh up the following pro’s and cons of integrity termination at VLR.

FOR Termination at the VLR and AGAINST termination at the RNC:

· Allows integrity protection to be extended to 3GPP users roaming onto GSM

· Allows integrity protection for the most important anti-false BTS messages (cipher mode command and responses, terminal capabilities, setup message containing required B-number) to be applied at the source of these messages, the VLR, and does not leave a gap between the RNC and VLR where these messages can be manipulated (assuming there is no link protection on VLR-RNC links or the RNC node)

· Although messages which terminate at the RNC cannot be integrity protected these messages are not believed to require protection when guarding against the most serious false BTS attacks.

AGAINST Termination at the VLR and FOR termination at the RNC:

· Allows protection of messages which terminate at the RNC 

· May allow some re-use of ciphering capabilities for integrity protection

RAN2 are kindly requested to consider any other arguments for or against termination in the VLR.

3. Specific comments on doc TSG R2#5 (99) 614

1. If the counter for integrity protection is not derived from the 32 RLC bit counter used for ciphering, but it is an independent RRC counter, it does not have to be 32 bits long.  It might be thought that the counter need only be long enough to guard against rollover during the use of same integrity key, but in fact, because of the use of the FRESH parameter, which is different for each RRC connection, the counter need only be long enough to avoid rollover during the duration of a single RRC connection.  The most frequently used message requiring integrity protection will be the periodic integrity protected messages that networks can use to guard against channel hijack in the absence of encryption.  If it is assumed that these messages are not sent more frequently than every 10s, a 16 bit counter can be used for over 182 hours.  182 hours is more than sufficient as RAN2 have agreed (Berlin, joint meeting with SA3) that the ciphering and integrity keys should be changed (by re-authentication) at an approximate frequency of once per day, as requested by SA3.

2. In addition to separate counters for uplink and downlink, the value “FRESH” is still required – as the user will provide the values of the uplink and downlink counters to the network, in the event of an RRC connection without authentication, the network must input a fresh parameter to the MAC calculations for that session to avoid incorrect transmission of the counter values and the re-use of previously calculated MAC’s.
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