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1. Introduction
In RAN1#76bis, physical layer scrambling of the D2D communication channel was agreed as follows,

· D2D data communication channel transmissions are scrambled by the ID in the SA

· Scrambling seed of the SA is fixed in the specifications

 The contents of scheduling assignment (SA) were agreed to include the UE ID as follows
· The SA includes an ID of N bits (N<=16, working assumption N=8) with at least the following purpose:

· to enable the UE to reduce the probability of decoding of data packets the UE is not interested in

· FFS what the ID is derived from

· Not precluding scrambling SA CRC

The UE ID used for D2D communication was agreed in RAN2#85bis as follows,
· In case of group- and uni-cast, L2 will convert the higher layer ProSe ID address identifying the destination (UE, Group) into two bit strings of which one can be forwarded to L1 and used as L1 ID whereas the other is used as L2 destination address. 

· For broadcast L2 can indicate to L1 that it is a broadcast transmission. As baseline RAN2 assumes that this indication is a pre-defined L1 ID in the same format as for group- and unicast.

· RAN2 has no preference for the L1 ID size. RAN2 sees no problem providing an ID of a size as indicated in the RAN1 LS (e.g. 8 or 16).

The security of D2D broadcast communication needs to be addressed, in particular for the out-of-coverage scenario.  
This paper discusses the system control and configuration to support secure D2D communication.

2. Discussion on System Control to Support D2D Operation and D2D Communication
D2D operates in a distributed architecture and in both in-network and out-of-network scenarios.   D2D system control is a distributed control system, where system control of D2D discovery and communication are pre-configured at each D2D device or signalled from the LTE network to each D2D device for in-network scenario.    Distributed D2D system control specifies the control elements, which include essential operational functions and procedures, at each UE for the operation of direct communication with other UE(s).   
2.2. Distributed System Control For D2D Communication

The system control elements for D2D communication include system operational procedures, control of D2D communication type, user IDs and security procedures.  Some system operational procedures, such as D2D synchronization, resource allocation Modes 1 and 2 for D2D communication, Type 1 and 2 resource allocations for D2D discovery, and Scheduling Assignment (SA), have been defined.   The destination UE ID was agreed to be included in the contents of the scheduling assignment in RAN1#76bis and RAN2#85bis is to indicate the target receiving UE(s) of the subsequent D2D communication packets.   

RAN2 agreed that Layer 2  will convert the higher layer ProSe ID address identifying the destination (UE, Group) into two bit strings of which one is used as L1 ID and the other is used as L2 destination address.   For broadcast L2 can indicate to L1 that it is a broadcast transmission.   The control of communication type would be based on the L1 destination ID.  A unique destination L1 ID is derived from ProSe ID For D2D unicast, the L1 destination ID would be unique to a single UE, whereas for D2D groupcast or broadcast communication multiple UEs would be configured with the same L1 destination ID. 
Observation 1: Destination L1 IDs are used to indicate the target receiving UE(s), and a given L1 ID may be unique to one UE or common to multiple UEs depending on whether the D2D type is unicast, groupcast, orbroadcast.   

In a distributed control system, common references need to be specified for handshaking between the transmitter and receiver.  When UEs are within LTE network coverage, the DL transmission time and system frame number (SFN) from the LTE network could be used as the reference for the operation of D2D control procedures, such as synchronization and SA transmission,.   In order to support D2D discovery and communication for UEs across multiple cells in the LTE network coverage area, the DL transmission time and SFN of all cells would need to be aligned to provide common references between transmitting and receiving D2D UEs.  This would require a fully synchronized LTE network to support D2D operation across cells.
For the out-of-coverage scenario, there are no references of DL transmission time and system frame number from an LTE network.  Thus, a common reference time would need to be pre-configured and stored in the device for the operation of the distributed control functions.   The pre-configured common references, such as common reference time and D2D frame number (DFN), could be used for both in-coverage and out-of-coverage scenarios.   The pre-configured common reference time should be an absolute time known by all UEs, such as GPS time or UTC time.   The preconfigured common reference time could also be derived from DL transmission time of each cell or retrieved from LTE system information, e.g., SIB16.  The DFN is derived from common reference time and can also be correlated to SFN of each cell.   The LTE network does not need to be fully synchronized (SFN and time aligned) when common reference time and DFN are preconfigured and stored in the device.  

Proposal 1: Common reference time and D2D frame number (DFN) are pre-configured and stored in the D2D UEs for the operation of D2D control functions in-coverage and out-of-coverage.    
2.3. System Control for D2D Secure Communication 
Study on security issues to support ProSe services is ongoing in SA3 [1]. In order to support D2D secure communication in the out-of-coverage scenario, [1].  In order to support D2D secure communication in out-of-coverage scenario, the cryptographic function and security keys need to be preconfigured and pre-installed in the device, or else based on the Generic Bootstrapping Architecture (GBA).   A 128-bit global ProSe ID is generated and pre-installed at the UE.  The ProSe ID is unique globally for D2D communication.    In order to have a common security procedure between the transmitting UE and receiving UEs, the D2D control function needs to provide the common reference information, such as reference time and reference frame number, as the crypto-sync function for the operation of crypto-function and cross-verification.  The security algorithm, which includes crypto-function and security keys for different types of D2D communication, will be initialized when the device is activated through the LTE network.    The security keys corresponding to each relevant L1 destination ID are provisioned and stored in the device.   
Proposal 2:  The common reference time and D2D frame number (DFN) for the operation of distributed control for D2D communication and discovery is also used as the crypto-sync function for the operation of D2D for both in-coverage and out-of-coverage.     Any possible additional control signalling for security operation is FFS pending the completion of the D2D security algorithm study in SA3.    
Proposal 3: The security keys for D2D communication to any intended destination are provisioned and stored in the D2D device during device activation.  Each security key is linked to its associated L1 destination ID.  

3. Distributed System Control Procedures for D2D Communication

D2D distributed system control will be performed in three different stages; they are initial activation, system update, and general system control during the D2D communication and discovery.
3.2. Initial System Control Configuration during Device Activation
The activation procedure of device for D2D communication includes

· Synchronization of reference time (e.g. GPS time or UPC) for the operation of control functions and as the crypto-sync for security procedure
· The reference time should be an absolute time

· The reference time could be obtained directly from UE receiver (e.g., GPS receiver), derived from LTE network system timing (e.g., SFN), or retrieved from LTE system information (.e.g., SIB 16 or new SIB).  

· A D2D UE will use the reference time to discipline the timing information generated from UE local oscillator. 

· A D2D UE will periodically re-tune its timing from the reference time.

· A D2D UE will use the reference time for D2D physical channel transmission and reception
· Synchronization of D2D reference frame number (DFN or other frame number e.g., hyper frame number, HFN) for running the control procedures and the security algorithm, such as a cryptographic function and security keys.  

· Reference frame number and its associated reference time for D2D control function and crypto-sync will be stored at the device as the default frame counter mechanism

· Reference frame number and its associated reference time for D2D control function and crypto-sync would be universal within a LTE network for D2D operation in-network and out-of-network.  

· Different LTE networks do not require to have same reference frame number of its associated reference time for crypto-sync.  

· A roaming D2D UE needs to re-synchronize with the reference frame number and reference time of visiting PLMN to obtain the new crypto-sync information of visiting PLMN.  

· D2D Reference Number (DFN) is used as the default frame counter to derive the Tx time of D2D physical channels, such as PD2DSS/SD2DSS, and SA.   DFN ranges from 0, …….., (DFNmax – 1)
· For PD2DSS/SD2DSS with transmission period Psync and transmission offset Syncoffset at each subframei,  PDSDSS/SD2DSS  is transmitted when the following condition is met,
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· Similarly, for SA with period period PSA and transmission offset SAoffset at subframei,  SA is transmitted when the following condition is met
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· Generation of L2 D2D IDs and L1 destination IDs from ProSe ID and associated security keys

· L2 D2D IDs are derived from ProSe ID and stored in the device.  L2 D2D IDs support one-to-one communication (unicast), one-to-many communication (groupcast), and one-to-all communication (broadcast).   

· L1 destination IDs – L1 destination IDs are mapped to L1 D2D IDs for unicast, groupcast, and broadcast.  Each L1 destination ID is associated with one D2D UE or group of UEs.   

· Each L1 D2D ID has its associated security key of pre-installed cryptographic function for each type of D2D communication.  The key is linked to the receiving L1 D2D ID, and may therefore be unique to a single UE for unicast communication, or shared by multiple UEs in the case of group or broadcast communication.

· All roaming UEs need to obtain the new L2 D2D IDs and associated security keys from an eNB. 

The reference frame number and its associated reference time for crypto-sync will continue running after activation.  If a device is in the OFF (either power turned off or DRX), the reference time would have to be retrieved after it is turned ON before D2D operation could commence.   The reference frame number and counter could then be derived accordingly.   The reference frame number DFN and its associated reference time is used as the default for the operation of all D2D physical channels and as the crypto-sync function for security algorithm running in the upper layer.   
3.3. D2D  Control Information Updates

When a D2D UE is under coverage, the network could update the default parameters and functions specified during the initial activation.  The update could be classified into two categories; they are permanent and temporary updates.  

· Permanent update – the parameters, such as Syncoffset, are reconfigured by the LTE network.  The transmission time of the synchronization channel in relation to LTE network system frame number is changed for good.  The system will update the parameters whenever any D2D UE in connection to the LTE network. 

· Temporary update – the system parameters, such as RAoffset and PSA , for D2D operation might change temporarily due to different system load for D2D communication.   The UE will use temporary system parameters for D2D communication.   

3.4.  General D2D  Control Procedure for Secure D2D Communication 

A D2D UE will decode all scheduling assignment (SA) packets and determine whether any subsequent data transmissions are for the UE.   A L1 D2D ID is included in each SA packet for receiving D2D to identify the target receiving UE (or UEs in the case of groupcast or broadcast).   The resource allocation information of the subsequent data transmissions is also indicated by the SA.   The L1 D2D ID is used to scramble the D2D communication channel.   The security key for the destination(s) would be indicated implicitly by the L1 D2D ID for the higher layer security procedure along with crypto-sync information (DFN and its associated reference time).  

For D2D communication, a receiving UE could join the D2D communication in any stage of the security procedure and might not have continuous reception from a given Tx UE.  Each transmitting UE might start the security procedure at different stage.  A L1 D2D ID in the SA  could indicate the desired security key, and associated crypto-sync information (DFN and its associated reference time) would allow the receiving UE to decrypt the information at any stage without additional control information.  
4. Conclusions
This paper discusses distributed system control and security for the operation of D2D communication and discovery for both in-coverage and out-of-coverage scenarios.  We make the following observation: 
· Observation 1: Destination L1 IDs are used to indicate the target receiving UE(s), and a given L1 ID may be unique to one UE or common to multiple UEs depending on whether the D2D communication is unicast, groupcast, or broadcast.   
We propose:
· Proposal 1: Common reference time and D2D frame number (DFN) are pre-configured and stored in the D2D UEs for the operation of D2D control functions in-coverage and out-of-coverage.
· Proposal 2:  The common reference time and D2D frame number (DFN) for the operation of distributed control for D2D communication and discovery is also used as the crypto-sync function for the operation of D2D for both in-coverage and out-of-coverage.     Any possible additional control signalling for security operation is FFS pending the completion of the D2D security algorithm study in SA3.    

· Proposal 3: The security keys for D2D communication to any intended destination are provisioned and stored in the D2D device during device activation.  Each security key is linked to its associated L1 destination ID.  
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