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1 Introduction
During the SA3#73 meeting, SA3 has discussed the security aspects for ProSe discovery, and captured several solutions in the TR 33.cde. During the discussion, some questions were raised regarding the need for security parameter that can be used by for confidentiality and replay protection, and an LS was sent to RAN1, SA2 and RAN2 in S3-131152 [1]. The following questions are asked in the LS:

	SA WG3 would like to ask RAN WG1:

- Can it be assumed that all UEs within discovery range of a given UE have alignment – within a known offset if necessary-- of a parameter  (e.g. time, counter, etc.) whose value changes for all such UEs?

- What are the parameters of this value: e.g. how many bits long it is, how often does it change?

- If the value rolls over, can it be assumed that all UEs can keep track of a second value with similar properties, with which the aforementioned value can be augmented so as to preserve the alignment amongst these UEs. 


This contribution analyzes the available alternatives for the security parameter, and proposes to summarize them in the LS response to SA3.
2 Discussion
SA1 has agreed to support confidentiality, replay protection and integrity protection for ProSe messages [4]. 

SA3#73 has discussed solutions for confidentiality and replay protection requires a fresh/non-repeatable known value in order to generate new and different ProSe identifers sent over the air (OTA) from the original ProSe identifiers. This parameter is henceforth referred to as Security Freshness Parameter. 
2.1 Requirements for Security Freshness Parameter

Before analyzing the options to derive this parameter, let’s understand the requirements from security point of view.

Replay attacks and impersonation attacks are possible when a rogue UE listens to a message in one TTI and replays it in a subsequent TTI, as shown in Figure 1. A rogue UE may overhear UE1 discovery message at Time T1, and turn around and replay it at Time T1+∆, such that UE3 falsely detects UE1 is nearby. Since discovery may be a chargeable event, fraudulent discovery, and consequently fraudulent charging will be unacceptable.
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Figure 1
Thus, in order to avoid replay attacks the freshness parameter needs to be updated frequently, and the transmitters and potential receivers should be able to perform the updates synchronously. Referring to Figure 1, the value of ∆ between the original transmission and when it is replayed by the rogue UE may be within a few milliseconds. Thus all transmitters and potential receivers should share common means to derive and update the Freshness Parameter, and the update should be supported at a granularity of TTI.
Requirement #1: Freshness Parameter should be available to all UEs using common means, for both intra-cell and inter-cell ProSe discovery.

Requirement #2: Freshness Parameter should be updated frequently (every TTI) and synchronously by all the UEs.
When the Freshness Parameter wraps around, the discovery message identifier would be encoded to generate the same over the air transmission as sent in the previous cycle, which provides an opportunity for a rogue UE to replay the message. Thus, the parameter chosen should have a long wrap around cycle, to reduce the frequency of such opportunities. 
Requirement #3: Freshness Parameter wrap-around cycle should be sufficiently large to reduce replay attack opportunities.
Although the discussions on the use of parameter in SA3#73 have mainly focused on discovery use cases, we note that, as proposed by some companies[4], it would be highly beneficial if the same parameter could also be used for replay protection for ProSe communications. Since ProSe communications are supported for either in-coverage, out-of-coverage or partial coverage scenarios, this presents an additional requirement on the availability of freshness parameter.
Requirement #4: Freshness Parameter should be available all UEs for both in-coverage and out-of-coverage UEs.
Proposal 1: Agree on above requirements as a basis for analysis of solutions to obtain Security Freshness Parameter.
2.2 Analysis of Solutions
In essence, from the requirements, it is clear that we need to define a suitable method to derive a time-varying parameter. Two approaches can be considered to derive this parameter: (1) Using explicit time value signalled from the network (2) Deriving the parameter implicitly from known system parameters.
2.2.1 Absolute Time Value Based Approach
In this approach, the key concept is for all ProSe UEs to maintain a internal “wall clock”, which is synchronized with a network-based global time, signalled periodically by the eNB. Solutions captured in [2] have suggested use of timeInfoUTC field signalled in SystemInformationTypeBlock16 to provide this time synchronization signalling. 
The use of SIB16 is attractive since it easily obtained by all the UEs in coverage of the network, and supports granularity of 10ms. Additionally, using this approach allows the updates to be synchronous, even across cell boundaries, as SIB16 is populated from Coordinated Universal Time (UTC) maintained by the network. 
There are a few network considerations with the use of SIB16, that should be better understood.
1. In Rel-11 specifications, SIB16 is optional, and not all networks may be deployed with SIB16. Thus, a solution based on SIB16 will necessitate operators to support it for cells planned to support ProSe.  Some operators may not have the hardware or infrastucture capabilities to support this in their networks.
2. A new UE in the network would need to wait to acquire SIB16 before initiating ProSe operations, and thus, the mandating frequent SIB16 updates. SIB16 is not a small SIB, and this introduces significant overhead for the network to transmit SIBs and UE power consumption to wake up to perform SIB acquisition.
3. In out-of-coverage scenarios, solutions based on UTC will require UEs to obtain it from out-of-band means, for example from GPS.  This may not always be feasible as the UE or Cluster Head may be in an area without GPS coverage (e.g. in a tunnel, basement, inside a building, etc.). 
Proposal 2: Agree that Use of timeInfoUTC in SIB16 is a feasible option to obtain Freshness Parameter.
Proposal 3: Discuss and capture the above considerations on the use of SIB16 in the reply LS.
2.2.2 System Parameter based Approach
Another option is to derive the freshness parameter from time-varying system parameters already used by the UEs for operation, for example SFN. This approach may remove the dependency on operator/network support of SIB16, and may be extensible to be applied for both in-coverage and out-of-coverage deployments.
In RAN discussions, it has been assumed that there would be TDM between discovery and cellular transmissions, such that a set of consecutive sub-frames may be allocated for D2D transmissions.  For in-coverage operation, each UE will need to calculate the SFN and sub-frames where ProSe communications are allocated, so that it knows where it can transmit and needs to listen for ProSe messages.
Thus, a simple way to derive the Freshness Parameter could be using the SFN value and sub-frame number of the TTI in which the ProSe message was transmitted and received as shown in Figure 2.
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Figure 2 SFN based security parameter derivation
One key advantage of using SFN based solution is that it is available to all ProSe transmitter and receiver UEs, and already signalled using the MIB. One concern with use of SFN is that it may not be long enough, which may easily be resolved for example by appending it with additional bits signalled on SIBs. 
This solution can also be used in inter-cell asynchronous deployments with the introduced of an SFN/subframe offset.  Note that for operation in asynchronous deployments, such an offset would anyways be needed to be known to the receiver, so it can know when it should listen to the transmissions from neighbouring cells.
For out-of-coverage operation, the aspects of timing and synchronization are currently in discussions, but for simplicitly, if the SFN concept is also used for out-of-coverage deployments, the same solution will be applicable.

Proposal 4: Agree that use of system time-varying parameters e.g. SFN is a feasible option to obtain Freshness Parameter.
Proposal 5: Discuss and capture the above considerations on the use of SFN in the reply LS.
3 Conclusion

RAN1 is requested to kindly discuss the following proposals, and capture the considerations in reply LS to SA3.
Proposal 1: Agree on above requirements as a basis for analysis of solutions to obtain Security Freshness Parameter.
Proposal 2: Agree that Use of timeInfoUTC in SIB16 is a feasible option to obtain Freshness Parameter.
Proposal 3: Discuss and capture the above considerations on the use of SIB16 in the reply LS.
Proposal 4: Agree that use of system time-varying parameters e.g. SFN is a feasible option to obtain Freshness Parameter.
Proposal 5: Discuss and capture the above considerations on the use of SFN in the reply LS.
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