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5.6	Ciphering and Deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.
For RNs, for the user plane, in addition to the data part of the PDCP PDU, the MAC-I (see 6.3.4) is also ciphered if integrity protection is configured.
The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:
-	BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);
-	KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
[bookmark: _Toc422242349]5.6.1	SL Ciphering and Deciphering for one-to-many communication
For SLRB used for one-to-many communication, the ciphering function includes both ciphering and deciphering and is performed in PDCP as defined in [13]. The data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3). The ciphering function as specified in [6] is applied with KEY (PEK), COUNT (derived from PTK Identity and PDCP SN as specified in [13]), BEARER and DIRECTION (set to 0) as input. The ciphering function is configured by ProSe Function.
If ciphering is configured, the ciphering algorithm and related parameters including PGK, PGK Identity, and Group Member Identity are configured to the UE by ProSe Key Management Function. The UE shall set PTK Identity based on PGK, PGK Identity, and PDCP SN as specified in [13]. The UE shall derive PTK from PGK using PTK Identity and Group Member Identity, and derive PEK from PTK using the ciphering algorithm. The PGK Index, PTK Identity, and PDCP SN are included in the PDCP PDU header.
If ciphering is not configured, PGK Index, PTK Identity, and PDCP SN shall be set to “0” in the PDCP PDU header.
5.6.2	SL Ciphering and Deciphering for one-to-one communication
For SLRB used for one-to-one communication, the ciphering function includes both ciphering and deciphering and is performed in PDCP of SLRB that needs ciphering and deciphering as defined in [13]. The data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3). The ciphering function as specified in [6] is applied with KEY (PEK), COUNT (derived from KD-sess Identity and PDCP SN as specified in [13]), BEARER and DIRECTION (which value shall be set is specified in [13]) as input. 
For the SLRB that needs ciphering and deciphering, the UE shall derive the KEY (PEK) based on KD-sess and the algorithms determined by the initiating UE and the receiving UE as specified in [13]. The KD-sess Identity and PDCP SN are included in the PDCP PDU header.
For the SLRB that does not need ciphering and deciphering, the UE shall set KD-sess Identity and PDCP SN to “0” in the PDCP PDU header.

[bookmark: _Toc422242367]6.2.10	User plane PDCP Data PDU for SLRB
Figure 6.2.10.1 shows the format of the PDCP Data PDU for SLRB used for one-to-many communication where a 16 bit SN length is used.


Figure 6.2.10.1: PDCP Data PDU format for SLRB used for one-to-many communication
Figure 6.2.10.2 shows the format of the PDCP Data PDU for SLRB used for one-to-one communication where a 16 bit SN length is used. MAC-I field is used only for the SLRB that needs integrity protection.


Figure 6.2.10.2: PDCP Data PDU format for SLRB used for one-to-one communication
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