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1.
Introduction
This document discusses some requirements on security in RAN derived from the discussions in SA1.
2
Discussion - Security-related requirements
SA1 has been discussing security requirements for some time, and has identified a number of (potential) requirements. It will be good to get an early indication which of those is likely to impact the Radio Access Network, and reflect them in the RAN TR [1]. The following (potential) requirements have been identified for Network Operation [5], Enhanced Mobile Broadband [4], Massive Internet of Things [2] and Critical Communications [3].
Network Slicing [5]
The 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network.
Proposed derived requirements for RAN:
(1) RAN security mechanisms shall have the capability to conform to service-specific security assurance requirements.

(2) RAN security mechanisms shall have the capability to apply to a single network slice, rather than the whole RAN
Access [5]
Some devices spend most of the time sending small bursts of data. The current security approach has the same overhead when establishing a bearer regardless of the amount of data it will be used for. Reducing security overhead, especially for small data transmissions, is beneficial.

The 3GPP system shall minimize signalling overhead for security.

Devices with highly variable data rates [4]
The 3GPP system shall minimize signalling overhead e.g. for security needed for transmission of small amounts of data without reducing its level of security.

Operational aspects [2]
The 3GPP System shall minimize the signaling (e.g., for security) that is required prior to user data transmission.

Very Low Latency Use Cases [3]
The 3GPP System shall minimize the signaling (e.g., for security) that is required prior to user data transmission.

Proposed derived requirement for RAN:
(3) RAN security mechanisms shall reduce security overhead for small data transmissions.

3.
Conclusion

In this contribution, we discussed the possible impact of security-related requirements on RAN.
Proposal 1: It is proposed to review and include the text proposals for the proposed requirements into TR 38.913 [1].
-------------------text proposal--------------------

10.11
Security and Privacy related requirement relevant for Radio Access
RAN security mechanisms shall have the capability to conform to service-specific security assurance requirements.

RAN security mechanisms shall have the capability to apply to a single network slice, rather than the whole RAN
RAN security mechanisms shall reduce security overhead for small data transmissions.
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