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Change 1
	Function name
	function f_EUTRA_PdcpScurityProcedure_Integrity_9_4()

	Reason for change
	When executing on a multi-PDN UE, handling for deactivation of the additional PDN is not present

	Summary of change
	Added the functions to handle deactivation of additional PDN

	TTCN module
	EUTRA_NasSecurityProcedures.ttcn

	MCC160 Comment
	


Before change

  function f_EUTRA_PdcpScurityProcedure_Integrity_9_4(B3_Type p_NAS_IntegrityProtAlgorithm) runs on EUTRA_PTC

  {

    timer t_WaitTimer := f_EUTRA_SetTimerToleranceMin(eutra_CellA, nasTTCNTimer, 5.0) ; //5 seconds timer acc. to the test case prose @sic R5w100302, R5-106675 sic@

    // Initialise the integrity algorithm to test

    f_EUTRA_NAS_IntegrityAlgorithm_Set (p_NAS_IntegrityProtAlgorithm);

    //steps 1 to 10

    f_EUTRA_PdcpScurityProcedure_Common_9_4();

    //+   The SS Transmits an IDENTITY REQUEST message [Not integrity protected] <- IDENTITY REQUEST

    //@siclog "Step 11" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   in 5 seonds ? -> IDENTITY RESPONSE [2,F]

    //@siclog "Step 12" siclog@

    t_WaitTimer.start;

    alt {

      []SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                        cr_NAS_Indication(?,

                                                          cr_IDENTITY_RESPONSE(f_Imei2MobileIdentity(px_IMEI_Def)))))

        {

          t_WaitTimer.stop;

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 12: UE is responding to non integrity protected SMC");

        }

      [] t_WaitTimer.timeout {}

    }

 }
After change

….

 import from IP_PTC_CtrlMsgs all; 

  import from EUTRA_DRB_Templates all;

  import from EUTRA_ASP_TypeDefs all; 

…. 
 function f_EUTRA_PdcpScurityProcedure_Integrity_9_4(B3_Type p_NAS_IntegrityProtAlgorithm) runs on EUTRA_PTC

  {

    timer t_WaitTimer := f_EUTRA_SetTimerToleranceMin(eutra_CellA, nasTTCNTimer, 5.0) ; //5 seconds timer acc. to the test case prose @sic R5w100302, R5-106675 sic@

    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId; 
    // Initialise the integrity algorithm to test

    f_EUTRA_NAS_IntegrityAlgorithm_Set (p_NAS_IntegrityProtAlgorithm);

    //steps 1 to 10

    f_EUTRA_PdcpScurityProcedure_Common_9_4();

    //+   The SS Transmits an IDENTITY REQUEST message [Not integrity protected] <- IDENTITY REQUEST

    //@siclog "Step 11" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   in 5 seonds ? -> IDENTITY RESPONSE [2,F]

    //@siclog "Step 12" siclog@

    t_WaitTimer.start;

    alt {

      []SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                        cr_NAS_Indication(?,

                                                          cr_IDENTITY_RESPONSE(f_Imei2MobileIdentity(px_IMEI_Def)))))

        {

          t_WaitTimer.stop;

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 12: UE is responding to non integrity protected SMC");

        }

      [] t_WaitTimer.timeout {}

    }

    //@siclog "Step 13 - 142" siclog@

    //IF MULTI_PDN = TRUE (NOTE) THEN steps 10-12 of the generic procedure for network initiated release of additional PDN connectivity specified in TS 36.508 subclause 4.5A.18.3 are performed for the non-IMS PDN.

    if (tsc_EUTRA_Registration_MultiplePDN) { // @sic R5-156138 sic@

      v_EpsBearerId := f_EUTRA_InitialRegistrationEpsBearerId(firstPDN);

      f_EUTRA_DeactivateEPS_BearerContext(eutra_CellA, v_EpsBearerId);

      f_IP_Handling_Stop(IP, cs_IP_StopPDN(PDN_Internet));

    }    

  }
Change 2
	Function name
	function f_EUTRA_PdcpScurityProcedure_Common_9_4()

	Reason for change
	1. The bearer ID would be wrong when used in multi-PDN configuration
2. IP Handling is not started for DRB associated with additional PDN

3. Unnecessary wait timer for IMS messages, when first the additional PDN needs to be activated for multi-PDN configuration

4. No support for additional PDN activation and handling

	Summary of change
	1. Corrected the way the variable for bearer id is populated to take into account multi PDN configuration
2. Made the changes to start IP Handling

3. Passed ‘noDelay’ in Attach Complete

4. Added the required function to support and activate additional PDN

	TTCN module
	EUTRA_NasSecurityProcedures.ttcn

	MCC160 Comment
	


Before change

   function f_EUTRA_PdcpScurityProcedure_Common_9_4() runs on EUTRA_PTC

  {

    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId;
    var ProcedureTransactionIdentifier v_EpsPti := tsc_PTI_1;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);   // get all data which are required for a GUTI

    var NAS_MSG_Indication_Type v_NasInd;                                            // temporary variable which is used when receiving NAS ASPs

    // initialize security parameters

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    //v_AdditionalUpdateType is defined to follow TTCN3 v411 standard

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (); // @sic R5-103681 sic@

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    var APNandPCOs_Type v_APNandPCOs;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);

    var NAS_Lac v_LAC := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellA );

    var template (omit) LocAreaId v_LAI := f_GetLAI ( v_PLMN, v_LAC, NORMAL); // @sic R5s110427 sic@

    var template (omit) MobileIdentity v_MSId := f_GetMSId (NORMAL); // @sic R5s110427 sic@

    var EUTRA_DelayForUserPlaneSignalling_Type v_WaitForIMS := waitForIMS;//anupams@test_MultiPDN

    var template (value) RadioBearerList_Type v_DrbConfigList := cs_DrbConfigList_DRB1;  // per default DRB1 only//anupams@test_MultiPDN

    var DRB_Identity v_DrbForInternet;//anupams@test_MultiPDN    

…

…

…

    //@siclog "Steps 6a1 - 6a2" siclog@

    v_APNandPCOs := f_ESM_InitialRegistration_InitAPNandPCOs(eutra_CellA, f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST), v_EpsPti); // @sic R5-110708, R5s150963 sic@

    if (isvalue(v_APNandPCOs.protocolConfigurationOptions)) { // @sic R5s150963 sic@

      v_Pco := v_APNandPCOs.protocolConfigurationOptions;

    }

    v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(eutra_CellA, v_SecurityParams, v_NasCountUL);

    f_EUTRA_Security_Set(v_SecurityParams);

    //+   The SS transmits an ATTACH ACCEPT message.  <-- ATTACH ACCEPT

    //@siclog "Step 7" siclog@

    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(eutra_CellA,

                                                                  v_EpsBearerId,

                                                                  tsc_RRC_TI_Def,

                                                                  v_EpsPti,

                                                                  v_AttachType,  // @sic R5s110228 sic@

                                                                  f_EUTRA_GetPDNAddress (f_CheckPCOforIPallocationViaNas (v_Pco)),

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_GutiParams),

                                                                  cs_TrackingAreaIdListDef_lv,

                                                                  v_LAI,   // @sic R5s110427 sic@

                                                                  v_MSId,

                                                                  omit,

                                                                  v_APNandPCOs.accessPointName,  // @sic R5s150963 sic@

                                                                  f_GetDefaultProtocolConfigOptions (v_Pco), // @sic R5-104703 sic@

                                                                  f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType, // @sic R5-103681 sic@

                                                                                              NORMAL)); // @sic R5s110176 sic@

    //+   The UE transmits an ATTACH COMPLETE message --> ATTACH COMPLETE

    //@siclog "Step 8" siclog@

    f_EUTRA_NAS_AttachComplete(eutra_CellA, v_EpsBearerId);
    if (tsc_EUTRA_Registration_MultiplePDN) 

    {   // @sic R5-144797: support of multiple PDN registration sic@

      f_EUTRA_IdleUpdated_ConnectToAdditionalPDN(eutra_CellA, waitForIMS);

    }    //anupams@test_MultiPDN

    //+   The SS Transmits an IDENTITY REQUEST message [Security

    //+   protected] <- IDENTITY REQUEST

    //@siclog "Step 9" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   [Security Protected]? -> IDENTITY RESPONSE [1,P]

    //@siclog "Step 10" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10");

  }
After change

  function f_EUTRA_PdcpScurityProcedure_Common_9_4() runs on EUTRA_PTC

  {

    var EPS_BearerIdentity v_EpsBearerId := f_EUTRA_InitialRegistrationEpsBearerId(firstPDN);  

    var ProcedureTransactionIdentifier v_EpsPti := tsc_PTI_1;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);   // get all data which are required for a GUTI

    var NAS_MSG_Indication_Type v_NasInd;                                            // temporary variable which is used when receiving NAS ASPs

    // initialize security parameters

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    //v_AdditionalUpdateType is defined to follow TTCN3 v411 standard

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (); // @sic R5-103681 sic@

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    var APNandPCOs_Type v_APNandPCOs;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);

    var NAS_Lac v_LAC := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellA );

    var template (omit) LocAreaId v_LAI := f_GetLAI ( v_PLMN, v_LAC, NORMAL); // @sic R5s110427 sic@

    var template (omit) MobileIdentity v_MSId := f_GetMSId (NORMAL); // @sic R5s110427 sic@

    var EUTRA_DelayForUserPlaneSignalling_Type v_WaitForIMS := waitForIMS;

    var template (value) RadioBearerList_Type v_DrbConfigList := cs_DrbConfigList_DRB1;  

    var DRB_Identity v_DrbForInternet; 

…

…

…

    //@siclog "Steps 6a1 - 6a2" siclog@

    v_APNandPCOs := f_ESM_InitialRegistration_InitAPNandPCOs(eutra_CellA, f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST), v_EpsPti); // @sic R5-110708, R5s150963 sic@

    if (isvalue(v_APNandPCOs.protocolConfigurationOptions)) { // @sic R5s150963 sic@

      v_Pco := v_APNandPCOs.protocolConfigurationOptions;

    }

    if (tsc_EUTRA_Registration_MultiplePDN) {   /* @sic R5-144797, R5s150338 sic@  @sic R5-156138 sic@ */

      v_DrbForInternet := f_EUTRA_EpsBearerAssociatedDRB(tsc_EpsDefaultBearerId2ndPDN);

      f_IP_Handling_Start(IP, PDN_Internet, cs_DrbInfo_EUTRA(eutra_CellA, v_DrbForInternet));

      v_DrbConfigList[1] := cs_OneDRB_ConfigAM(v_DrbForInternet);

      v_WaitForIMS := noDelay;

    }

    v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(eutra_CellA, v_SecurityParams, v_NasCountUL, v_DrbConfigList);
    f_EUTRA_Security_Set(v_SecurityParams);

    //+   The SS transmits an ATTACH ACCEPT message.  <-- ATTACH ACCEPT

    //@siclog "Step 7" siclog@

    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(eutra_CellA,

                                                                  v_EpsBearerId,

                                                                  tsc_RRC_TI_Def,

                                                                  v_EpsPti,

                                                                  v_AttachType,  // @sic R5s110228 sic@

                                                                  f_EUTRA_GetPDNAddress (f_CheckPCOforIPallocationViaNas (v_Pco)),

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_GutiParams),

                                                                  cs_TrackingAreaIdListDef_lv,

                                                                  v_LAI,   // @sic R5s110427 sic@

                                                                  v_MSId,

                                                                  omit,

                                                                  v_APNandPCOs.accessPointName,  // @sic R5s150963 sic@

                                                                  f_GetDefaultProtocolConfigOptions (v_Pco), // @sic R5-104703 sic@

                                                                  f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType, // @sic R5-103681 sic@

                                                                                              NORMAL)); // @sic R5s110176 sic@

    //+   The UE transmits an ATTACH COMPLETE message --> ATTACH COMPLETE

    //@siclog "Step 8" siclog@

    f_EUTRA_NAS_AttachComplete(eutra_CellA, v_EpsBearerId, v_WaitForIMS);

    if (tsc_EUTRA_Registration_MultiplePDN) 

    {   // @sic R5-144797: support of multiple PDN registration sic@

      f_EUTRA_IdleUpdated_ConnectToAdditionalPDN(eutra_CellA, waitForIMS);

    }   
    //+   The SS Transmits an IDENTITY REQUEST message [Security

    //+   protected] <- IDENTITY REQUEST

    //@siclog "Step 9" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   [Security Protected]? -> IDENTITY RESPONSE [1,P]

    //@siclog "Step 10" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10");

  }
