PAGE  
5344
Release 12
3GPP TS 34.123-1 V12.2.0 (2015-12)


3GPP TSG-RAN WG5 Meeting #70  
R5-160357
St Julian’s Malta,  15th – 19th February 2016

	CR-Form-v11.1

	CHANGE REQUEST

	

	
	34.123-1
	CR
	3832
	rev
	
	Current version:
	12.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Correction to Rel-7 NISPC testcases 11.1.5.2, 11.2.1a, 11.2.1b and 11.9.1

	
	

	Source to WG:
	Rohde & Schwarz, Qualcomm Incorporated

	Source to TSG:
	R5

	
	

	Work item code:
	TEI7_Test
	
	Date:
	2016-02-04

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	In the current Prose for the testcases 11.1.5.2, 11.2.1a, 11.2.1b and 11.9.1, the Activate RB Test Mode procedure is done before the Security Mode procedure. This means that the Activate RB Test Mode is not integrity protected. This is not a good practice.

Also, the legacy testcases peform this procedure after the Security Mode procedure. So it would make sense to bring these testcases inline with the legacy implementation.

	
	

	Summary of change:
	The Activate RB Test Mode procedure is now performed after reception of Activate PDP Context REQ. Removed the Step 3a and introduced a step 5A0. Please see below.

	
	

	Consequences if not approved:
	Prose not inline with legacy testcases, which will result in TTCN also being written differently.

	
	

	Clauses affected:
	11.1.5.2, 11.2.1a, 11.2.1b and 11.9.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	


11.1.5.2
Successful Secondary PDP Context Activation, Deactivation and Re-activation Initiated by the Network

11.1.5.2.1
Definition 

11.1.5.2.2
Conformance requirement 

In order to request a PDP context activation with the same PDP address and APN as an already active PDP context, the MS shall send an ACTIVATE SECONDARY PDP CONTEXT REQUEST message to the network, enter the state PDP-ACTIVE-PENDING and start timer T3380. The message shall contain the selected NSAPI. The MS shall ensure that the selected NSAPI is not currently being used by another Session Management entity in the MS. The message shall also include a QoS profile, a requested LLC SAPI and the Linked TI. The QoS profile is the requested QoS. If present, the TFT shall be sent transparently through the SGSN to the GGSN to enable packet classification and policing for downlink data transfer.

Upon receipt of an ACTIVATE SECONDARY PDP CONTEXT REQUEST, the network shall validate the message by verifying the TI given in the Linked TI IE to be any of the active PDP context(s). The same GGSN address shall be used by the SGSN as for the already established PDP context(s) for that PDP address. The network shall select a radio priority level based on the QoS negotiated and shall reply with an ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, if the request can be accepted.

NOTE 1:
If the MS requested a value for a QoS parameter that is not within the range specified by 3GPP TS 23.107 [81], the network should negotiate the parameter to a value that lies within the specified range.

Upon receipt of the message ACTIVATE SECONDARY PDP CONTEXT ACCEPT, the MS shall stop timer T3380 and enter the state PDP-ACTIVE. If the offered QoS parameters received from the network differ from the QoS requested by the MS, the MS shall either accept the negotiated QoS or initiate the PDP context deactivation procedure. 

In A/Gb mode the MS shall initiate establishment of the logical link for the LLC SAPI indicated by the network with the offered QoS and selected radio priority level if no logical link has been already established for that SAPI. If the LLC SAPI indicated by the network can not be supported by the MS, the MS shall initiate the PDP context deactivation procedure.

In Iu mode, both SGSN and MS shall store the LLC SAPI and the radio priority in the PDP context. If an Iu mode to A/Gb mode Routing Area Update is performed, the new SGSN shall initiate establishment of the logical link using the negotiated LLC SAPI, the negotiated QoS profile and selected radio priority level stored in the PDP context as in an A/Gb mode to A/Gb mode Routing Area Update.

An MS, which is capable of operating in both A/Gb mode and Iu mode, shall use a valid LLC SAPI, while an MS which is capable of operating only in Iu mode shall indicate the LLC SAPI value as "LLC SAPI not assigned" in order to avoid unnecessary value range checking and any other possible confusion in the network. When the MS uses a valid LLC SAPI, the network shall return a valid LLC SAPI. The network shall return the “LLC SAPI not assigned” value only when the MS uses the “LLC SAPI not assigned” value.

NOTE 2:
The radio priority level and the LLC SAPI parameters, though not used in Iu mode, shall be included in the messages, in order to support handover between Iu mode and A/Gb mode networks. 

…

In order to request a PDP context activation with the same PDP address and APN as an already active PDP context, the network shall send a REQUEST SECONDARY PDP CONTEXT ACTIVATION message to the MS and start timer T3385. The message contains the required QoS, Linked TI, and optionally protocol configuration options and a TFT. If present, the TFT shall be sent transparently through the SGSN to the MS to enable packet classification and policing for uplink and downlink data transfer.

Upon receipt of a REQUEST SECONDARY PDP CONTEXT ACTIVATION message, the MS shall then either initiate the secondary PDP context activation procedure as described in the subclause 6.1.3.2.1 or shall reject the activation request by sending a REQUEST SECONDARY PDP CONTEXT ACTIVATION REJECT message as described in subclause 6.1.3.2.2a. The value of the reject cause IE of the REQUEST SECONDARY PDP CONTEXT ACTIVATION REJECT message shall indicate the reason for rejection, e.g. "insufficient resources to activate another context".

The ACTIVATE SECONDARY PDP CONTEXT REQUEST message sent by the MS in order to initiate the secondary PDP context activation procedure shall contain the QoS and Linked TI required in the REQUEST SECONDARY PDP CONTEXT ACTIVATION message. The MS shall also include a TFT with the downlink packet filters as specified in the REQUEST SECONDARY PDP CONTEXT ACTIVATION message.

Upon receipt of the ACTIVATE SECONDARY PDP CONTEXT REQUEST message, the network shall stop timer T3385.

The same procedures then apply as described for MS initiated secondary PDP context activation.

…

In order to deactivate a PDP context, the network sends a DEACTIVATE PDP CONTEXT REQUEST message to the MS and starts timer T3395. The message contains the transaction identifier in use for the PDP context to be deactivated and a cause code that typically indicates one of the following causes:

# 8:
Operator Determined Barring;

# 25:
LLC or SNDCP failure (A/Gb mode only);

# 36:
regular deactivation;

# 38:
network failure; or

# 39:
reactivation requested.

#112:
APN restriction value incompatible with active PDP context.
The MS shall, upon receipt of this message, reply with a DEACTIVATE PDP CONTEXT ACCEPT message. Upon receipt of the DEACTIVATE PDP CONTEXT ACCEPT message, the network shall stop the timer T3395.

If a detach is requested by the HLR for an MS that has PDP contexts for emergency services, the SGSN shall send a DEACTIVATE PDP CONTEXT REQUEST message to the MS for all the PDP contexts that are not PDP contexts for emergency services.

In A/Gb mode, both the MS and the network shall initiate local release of the logical link if it is not used by another PDP context.

In Iu mode, the network shall initiate the release of Radio Access Bearer associated with this PDP context.

…

Each valid downlink- and uplink-packet filter contains a unique identifier within a given TFT, an evaluation precedence index that is unique among all packet filters for the same direction (downlink or uplink) for one PDP address and APN pair, and at least one of the following attributes:

-
Remote Address and Subnet Mask.

-
Protocol Number (IPv4) / Next Header (IPv6).

-
Local Port Range.

-
Remote Port Range.

-
IPSec Security Parameter Index (SPI).

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

In the list of attributes above 'Remote' refers to the external network entity, and 'Local' to the MS.

Some of the above-listed attributes may coexist in a packet filter while others mutually exclude each other. In table 12 below, the possible combinations are shown. Only those attributes marked with an "X" may be specified for a single packet filter. All marked attributes may be specified, but at least one shall be specified.

If the parameters of the header of a received PDP PDU match all specified attribute values in a packet filter, then it is considered that a match is found for this packet filter. In this case, the evaluation procedure is aborted. Other packet filters in increasing order of their evaluation precedence index are evaluated until such match is found.

There may be potential conflicts if attribute values are combined in such a way that the defined filter can never achieve a match to a valid IP packet header. However, the determination of such conflicts is outside the scope of GPRS standardization.

Table 12: Valid Packet Filter Attribute Combinations

	
	Valid combination types

	Packet filter attribute
	I
	II
	III

	Remote Address and Subnet Mask
	X
	X
	X

	Protocol Number (IPv4) / Next Header (IPv6)
	X
	X
	

	Local Port Range
	X
	
	

	Remote Port Range
	X
	
	

	IPSec SPI
	
	X
	

	TOS (IPv4) / Traffic Class (IPv6) and Mask
	X
	X
	X

	Flow Label (IPv6)
	
	
	X


Reference

3GPP TS 24.008 clauses 6.1.3.2, 6.1.3.2.1, 6.1.3.2.1a and 6.1.3.4.2. 3GPP TS 23.060 clause 15.3.2.0.

11.1.5.2.3
Test purpose

1.
To verify that the UE, after having deactivated a network initiated secondary PDP context successfully, can re-activate a new network requested secondary PDP context associated with the same primary PDP context.

2.
To verify that the UE successfully performs data transfer on the radio bearer associated with the secondary PDP context packet filtering before and after the re-activation of the secondary PDP context.

11.1.5.2.4
Method of test

Initial conditions

System Simulator:


1 cell, default parameters.

User Equipment:


The UE and is in GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN.

Related ICS/IXIT statements

-
Method of context activation

Test procedure

A PDP context activation is requested by the user and accepted by the SS.
If the UE set the PDP type to ‘IPv4’ in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates an IPv4 address to the UE. If the UE sets the PDP type to IPv4v6 in the ACTIVATE PDP CONTEXT then the SS allocates an IPv4v6 address to the UE.
Else if the UE set the PDP type to ‘IPv6’ in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates an IPv6 address via stateless address auto configuration on the established primary PDP context and set the test variable IP type to “IPv6”.
A Secondary PDP context activation is requested by the SS by sending a REQUEST SECONDARY PDP CONTEXT ACTIVATION including Packet Filter#1 in the UL TFT. The UE requests activation of the secondary PDP context. On receipt of the ACTIVATE SECONDARY PDP CONTEXT REQUEST message an ACTIVATE SECONDARY PDP CONTEXT ACCEPT is returned by the SS with the same requested QoS. The SS then waits for T3380 seconds to ensure T3380 has been stopped and no more ACTIVATE SECONDARY PDP CONREXT REQUEST messages are sent by the UE.

The SS activates UE test loop mode 4 and transmits two IP Packets to the UE, IP packet#1 and IP packet#2. IP packet#1 does not match Packet Filter#1. IP packet#2 matches Packet Filter#1. The SS checks that IP packet#1 is returned by the UE on the radio bearer associated with the primary PDP context and IP packet#2 is returned by the UE on the radio bearer associated with the secondary PDP context. The SS deactivates UE test loop mode 4.

The SS then requests to deactivate the secondary PDP context by sending DEACTIVATE PDP CONTEXT message to the user. The SS starts the T3395 timer. The UE deactivates the secondary PDP context and issues the DEACTIVATE PDP CONTEXT ACCEPT message. On receipt of this message the SS stops the T3395 timer.

A re-activation of the secondary PDP context is requested by the SS by sending a REQUEST SECONDARY PDP CONTEXT ACTIVATION includes Packet Filter#2 (different from Packet Filter#1) in the UL TFT IE. The UE requests activation of the secondary PDP context. On receipt of the ACTIVATE SECONDARY PDP CONTEXT REQUEST message an ACTIVATE SECONDARY PDP CONTEXT ACCEPT is returned by the SS with the same requested QoS. The SS then waits for T3380 seconds to ensure T3380 has been stopped and no more ACTIVATE SECONDARY PDP CONREXT REQUEST messages are sent by the UE.

The SS activates UE test loop mode 4 and transmits two IP Packets to the UE, IP packet#3 and IP packet#4. IP packet#3 matches Packet Filter#1, but do not match Packet Filter#2. IP packet#4 matches Packet Filter#2. The SS checks that IP packet#3 is returned by the UE on the radio bearer associated with the primary PDP context (see Note) and IP packet#4 is returned by the UE on the radio bearer associated with the secondary PDP context. Note
IP packet#3 is set to match Packet Filter#1 to verify that UE does not re-activate Packet Filter#1 when the secondary PDP context is reactivated. If Packet Filter#1 would still be active after the deactivation and re-activation of the secondary PDP context then would IP packet#3 have been returned on the radio bearer associated with the secondary PDP context instead of the primary PDP context.

Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	SS
	
	The SS checks that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to either Originating Streaming Call, Originating Interactive Call or Originating Background Call or OriginatingSubscribedTrafficCall

	2
	SS
	
	

	3
	(
	SERVICE REQUEST
	Service type = "signalling"

	3a
	
	Void
	

	4
	SS
	
	The SS starts integrity protection.

	5
	(
	ACTIVATE PDP CONTEXT REQUEST
	Activate a PDP context

	5A0
	
	
	The SS activates UE radio bearer test mode in accordance to [10] TS 34.109, clause 5.2.1

	5A
	SS
	
	IF the UE in step 5 set the PDP type to ' IPv4' in the ACTIVATE PDP CONTEXT REQUEST message then the SS allocates an IPv4 address.
IF the UE in step 5 set the PDP type to ‘IPv4v6’ in the ACTIVATE PDP CONTEXT REQUEST message then the SS allocates an IPv4v6 address

ELSE IF the UE in step 5 set the PDP type to ' IPv6' in the ACTIVATE PDP CONTEXT REQUEST message then the SS sets the test variable IPtype='IPv6' 

	6
	SS
	
	The SS establishes the RAB according to reference radio bearer combination 6.10.2.4.1.26 in [9] (1xPS RB 64kbps).

	7
	(
	ACTIVATE PDP CONTEXT ACCEPT
	The SS accepts the PDP context.

	
	
	
	EXCEPTION:

If the test variable is set to ‘IPv6’ then stateless address auto configuration occurs on the user plane bearer established with the ACTIVATE PDP CONTEXT REQUEST message.

	8
	SS
	
	The SS initiates a secondary PDP context activation

	9
	(
	REQUEST SECONDARY PDP CONTEXT ACTIVATION
	The SS requests a Secondary PDP context activation and starts timer T3385. A UL TFT filter (Packet Filter#1) is configured.

	10
	(
	ACTIVATE SECONDARY PDP CONTEXT REQUEST
	The UE requests a Secondary PDP context activation, enters the state PDP-ACTIVE-PENDING and starts timer T3380. NSAPI IE value is different from the value in Step 4.

	11
	SS
	
	The SS stops timer T3385.

The SS reconfigures the RAB according to reference radio bearer combination 6.10.2.4.1.57 in [9] (2xPS RB 64kbps).

	12
	(
	ACTIVATE SECONDARY PDP CONTEXT ACCEPT
	The SS accepts the Secondary PDP context activation with the requested QoS

	13
	SS
	
	The SS waits for T3380 seconds to ensure no further activate request messages come from the UE

	14
	SS
	
	The SS activates UE test loop mode 4 to establish UE loopback of IP PDUs. See [10] TS 34.109 clause 5.3.2. 

	15
	(
	IP PDU (IP packet#1)
	The SS transmits IP packet#1 to the UE. IP packet#1 does not match Packet Filter#1. 

	16
	(
	IP PDU (IP packet#1)
	The SS checks during 1 second that UE transmits IP packet#1 on the radio bearer associated with the primary PDP context. 

	17
	(
	IP PDU (IP packet#2)
	The SS transmits IP packet#2 to the UE. IP packet#2 matches Packet Filter#1. 

	18
	(
	IP PDU (IP packet#2)
	The SS checks during 1 second that UE transmits IP packet#2 on the radio bearer associated with the secondary PDP context. 

	19
	SS
	
	The SS deactivates UE test loop mode 4. See [10] TS 34.109 clause 5.3.3. 

	20
	(
	DEACTIVATE PDP CONTEXT
	The SS starts timer T3395. Cause code set to #36 (regular deactivation) 

	21
	(
	DEACTIVATE PDP CONTEXT ACCEPT
	The SS stops timer T3395.

The SS reconfigures the RAB.

	22
	SS
	
	The SS initiates a secondary PDP context activation

	23
	(
	REQUEST SECONDARY PDP CONTEXT ACTIVATION
	The SS requests a Secondary PDP context activation and starts timer T3385. The SS configures Packet Filter#2 in the UL TFT associated with the secondary PDP context.

	24
	(
	ACTIVATE SECONDARY PDP CONTEXT REQUEST
	The UE requests a Secondary PDP context activation, enters the state PDP-ACTIVE-PENDING and starts timer T3380. NSAPI IE value is different from the value in Step 4.

	25
	SS
	
	The SS stops timer T3385.

The SS reconfigures the RAB.

	26
	(
	ACTIVATE SECONDARY PDP CONTEXT ACCEPT
	The SS accepts the Secondary PDP context activation with the requested QoS

	27
	SS
	
	The SS waits for T3380 seconds to ensure no further activate request messages come from the UE

	28
	SS
	
	The SS activates UE test loop mode 4 to establish UE loopback of IP PDUs. See [10] TS 34.109 clause 5.3.2.

	29
	(
	IP PDU (IP packet#3)
	The SS transmits IP packet#3 to the UE. IP packet#3 do not match Packet Filter#2, but do match Packet Filter#1. 

	30
	(
	IP PDU (IP packet#3)
	The SS checks during 1 second that UE transmits IP packet#3 on the radio bearer associated with the primary PDP context. 

	31
	(
	IP PDU (IP packet#4)
	The SS transmits IP packet#4 to the UE. IP packet#4 matches Packet Filter#2. 

	32
	(
	IP PDU (IP packet#4)
	The SS checks during 1 second that UE transmits IP packet#4 on the radio bearer associated with the secondary PDP context. 


Specific message contents

Step 5: TI flag (octet 1, Bit 8) in TI IE is set to ‘0’ and value of TIO (octet 1, Bits 765) is set in range 0-6.

Step 7: TI flag in TI IE is set to ‘1’ and value of TIO is the same as in Step 5. The IE Protocol Configuration Options is included in this message which has 0005H (Selected Bearer control Mode) set as container identifier in the Additional parameters list. Also, the container identifier contents are set as ‘02’H which means that MS/NW mode is selected.

Step 9: 
-
The Linked TI information element in REQUEST SECONDARY PDP CONTEXT ACTIVATION message specifies the TI for the PDP context already activated and is set according to Step 7. The request includes a Bi-directional Packet filter, Packet Filter#1. 

-
TI flag in TI IE is set to ‘0’ and value of TIO is different to Step 5
-
Packet Filter#1 is set according to table11.1.5.2.4-1.
Step 10:

-
The Linked TI information element in ACTIVATE SECONDARY PDP CONTEXT REQUEST message specifies the TI for the PDP context already activated, as received in step 9

-
TI flag in TI IE is set to ‘1’ and value of TIO is the same as in Step 5 and 7

-
NSAPI IE value is different from NSAPI value in Step 5

Step 12: TI flag in TI IE is set to ‘0’ and value of TIO is the same as in Step 10.

Step 14: UE test loop mode IE is set to UE test loop mode 4 in the CLOSE UE TEST LOOP message, see [10] TS 34.109 clause 6.2.

Step 15: IP packet#1 is set according to table11.1.5.2.4-2.
Step 17: IP packet#2 is set according to table11.1.5.2.4-3
Step 20:

-
TI flag in TI IE is set to ‘0’ and value of TIO is the same as in Step 10

-
The Cause Code IE is set to #36 (regular deactivation)

Step 23: The Linked TI information element in ACTIVATE SECONDARY PDP CONTEXT REQUEST message specifies the TI for the PDP context already activated, as received in step 9. The request includes an UL TFT filter, Packet Filter#2.

Packet Filter#2 is set according to table11.1.5.2.4-1.
Step 24:

-
The Linked TI information element in ACTIVATE SECONDARY PDP CONTEXT REQUEST message specifies the TI for the PDP context already activated, as received in step 9

-
TI flag in TI IE is set to ‘0’ and value of TIO is the same as in Step 5 and 7

-
NSAPI IE value is different from NSAPI value in Step 5

Step 28: UE test loop mode IE is set to UE test loop mode 4 in the CLOSE UE TEST LOOP message, see [10] TS 34.109 clause 6.2.

Step 29: IP packet#3 is set according to table11.1.5.2.4-4.
Step 31: IP packet#4 is set according to table11.1.5.2.4-2.
Table 11.1.5.2.4-1: Packet Filter Table

	Packet filter ID
	UL TFT
	Packet filter evaluation precedence
	Protocol Number (IPv4) / Next Header (IPv6)
	Remote address and Subnet mask
	Single Local Port

(UE)
	Local Port Range

(UE)
	Single Remote Port

(NW)
	Remote Port Range

(NW)
	IPSec SPI range
	Type of Service (IPv4) / Traffic Class (IPv6) and Mask
	Flow Label (IPv6)
	Comments

	1
	Secondary PDP Context (step 9) 
	6
	17
(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	60001
	-
	-
	60350:

60450
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and specific local port number and remote port number range. This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.

	2
	Secondary PDP Context (step23)
	5
	17
(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	60001
	-
	-
	60350:

60450
	-
	10100000, Mask=
11111100
	-
	Same as packet filter#1 except for “Type of Service(IPv4) / Traffic Class (IPv6)” packet filter component.


Table 11.1.5.2.4-2: IP packet#1 (step 15, does not match packet filter#1)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101001
	Significant for packet filter 1. Value matches packet filter 1.
	

	Protocol
	17
	UDP

Significant packet filters 1. Value matches packet filter 1.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	Fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.9.1
	Significant for packet filter 1. Value does not match packet filter 1.
	IPv4

	
	2001:0bb0:0001:0001
	Significant for packet filter 1 Value does not match packet filter 1.
	IPv6

	Source Port
	60001
	Significant for packet filter 1. Value matches packet filter 1.
	

	Destination Port
	60350
	Significant for packet filter 1. Value matches packet filter 1.
	


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.1.5.2.4-3: IP packet#2 (step 17, matches packet filter#1)

	Derivation path: IP packet#1, Table 11.1.5.2.4-2.

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101001
	Significant for packet filter 1. Value matches packet filter 1. 
	

	Destination Address
	172.168.8.1
	Significant for packet filter 1. Value matches packet filter 1. 
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filter 1. Value matches packet filter 1. 
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.1.5.2.4-4: IP packet#3 (step 29, does not match packet filter#2, matches removed packet filter#1)

	Derivation path: IP packet#1, Table 11.1.5.2.4-2.

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101001
	Significant for packet filter 2. Value does not match packet filter 2.
	

	Destination Address
	172.168.8.1
	Significant for packet filter 2. Value matches packet filter 2.
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filter 1. Value matches packet filter 2.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.1.5.2.4-5: IP packet#4 (step 31, matches packet filter#2)

	Derivation path: IP packet#1, Table 11.1.5.2.4-2.

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10100000
	Significant for packet filter 2. Value matches packet filter 2.
	

	Destination Address
	172.168.8.1
	Significant for packet filter 2. Value matches packet filter 2.
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filter 2. Value matches packet filter 2.
	IPv6


11.1.5.2.5
Test requirements

To pass the test the UE shall:

-
at step 16 transmit an IP PDU containing IP packet#1 on the radio bearer associated with the primary PDP context.

-
at step 18 transmit an IP PDU containing IP packet#2 on the radio bearer associated with the secondary PDP context.

-
at step 30 transmit an IP PDU containing IP packet#3 on the radio bearer associated with the primary PDP context.

-
at step 32 transmit an IP PDU containing IP packet#4 on the radio bearer associated with the secondary PDP context.

11.2
PDP context modification procedure

[sections skipped here]
11.2.1a
Network initiated PDP context modification / Adding and deleting filters to TFT of a secondary PDP context

11.2.1a.1
Definition

11.2.1a.2
Conformance requirement

In order to initiate the procedure, the network sends the MODIFY PDP CONTEXT REQUEST message to the MS and starts timer T3386. The message shall contain the new QoS and the radio priority level and LLC SAPI that shall be used by the MS in A/Gb mode at the lower layers for the transmission of data related to the PDP context. The MODIFY PDP CONTEXT REQUEST message may also contain modified packet filters in the TFT information element that shall be applied to that specific PDP context. 

The network informs the MS about the Bearer Control Mode to be applied for all active PDP contexts sharing the same PDP Address and APN by including the selected Bearer Control Mode parameter in the protocol configuration options information element. This information is either explicitly given in the MODIFY PDP CONTEXT REQUEST message or implicitly given by not being present. The MS shall act according to the presence of the protocol configuration options information element and the value of the selected Bearer Control Mode parameter in the MODIFY PDP CONTEXT REQUEST message:

-
if the protocol configuration options information element is not present, the MS shall apply Bearer Control Mode 'MS only' for all active PDP contexts sharing the same PDP Address and APN.

-
if the selected Bearer Control Mode parameter is not present in the protocol configuration options information element, the MS shall apply Bearer Control Mode 'MS only' for all active PDP contexts sharing the same PDP Address and APN. 

-
if the selected Bearer Control Mode parameter is present in the protocol configuration options information element, the MS shall apply Bearer Control Mode according to the value of this parameter for all active PDP contexts sharing the same PDP Address and APN.

Upon receipt of the MODIFY PDP CONTEXT REQUEST message the MS shall reply with the MODIFY PDP CONTEXT ACCEPT message, if the MS accepts the new QoS and the indicated LLC SAPI.

The network shall upon receipt of the MODIFY PDP CONTEXT ACCEPT message stop timer T3386.

In A/Gb mode, the network shall establish, reconfigure or continue using the logical link with the new QoS for the LLC SAPI indicated in the MODIFY PDP CONTEXT REQUEST message.

In Iu mode, if the Radio Access Bearer supporting the PDP context is active, then the network shall reconfigure and continue using the Radio Access Bearer with the new QoS indicated in the MODIFY PDP CONTEXT REQUEST message; if the PDP context is preserved, then the network may re-establish a Radio Access Bearer with the new QoS indicated in the MODIFY PDP CONTEXT REQUEST message.

…

Each valid downlink- and uplink-packet filter contains a unique identifier within a given TFT, an evaluation precedence index that is unique among all packet filters for the same direction (downlink or uplink) for one PDP address and APN pair, and at least one of the following attributes:

-
Remote Address and Subnet Mask.

-
Protocol Number (IPv4) / Next Header (IPv6).

-
Local Port Range.

-
Remote Port Range.

-
IPSec Security Parameter Index (SPI).

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

In the list of attributes above 'Remote' refers to the external network entity, and 'Local' to the MS.

Some of the above-listed attributes may coexist in a packet filter while others mutually exclude each other. In table 12 below, the possible combinations are shown. Only those attributes marked with an "X" may be specified for a single packet filter. All marked attributes may be specified, but at least one shall be specified.

If the parameters of the header of a received PDP PDU match all specified attribute values in a packet filter, then it is considered that a match is found for this packet filter. In this case, the evaluation procedure is aborted. Other packet filters in increasing order of their evaluation precedence index are evaluated until such match is found.

There may be potential conflicts if attribute values are combined in such a way that the defined filter can never achieve a match to a valid IP packet header. However, the determination of such conflicts is outside the scope of GPRS standardization.

Table 12: Valid Packet Filter Attribute Combinations

	
	Valid combination types

	Packet filter attribute
	I
	II
	III

	Remote Address and Subnet Mask
	X
	X
	X

	Protocol Number (IPv4) / Next Header (IPv6)
	X
	X
	

	Local Port Range
	X
	
	

	Remote Port Range
	X
	
	

	IPSec SPI
	
	X
	

	TOS (IPv4) / Traffic Class (IPv6) and Mask
	X
	X
	X

	Flow Label (IPv6)
	
	
	X


Reference

3GPP TS 24.008 clauses 6.1.3.3 and 6.1.3.3.1. 3GPP TS 23.060 clause 15.3.2.0.

11.2.1a.3
Test purpose

1.
To verify that the UE successfully performs network initiated PDP context modification procedures to add and delete filters to the TFT of an active secondary PDP context.

2.
To verify that the UE successfully performs packet filtering before and after modification of filters.

11.2.1a.4
Method of test

Initial conditions

System Simulator:


1 cell, default parameters.

User Equipment:


The UE is in GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN.

Related ICS/IXIT statements

-
Method of activating a PDP context

-
Support of automatic PS attach procedure at switch on 
yes/no

Test procedure

A PDP context activation is requested by the user and accepted by the SS.
If the UE set the PDP type to ‘IPv4’ in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates a IPv4 address to the UE and set the test variable IP type to “IPv4”. If the UE sets the PDP type to IPv4v6 in the ACTIVATE PDP CONTEXT then the SS allocates an IPv4v6 address to the UE.
Else if the UE set the PDP type to ‘IPv6’ in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates an IPv6 address via stateless address auto configuration on the established primary PDP context and set the test variable IP type to “IPv6”. A Secondary PDP context activation with a UL TFT filter (Packet Filter#1) is requested by the SS and the activation procedure is completed by the UE.

The SS activates UE test loop mode 4 and transmits two IP Packets to the UE, IP packet#1 and IP packet#2. IP packet#1 does not match Packet Filter#1. IP packet#2 matches Packet Filter#1. The SS checks that IP packet#1 is returned by the UE on the radio bearer associated with the primary PDP context and IP packet#2 is returned by the UE on the radio bearer associated with the secondary PDP context. The SS sends a MODIFY PDP CONTEXT REQUEST message to the UE requesting a new TFT filter to be added, Packet Filter#2. The UE sends a MODIFY PDP CONTEXT ACCEPT message in return.

The SS transmits three IP Packets to the UE, IP packet#3; IP packet#4 and IP packet#5. IP packet#3 does not match Packet Filter#1 nor Packet Filter#2. IP packet#4 matches Packet Filter#1, but not Packet Filter#2. IP packet#5 matches Packet Filter#2, but not Packet Filter#1. The SS checks that IP packet#3 is returned by the UE on the radio bearer associated with the primary PDP context. The SS checks that IP packet#4 and IP packet#5 are returned by the UE on the radio bearer associated with the secondary PDP context. The SS sends a MODIFY PDP CONTEXT REQUEST message to the UE requesting Packet Filter#1 to be removed from the TFT. The UE sends a MODIFY PDP CONTEXT ACCEPT message in return.

The SS transmits two IP Packets to the UE, IP packet#6 and IP packet#7. IP packet#6 matches Packet Filter#1, but not Packet Filter#2. IP packet#7 matches Packet Filter#2. The SS checks that IP packet#6 is returned by the UE on the radio bearer associated with the primary PDP context (see Note). The SS checks that IP packet#7 is returned by the UE on the radio bearer associated with the secondary PDP context. Note
IP packet#6 is set to match Packet Filter#1, but not Packet Filkter#2 to verify that UE have successfully removed Packet Filter#1. If Packet Filter#1 would not have been removed by the UE then would IP packet#6 have been returned on the radio bearer associated with the secondary PDP context instead of the primary PDP context.

Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	SS
	
	The SS checks that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to either Originating Streaming Call, Originating Interactive Call or Originating Background Call or OriginatingSubscribedTrafficCall

	2
	SS
	
	

	3
	(
	SERVICE REQUEST
	Service type = "signalling"

	3a
	
	Void
	

	4
	SS
	
	The SS starts integrity protection.

	5
	(
	ACTIVATE PDP CONTEXT REQUEST
	Activate a PDP context

	5A0
	
	
	The SS activates UE radio bearer test mode in accordance to [10] TS 34.109, clause 5.2.1

	5A
	SS
	
	IF the UE in step 5 set the PDP type to ' IPv4' or in the ACTIVATE PDP CONTEXT REQUEST message then the SS sets the test variable IPtype='IPv4' 
IF the UE in step 4 set the PDP type to ‘IPv4v6’ in the ACTIVATE PDP CONTEXT REQUEST message then the SS allocates an IPv4v6 address.
ELSE IF the UE in step 5 set the PDP type to ' IPv6' in the ACTIVATE PDP CONTEXT REQUEST message then the SS sets the test variable IPtype='IPv6'

	6
	SS
	
	The SS establishes the RAB according to reference radio bearer combination 6.10.2.4.1.26 in [9] (1xPS RB 64kbps).

	7
	(
	ACTIVATE PDP CONTEXT ACCEPT
	The SS accepts the PDP context.

	
	
	
	EXCEPTION:

If the test variable is set to ‘IPv6’ then stateless address auto configuration occurs on the user plane bearer established with the ACTIVATE PDP CONTEXT REQUEST message.

	8
	SS
	
	The SS initiates a secondary PDP context activation

	9
	(
	REQUEST SECONDARY PDP CONTEXT ACTIVATION
	The SS requests a Secondary PDP context activation and starts timer T3385. A UL TFT filter (Packet Filter#1) is configured.

	10
	(
	ACTIVATE SECONDARY PDP CONTEXT REQUEST
	The UE requests a Secondary PDP context activation, enters the state PDP-ACTIVE-PENDING and starts timer T3380. NSAPI IE value is different from the value in Step 4.

	11
	SS
	
	The SS stops timer T3385.

The SS reconfigures the RAB according to reference radio bearer combination 6.10.2.4.1.57 in [9] (2xPS RB 64kbps).

	12
	(
	ACTIVATE SECONDARY PDP CONTEXT ACCEPT
	The SS accepts the Secondary PDP context activation with the requested QoS

	13
	SS
	
	The SS waits for T3380 seconds to ensure no further activate request messages come from the UE

	14
	SS
	
	The SS activates UE test loop mode 4 to establish UE loopback of IP PDUs. See [10] TS 34.109 clause 5.3.2.

	15
	(
	IP PDU (IP packet#1)
	The SS transmits IP packet#1 to the UE. IP packet#1 does not match Packet Filter#1. 

	16
	(
	IP PDU (IP packet#1)
	The SS checks during 1 second that UE transmits IP packet#1 on the radio bearer associated with the primary PDP context. 

	17
	(
	IP DPU (IP packet#2)
	The SS transmits IP packet#2 to the UE. IP packet#2 matches Packet Filter#1. 

	18
	(
	IP PDU (IP packet#2)
	The SS checks during 1 second that UE transmits IP packet#2 on the radio bearer associated with the secondary PDP context. 

	19
	(
	MODIFY PDP CONTEXT REQUEST (NETWORK TO UE DIRECTION)
	The SS sends a modify request to UE to add a UL TFT filter (Packet Filter#2) to the secondary PDP context

	20
	(
	MODIFY PDP CONTEXT ACCEPT (UE TO NETWORK DIRECTION)
	The UE accepts the modification request from the SS. 

	21
	(
	IP PDU (IP packet#3)
	The SS transmits IP packet#3 to the UE. IP packet#3 does not match Packet Filter#1 nor Packet Filter#2. 

	22
	(
	IP PDU (IP packet#3)
	The SS checks during 1 second that UE transmits IP packet#3 on the radio bearer associated with the primary PDP context. 

	23
	(
	IP DPU (IP packet#4)
	The SS transmits IP packet#4 to the UE. IP packet#4 matches Packet Filter#1, but not Packet Filter#2. 

	24
	(
	IP PDU (IP packet#4)
	The SS checks during 1 second that UE transmits IP packet#4 on the radio bearer associated with the secondary PDP context. 

	25
	(
	IP DPU (IP packet#5)
	The SS transmits IP packet#5 to the UE. IP packet#5 matches Packet Filter#2, but not Packet Filter#1. 

	26
	(
	IP PDU (IP packet#5)
	The SS checks during 1 second that UE transmits IP packet#5 on the radio bearer associated with the secondary PDP context. 

	27
	(
	MODIFY PDP CONTEXT REQUEST (NETWORK TO UE DIRECTION)
	The SS sends a modify request to UE to remove a UL TFT filter (Packet Filter#1) from the secondary PDP context

	28
	(
	MODIFY PDP CONTEXT ACCEPT (UE TO NETWORK DIRECTION)
	The UE accepts the modification request from the SS. 

	29
	(
	IP PDU (IP packet#6)
	The SS transmits IP packet#6 to the UE. IP packet#6 matches Packet Filter#1, but not Packet Filter#2. 

	30
	(
	IP PDU (IP packet#6)
	The SS checks during 1 second that UE transmits IP packet#6 on the radio bearer associated with the primary PDP context. 

	31
	(
	IP PDU (IP packet#7)
	The SS transmits IP packet#7 to the UE. IP packet#7 matches Packet Filter#2. 

	32
	(
	IP PDU (IP packet#7)
	The SS checks during 1 second that UE transmits IP packet#7 on the radio bearer associated with the secondary PDP context. 


Specific message contents

Step 7: The IE Protocol Configuration Options is included in this message which has 0005H (Selected Bearer control Mode) set as container identifier in the Additional parameters list. Also, the container identifier contents are set as ‘02’H which means that MS/NW mode is selected.

Step 9: The Linked TI information element in REQUEST SECONDARY PDP CONTEXT ACTIVATION message specifies the TI for the PDP context already activated and is set to the TI value of step 7. The request includes a Bi-directional TFT filter, Packet Filter#1.

Packet Filter#1 is set according to table 11.2.1a.4-1
Step 14: UE test loop mode IE is set to UE test loop mode 4 in the CLOSE UE TEST LOOP message, see [10] TS 34.109 clause 6.2.

Step 15: IP packet#1 is set according to table 11.2.1a.4-2
Step 17: IP packet#2 is set according to table 11.2.1a.4-3
Step 19: Use TI to identify secondary PDP context. Add a packet filter (Packet Filter#2) to the UL TFT. 

Packet Filter#2 is set according to table 11.2.1a.4-1
Step 21: IP packet#3 is set identical to IP Packet#1, according to table 11.2.1a.4-2, and does not match Packet Filter#1 nor Packet Filter#2.
Step 23: IP packet#4 is set identical to IP Packet#2, according to table 11.2.1a.4-3, and matches Packet Filter#1 but not Packet Filter#2.
Step 25: IP packet#5 is set according to table 11.2.1a.4-4
Step 27: Use TI to identify secondary PDP context. Remove the packet filter (Packet Filter#1) from the UL TFT.

Step 29: IP packet#6 is set identical to IP Packet#2, according to table 11.2.1a.4-3, and matches Packet Filter#1 but not Packet Filter#2.
Step 31: IP packet#7 is set identical to IP Packet#5, according to table 11.2.1a.4-4, and does not match Packet Filter#1 but matches Packet Filter#2.
Table 11.2.1a.4-1: Packet Filter Table

	Packet filter ID
	UL TFT
	Packet filter evaluation precedence
	Protocol Number (IPv4) / Next Header (IPv6)
	Remote address and Subnet mask
	Single Local Port

(UE)
	Local Port Range

(UE)
	Single Remote Port

(NW)
	Remote Port Range

(NW)
	IPSec SPI range
	Type of Service (IPv4) / Traffic Class (IPv6) and Mask
	Flow Label (IPv6)
	Comments

	1
	Secondary PDP Context (Step 9)
	6
	17
(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	60001
	-
	-
	60350:

60450
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and specific local port number and remote port number range. This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.

	2
	Secondary PDP Context (Step 19)
	5
	17
(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	60001
	-
	-
	60350:

60450
	-
	10100000, Mask=
11111100
	-
	Same as packet filter#1 except for “Type of Service(IPv4) / Traffic Class (IPv6)” packet filter component.


Table 11.2.1a.4-2: IP packet#1 (Step 15, does not match Packet Filter#1)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101001
	Significant for packet filters 1 and 2. Value matches packet filters 1 but not 2. 
	

	Protocol
	17
	UDP

Significant for packet filters 1 and 2. Value matches packet filters 1 and 2
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	Fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.9.1
	Significant for packet filters 1 and 2. Value does not match packet filters 1 and 2. 
	IPv4

	
	2001:0bb0:0001:0001
	Significant for packet filters 1 and 2. Value does not match packet filters 1 and 2. 
	IPv6

	Source Port
	60001
	Significant for packet filter 1. Value matches packet filter 1.
	

	Destination Port
	60350
	Significant for packet filter 1. Value matches packet filter 1.
	


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.2.1a.4-3: IP packet#2 (Step 17, matches Packet Filter#1)

	Derivation path: IP packet#1, Table 11.2.1a.4-2

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.8.1
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2. 
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.2.1a.4-4: IP packet#5 (Step 25, matches Packet Filter#2, but not Packet Filter#1)

	Derivation path: IP packet#1, Table 11.2.1a.4-2

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10100000
	Significant for packet filter 1 and 2. Value matches packet filter 2. Value does not match packet filter 1.
	

	Destination Address
	172.168.8.1
	Significant for packet filters 1 and 2. Value matches packet filters 1 and 2. 
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filters 1 and 2. Value matches packet filters 1 and 2. 
	IPv6


11.2.1a.5
Test requirements

To pass the test the UE shall:

-
at step 16 transmit an IP PDU containing IP packet#1 on the radio bearer associated with the primary PDP context.

-
at step 18 transmit an IP PDU containing IP packet#2 on the radio bearer associated with the secondary PDP context.

-
at step 20 send a MODIFY PDP CONTEXT ACCEPT message.

-
at step 22 transmit an IP PDU containing IP packet#3 on the radio bearer associated with the primary PDP context.

-
at step 24 transmit an IP PDU containing IP packet#4 on the radio bearer associated with the secondary PDP context.

-
at step 26 transmit an IP PDU containing IP packet#5 on the radio bearer associated with the secondary PDP context.

-
at step 28 send a MODIFY PDP CONTEXT ACCEPT message.

-
at step 30 transmit an IP PDU containing IP packet#6 on the radio bearer associated with the primary PDP context.

-
at step 32 transmit an IP PDU containing IP packet#7 on the radio bearer associated with the secondary PDP context.

11.2.1b
Network initiated PDP context modification / Adding filters to TFT of the Primary PDP context

11.2.1b.1
Definition 

11.2.1b.2
Conformance requirement

In order to initiate the procedure, the network sends the MODIFY PDP CONTEXT REQUEST message to the MS and starts timer T3386. The message shall contain the new QoS and the radio priority level and LLC SAPI that shall be used by the MS in A/Gb mode at the lower layers for the transmission of data related to the PDP context. The MODIFY PDP CONTEXT REQUEST message may also contain modified packet filters in the TFT information element that shall be applied to that specific PDP context. 

The network informs the MS about the Bearer Control Mode to be applied for all active PDP contexts sharing the same PDP Address and APN by including the selected Bearer Control Mode parameter in the protocol configuration options information element. This information is either explicitly given in the MODIFY PDP CONTEXT REQUEST message or implicitly given by not being present. The MS shall act according to the presence of the protocol configuration options information element and the value of the selected Bearer Control Mode parameter in the MODIFY PDP CONTEXT REQUEST message:

-
if the protocol configuration options information element is not present, the MS shall apply Bearer Control Mode 'MS only' for all active PDP contexts sharing the same PDP Address and APN.

-
if the selected Bearer Control Mode parameter is not present in the protocol configuration options information element, the MS shall apply Bearer Control Mode 'MS only' for all active PDP contexts sharing the same PDP Address and APN. 

-
if the selected Bearer Control Mode parameter is present in the protocol configuration options information element, the MS shall apply Bearer Control Mode according to the value of this parameter for all active PDP contexts sharing the same PDP Address and APN.

Upon receipt of the MODIFY PDP CONTEXT REQUEST message the MS shall reply with the MODIFY PDP CONTEXT ACCEPT message, if the MS accepts the new QoS and the indicated LLC SAPI.

The network shall upon receipt of the MODIFY PDP CONTEXT ACCEPT message stop timer T3386.

In A/Gb mode, the network shall establish, reconfigure or continue using the logical link with the new QoS for the LLC SAPI indicated in the MODIFY PDP CONTEXT REQUEST message.

In Iu mode, if the Radio Access Bearer supporting the PDP context is active, then the network shall reconfigure and continue using the Radio Access Bearer with the new QoS indicated in the MODIFY PDP CONTEXT REQUEST message; if the PDP context is preserved, then the network may re-establish a Radio Access Bearer with the new QoS indicated in the MODIFY PDP CONTEXT REQUEST message.

…

Each valid downlink- and uplink-packet filter contains a unique identifier within a given TFT, an evaluation precedence index that is unique among all packet filters for the same direction (downlink or uplink) for one PDP address and APN pair, and at least one of the following attributes:

-
Remote Address and Subnet Mask.

-
Protocol Number (IPv4) / Next Header (IPv6).

-
Local Port Range.

-
Remote Port Range.

-
IPSec Security Parameter Index (SPI).

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

In the list of attributes above 'Remote' refers to the external network entity, and 'Local' to the MS.

Some of the above-listed attributes may coexist in a packet filter while others mutually exclude each other. In table 12 below, the possible combinations are shown. Only those attributes marked with an "X" may be specified for a single packet filter. All marked attributes may be specified, but at least one shall be specified.

If the parameters of the header of a received PDP PDU match all specified attribute values in a packet filter, then it is considered that a match is found for this packet filter. In this case, the evaluation procedure is aborted. Other packet filters in increasing order of their evaluation precedence index are evaluated until such match is found.

There may be potential conflicts if attribute values are combined in such a way that the defined filter can never achieve a match to a valid IP packet header. However, the determination of such conflicts is outside the scope of GPRS standardization.

Table 12: Valid Packet Filter Attribute Combinations

	
	Valid combination types

	Packet filter attribute
	I
	II
	III

	Remote Address and Subnet Mask
	X
	X
	X

	Protocol Number (IPv4) / Next Header (IPv6)
	X
	X
	

	Local Port Range
	X
	
	

	Remote Port Range
	X
	
	

	IPSec SPI
	
	X
	

	TOS (IPv4) / Traffic Class (IPv6) and Mask
	X
	X
	X

	Flow Label (IPv6)
	
	
	X


Reference

3GPP TS 24.008 clauses 6.1.3.3 and 6.1.3.3.1. 3GPP TS 23.060 clause 15.3.2.0.

11.2.1b.3
Test purpose

1.
To verify that the UE, when having a secondary PDP context active, successfully performs network initiated PDP context modification procedure to add a filter to the TFT of the primary PDP context.

2.
To verify that the UE successfully performs packet filtering before and after adding the filter to the primary PDP context.

11.2.1b.4
Method of test

Initial conditions

System Simulator:


1 cell, default parameters.

User Equipment:


The UE is in GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN.

Related ICS/IXIT statements

-
Method of activating a PDP context

-
Support of automatic PS attach procedure at switch on 
yes/no

Test procedure

A PDP context activation is requested by the user and accepted by the SS.
If the UE set the PDP type to ‘IPv4’ or in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates a IPv4 address to the UE and set the test variable IP type to “IPv4”. If the UE sets the PDP type to IPv4v6 in the ACTIVATE PDP CONTEXT then the SS allocates an IPv4v6 address to the UE.
Else if the UE set the PDP type to ‘IPv6’ in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates an IPv6 address via stateless address auto configuration on the established primary PDP context and set the test variable IP type to “IPv6”. A secondary PDP context activation with a UL TFT filter (Packet Filter#1) is requested by the SS and the activation procedure is completed by the UE.

The SS activates UE test loop mode 4 and transmits two IP Packets to the UE, IP packet#1 and IP packet#2. IP packet#1 does not match Packet Filter#1. IP packet#2 matches Packet Filter#1. The SS checks that IP packet#1 is returned by the UE on the radio bearer associated with the primary PDP context and IP packet#2 is returned by the UE on the radio bearer associated with the secondary PDP context. The SS sends a MODIFY PDP CONTEXT REQUEST message to the UE requesting a new TFT filter to be added to the primary PDP context (Packet Filter#2, having a higher evaluation precedence index than Packet Filter#1 and will be evaluated after Packet Filter#1). The UE sends a MODIFY PDP CONTEXT ACCEPT message in return.

The SS transmits four IP Packets to the UE, IP packet#3; IP packet#4; IP packet#5 and IP packet#6. IP packet#3 matches Packet Filter#2, but not Packet Filter#1. IP packet#4 matches Packet Filter#1, but not Packet Filter#2. IP packet#5 matches both Packet Filter#1 and Packet Filter#2. IP packet #6 does not match Packet Filter #1 or Packet Filter #2. The SS checks that IP packet#3 is returned by the UE on the radio bearer associated with the primary PDP context. The SS checks that IP packet#4 and IP packet#5 is returned by the UE on the radio bearer associated with the secondary PDP context (see Note). The SS checks that IP packet#6 is not returned by the UE. Note
IP packet#5 is matching both Packet Filter#1 and Packet Filter#2. As the packet filter evaluation precedence index is lower for Packet Filter#1, and will be evaluated before Packet Filter#2 then shall IP packet#5 be returned by the UE on the radio bearer associated with Packet Filter#1 (secondary PDP context).

Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	SS
	
	The SS checks that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to either Originating Streaming Call, Originating Interactive Call or Originating Background Call or OriginatingSubscribedTrafficCall

	2
	SS
	
	

	3
	(
	SERVICE REQUEST
	Service type = "signalling"

	3a
	
	Void
	

	4
	SS
	
	The SS starts integrity protection.

	5
	(
	ACTIVATE PDP CONTEXT REQUEST
	Activate a PDP context

	5A0
	
	
	The SS activates UE radio bearer test mode in accordance to [10] TS 34.109, clause 5.2.1

	5A
	SS
	
	IF the UE in step 5 set the PDP type to ' IPv4' or in the ACTIVATE PDP CONTEXT REQUEST message then the SS sets the test variable IPtype='IPv4'
IF the UE in step 4 set the PDP type to ‘IPv4v6’ in the ACTIVATE PDP CONTEXT REQUEST message then the SS allocates an IPv4v6 address.
ELSE IF the UE in step 5 set the PDP type to ' IPv6' in the ACTIVATE PDP CONTEXT REQUEST message then the SS sets the test variable IPtype='IPv6'

	6
	SS
	
	The SS establishes the RAB according to reference radio bearer combination 6.10.2.4.1.57 in [9] (1xPS RB 64kbps).

	7
	(
	ACTIVATE PDP CONTEXT ACCEPT
	The SS accepts the PDP context.

	
	
	
	EXCEPTION:

If the test variable is set to ‘IPv6’ then stateless address auto configuration occurs on the user plane bearer established with the ACTIVATE PDP CONTEXT REQUEST message

	8
	SS
	
	The SS initiates a secondary PDP context activation

	9
	(
	REQUEST SECONDARY PDP CONTEXT ACTIVATION
	The SS requests a Secondary PDP context activation and starts timer T3385.

	10
	(
	ACTIVATE SECONDARY PDP CONTEXT REQUEST
	The UE requests a Secondary PDP context activation, enters the state PDP-ACTIVE-PENDING and starts timer T3380. NSAPI IE value is different from the value in Step 4. A UL TFT filter (Packet Filter#1) is configured.

	11
	SS
	
	The SS stops timer T3385.

The SS reconfigures the RAB according to reference radio bearer combination 6.10.2.4.5.5a in [9] (2xPS RB 64kbps).

	12
	(
	ACTIVATE SECONDARY PDP CONTEXT ACCEPT
	The SS accepts the Secondary PDP context activation with the requested QoS

	13
	SS
	
	The SS waits for T3380 seconds to ensure no further activate request messages come from the UE

	14
	SS
	
	The SS activates UE test loop mode 4 to establish UE loopback of IP PDUs. See [10] TS 34.109 clause 5.3.2.

	15
	(
	IP PDU (IP packet#1)
	The SS transmits IP packet#1 to the UE. IP packet#1 does not match Packet Filter#1. 

	16
	(
	IP PDU (IP packet#1)
	The SS checks during 1 second that UE transmits IP packet#1 on the radio bearer associated with the primary PDP context. 

	17
	(
	IP DPU (IP packet#2)
	The SS transmits IP packet#2 to the UE. IP packet#2 matches Packet Filter#1. 

	18
	(
	IP PDU (IP packet#2)
	The SS checks during 1 second that UE transmits IP packet#2 on the radio bearer associated with the secondary PDP context. 

	19
	(
	MODIFY PDP CONTEXT REQUEST (NETWORK TO UE DIRECTION)
	The SS sends a modify request to UE to add a UL TFT filter (Packet Fileter#2) for primary PDP context

	20
	(
	MODIFY PDP CONTEXT ACCEPT (UE TO NETWORK DIRECTION)
	The UE accepts the modification request from the SS.

	21
	(
	IP PDU (IP packet#3)
	The SS transmits IP packet#3 to the UE. IP packet#3 matches Packet Filter#2, but not Packet Filter#1.

	22
	(
	IP PDU (IP packet#3)
	The SS checks during 1 second that UE transmits IP packet#1 on the radio bearer associated with the primary PDP context. 

	23
	(
	IP DPU (IP packet#4)
	The SS transmits IP packet#4 to the UE. IP packet#4 matches Packet Filter#1, but not Packet Filter#2.

	24
	(
	IP PDU (IP packet#4)
	The SS checks during 1 second that UE transmits IP packet#4 on the radio bearer associated with the secondary PDP context. 

	25
	(
	IP DPU (IP packet#5)
	The SS transmits IP packet#5 to the UE. IP packet#5 matches both Packet Filter#1 and Packet Filter#2.

	26
	(
	IP PDU (IP packet#5)
	The SS checks during 1 second that UE transmits IP packet#5 on the radio bearer associated with the secondary PDP context. 

	27
	(
	IP DPU (IP packet#6)
	The SS transmits IP packet#6 to the UE. . IP packet #6 does not match Packet Filter #1 or Packet Filter #2.

	28
	SS
	
	The SS checks during 1 second that UE do not transmit IP packet#6.


Specific message contents

Step 7: The IE Protocol Configuration Options is included in this message which has 0005H (Selected Bearer control Mode) set as container identifier in the Additional parameters list. Also, the container identifier contents are set as ‘02’H which means that MS/NW mode is selected.

For details please refer to 24.008 Sec 10.5.6.3.

Step 9: The Linked TI information element in REQUEST SECONDARY PDP CONTEXT ACTIVATION message specifies the TI for the PDP context already activated and is set to the TI value of step 7. The request includes a Bi-directional TFT filter, Packet Filter#1.

Packet Filter#1 is set according to table 11.2.1b.4-1
Step 14: UE test loop mode IE is set to UE test loop mode 4 in the CLOSE UE TEST LOOP message, see [10] TS 34.109 clause 6.2.

Step 15: IP packet#1 is set according to table 11.2.1b.4-2
Step 17: IP packet#2 is set according to table 11.2.1b.4-3
Step 19: Use TI to identify primary PDP context. Add a packet filter (Packet Filter#2) to the UL TFT. 
Packet Filter#2 is set according to table 11.2.1b.4-1
Step 21: IP packet#3 is set according to table 11.2.1b.4-4
Step 23: IP packet#4 is set according to table 11.2.1b.4-5
Step 25: IP packet#5 is set identical to IP Packet#2, according to table 11.2.1b.4-3, and matches both Packet Filter#1 and Packet Filter#2
Step 27: IP packet#6 is set identical to IP Packet#1, according to table 11.2.1b.4-2, and does not match Packet Filter #1 or Packet Filter #2
Table 11.2.1b.4-1: Packet Filter Table

	Packet filter ID
	UL TFT
	Packet filter evaluation precedence
	Protocol Number (IPv4) / Next Header (IPv6)
	Remote address and Subnet mask
	Single Local Port

(UE)
	Local Port Range

(UE)
	Single Remote Port

(NW)
	Remote Port Range

(NW)
	IPSec SPI range
	Type of Service (IPv4) / Traffic Class (IPv6) and Mask
	Flow Label (IPv6)
	Comments

	1
	Secondary PDP Context (Step 9)
	1
	17
(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	60001
	-
	-
	60350:

60450
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and specific local and remote port numbers. This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.

	2
	Primary PDP Context (Step 19)
	2
	17
(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	60000:60100
	60350
	-
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and local port numbers and single remote port. This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.


Table 11.2.1b.4-2: IP packet#1 (step 15, does not match Packet Filter#1)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101001
	Significant for packet filters 1 and 2. Value matches packet filters 1 and 2.
	

	Protocol
	17
	UDP

Significant packet filters 1. Value matches packet filters 1 and 2.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	Fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.9.1
	Significant for packet filters 1 and 2. Value does not match packet filters 1 and 2.
	IPv4

	
	2001:0bb0:0001:0001
	Significant for packet filters 1 and 2. Value does not match packet filters 1 and 2.
	IPv6

	Source Port
	60001
	Significant for packet filter 1. Value matches packet filters 1 and 2.
	

	Destination Port
	60350
	Significant for packet filter 1. . Value matches packet filters 1 and 2.
	


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.2.1b.4-3: IP packet#2 (step 17, matches Packet Filter#1)

	Derivation path: IP packet#1, Table 11.2.1b.4-2

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.8.1
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2.
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.2.1b.4-4: IP packet#3 (step 21, matches Packet Filter#2 but not Packet Filter#1)

	Derivation path: IP packet#1, Table 11.2.1b.4-2

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.8.1
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2.
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2.
	IPv6

	Source Port
	60002
	Significant for packet filter 1 and 2. Value matches packet filter 2. Value does not match packet filter 1
	


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.2.1b.4-5: IP packet#4 (step 23, matches Packet Filter#1 but not Packet Filter#2)

	Derivation path: IP packet#1, Table 11.2.1b.4-2

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.8.1
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2.
	IPv4

	
	2001:0ba0:0001:0001
	Significant for packet filter 1 and 2. Value matches packet filters 1 and 2.
	IPv6

	Destination Port
	60351
	Significant for packet filter 1 and 2. Value matches packet filter 1. Value does not match packet filter 2.
	


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


11.2.1b.5
Test requirements

To pass the test the UE shall:

-
at step 16 transmit an IP PDU containing IP packet#1 on the radio bearer associated with the primary PDP context.

-
at step 18 transmit an IP PDU containing IP packet#2 on the radio bearer associated with the secondary PDP context.

-
at step 20 send a MODIFY PDP CONTEXT ACCEPT message.

-
at step 22 transmit an IP PDU containing IP packet#3 on the radio bearer associated with the primary PDP context.

-
at step 24 transmit an IP PDU containing IP packet#4 on the radio bearer associated with the secondary PDP context.

-
at step 26 transmit an IP PDU containing IP packet#5 on the radio bearer associated with the secondary PDP context.

-
at step 28 not transmit and IP PDU.

[section skipped here]
11.9
UE routing of uplink packets

11.9.1
UE routing of uplink packets

11.9.1.1
Definition 

11.9.1.2
Conformance requirement

References: The conformance requirements covered in the present TC are specified in: TS 23.060, clause 15.3.2.0 and TS 24.008, clause 10.5.6.12.

[TS 23.060, clause 15.3.2.0]

Each valid downlink- and uplink-packet filter contains a unique identifier within a given TFT, an evaluation precedence index that is unique among all packet filters for the same direction (downlink or uplink) for one PDP address and APN pair, and at least one of the following attributes:

-
Remote Address and Subnet Mask.

-
Protocol Number (IPv4) / Next Header (IPv6).

-
Local Port Range.

-
Remote Port Range.

-
IPSec Security Parameter Index (SPI).

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

In the list of attributes above 'Remote' refers to the external network entity, and 'Local' to the MS.

Some of the above-listed attributes may coexist in a packet filter while others mutually exclude each other. In table 12 below, the possible combinations are shown. Only those attributes marked with an "X" may be specified for a single packet filter. All marked attributes may be specified, but at least one shall be specified.

If the parameters of the header of a received PDP PDU match all specified attribute values in a packet filter, then it is considered that a match is found for this packet filter. In this case, the evaluation procedure is aborted. Other packet filters in increasing order of their evaluation precedence index are evaluated until such match is found.

There may be potential conflicts if attribute values are combined in such a way that the defined filter can never achieve a match to a valid IP packet header. However, the determination of such conflicts is outside the scope of GPRS standardization.

Table 12: Valid Packet Filter Attribute Combinations

	
	Valid combination types

	Packet filter attribute
	I
	II
	III

	Remote Address and Subnet Mask
	X
	X
	X

	Protocol Number (IPv4) / Next Header (IPv6)
	X
	X
	

	Local Port Range
	X
	
	

	Remote Port Range
	X
	
	

	IPSec SPI
	
	X
	

	TOS (IPv4) / Traffic Class (IPv6) and Mask
	X
	X
	X

	Flow Label (IPv6)
	
	
	X


[TS 24.008, clause 10.5.6.12]

The purpose of the traffic flow template information element is to specify the TFT parameters and operations for a PDP context. In addition, this information element may be used to transfer extra parameters to the network (e.g. the Authorization Token; see 3GPP TS 24.229 [95]). The TFT may contain packet filters for the downlink direction, the uplink direction or packet filters that apply for both directions. The packet filters determine the traffic mapping to PDP contexts. The downlink packet filters shall be applied by the network and the uplink packet filters shall be applied by the MS. A packet filter that applies for both directions shall be applied by the network as a downlink packet filter and by the MS as an uplink filter.

The traffic flow template is a type 4 information element with a minimum length of 3 octets. The maximum length for the IE is 257 octets.
NOTE 1:
The IE length restriction is due to the maximum length that can be encoded in a single length octet.

NOTE 2:
A maximum size IPv4 packet filter can be 32 bytes. Therefore, 7 maximum size IPv4 type packet filters, plus the last packet filter which can contain max 30 octets can fit into one TFT, i.e. if needed not all packet filter components can be defined into one message. A maximum size Ipv6 packet filter can be 60 bytes. Therefore, only 4 maximum size IPv6 packet filters can fit into one TFT. However, using "Add packet filters to existing TFT", it's possible to create a TFT including 16 maximum size Ipv4 or IPv6 filters.

The traffic flow template information element is coded as shown in figure 10.5.144/3GPP TS 24.008 and table 10.5.162/3GPP TS 24.008.

	
	8
7
6
5
4
3
2
1
	

	
	Traffic flow template IEI
	Octet 1

	
	Length of traffic flow template IE
	Octet 2

	
	TFT operation code
	E bit
	Number of packet filters
	Octet 3

	
	Packet filter list
	Octet 4

Octet z

	
	Parameters list
	Octet z+1

Octet v


Figure 10.5.144/3GPP TS 24.008: Traffic flow template information element

	
	8
7
6
5
4
3
2
1
	

	
	Packet filter identifier 1
	Octet 4

	
	Packet filter identifier 2
	Octet 5

	
	…
	

	
	Packet filter identifier N
	Octet N+3


Figure 10.5.144a/3GPP TS 24.008: Packet filter list when the TFT operation is "delete packet filters from existing TFT" (z=N+3)

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Packet filter identifier 1
	Octet 4

	
	Packet filter evaluation precedence 1
	Octet 5

	
	Length of Packet filter contents 1
	Octet 6

	
	Packet filter contents 1
	Octet 7

Octet m

	
	Packet filter identifier 2
	Octet m+1

	
	Packet filter evaluation precedence 2
	Octet m+2

	
	Length of Packet filter contents 2
	Octet m+3

	
	Packet filter contents 2
	Octet m+4

Octet n

	
	…
	Octet n+1

Octet y

	
	Packet filter identifier N
	Octet y+1

	
	Packet filter evaluation precedence N
	Octet y+2

	
	Length of Packet filter contents N
	Octet y+3

	
	Packet filter contents N
	Octet y+4

Octet z


Figure 10.5.144b/3GPP TS 24.008: Packet filter list when the TFT operation is "create new TFT", or "add packet filters to existing TFT" or "replace packet filters in existing TFT"

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Parameter identifier 1
	Octet z+1

	
	Length of Parameter contents 1
	Octet z+2

	
	Parameter contents 1
	Octet z+3

Octet k

	
	Parameter identifier 2
	Octet k+1

	
	Length of Parameter contents 2
	Octet k+2

	
	Parameter contents 2
	Octet k+3

Octet p

	
	…
	Octet p+1

Octet q

	
	Parameter identifier N
	Octet q+1

	
	Length of Parameter contents N
	Octet q+2

	
	Parameter contents N
	Octet q+3

Octet v


Figure 10.5.144c/3GPP TS 24.008: Parameters list

Table 10.5.162/3GPP TS 24.008: Traffic flow template information element

	
TFT operation code (octet 3)
Bits
8 7 6

0 0 0 Spare
0 0 1 Create new TFT

0 1 0 Delete existing TFT

0 1 1 Add packet filters to existing TFT

1 0 0 Replace packet filters in existing TFT

1 0 1 Delete packet filters from existing TFT 
1 1 0 No TFT operation
1 1 1 Reserved 

The TFT operation code "No TFT operation" shall be used if a parameters list is included but no packet filter list is included in the traffic flow template information element.


E bit (bit 5 of octet 3)

The E bit indicates if a parameters list is included in the TFT IE and it is encoded as follows:

0
parameters list is not included

1
parameters list is included
Number of packet filters (octet 3)

The number of packet filters contains the binary coding for the number of packet filters in the packet filter list. The number of packet filters field is encoded in bits 4 through 1 of octet 3 where bit 4 is the most significant and bit 1 is the least significant bit. For the "delete existing TFT" operation and for the "no TFT operation", the number of packet filters shall be coded as 0. For all other operations, the number of packet filters shall be greater than 0 and less than or equal to 16.

Packet filter list (octets 4 to z)

The packet filter list contains a variable number of packet filters. For the "delete existing TFT" operation and the "no TFT operation", the packet filter list shall be empty.

For the "delete packet filters from existing TFT" operation, the packet filter list shall contain a variable number of packet filter identifiers. This number shall be derived from the coding of the number of packet filters field in octet 3.

For the "create new TFT", "add packet filters to existing TFT" and "replace packet filters in existing TFT" operations, the packet filter list shall contain a variable number of packet filters. This number shall be derived from the coding of the number of packet filters field in octet 3.

Each packet filter is of variable length and consists of 

-
a packet filter identifier and direction (1 octet); 
-
a packet filter evaluation precedence (1 octet);

- 
the length of the packet filter contents (1 octet); and
-
the packet filter contents itself (v octets).

The packet filter identifier field is used to identify each packet filter in a TFT. The least significant 4 bits are used. 

The packet filter direction is used to indicate, in bits 5 and 6, for what traffic direction the filter applies:

00 - pre Rel-7 TFT filter
01 - downlink only
10 - uplink only
11 - bidirectional

Bits 8 through 7 are spare bits.

The packet filter evaluation precedence field is used to specify the precedence for the packet filter among all packet filters in all TFTs associated with this PDP address. Higher the value of the packet filter evaluation precedence field, lower the precedence of that packet filter is. The first bit in transmission order is the most significant bit.

The length of the packet filter contents field contains the binary coded representation of the length of the packet filter contents field of a packet filter. The first bit in transmission order is the most significant bit. 

The packet filter contents field is of variable size and contains a variable number (at least one) of packet filter components. Each packet filter component shall be encoded as a sequence of a one octet packet filter component type identifier and a fixed length packet filter component value field. The packet filter component type identifier shall be transmitted first.

In each packet filter, there shall not be more than one occurrence of each packet filter component type. Among the "IPv4 remote address type" and "IPv6 remote address type" packet filter components, only one shall be present in one packet filter. Among the "single local port type" and "local port range type" packet filter components, only one shall be present in one packet filter. Among the "single remote port type" and "remote port range type" packet filter components, only one shall be present in one packet filter.

The term local refers to the MS and the term remote refers to an external network entity.

Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1 

0 0 0 1 0 0 0 0
IPv4 remote address type
0 0 1 0 0 0 0 0
IPv6 remote address type
0 0 1 1 0 0 0 0
Protocol identifier/Next header type
0 1 0 0 0 0 0 0
Single local port type
0 1 0 0 0 0 0 1
Local port range type
0 1 0 1 0 0 0 0
Single remote port type 
0 1 0 1 0 0 0 1
Remote port range type
0 1 1 0 0 0 0 0
Security parameter index type
0 1 1 1 0 0 0 0
Type of service/Traffic class type
1 0 0 0 0 0 0 0
Flow label type

All other values are reserved.

For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.

For "IPv6 remote address type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first.

For "Protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header.

For "Single local port type" and "Single remote port type", the packet filter component value field shall be encoded as two octet which specifies a port number.

For "Local port range type" and "Remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.

For "Security parameter index", the packet filter component value field shall be encoded as four octet which specifies the IPSec security parameter index.

For "Type of service/Traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first.

For "Flow label type", the packet filter component value field shall be encoded as three octet which specifies the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.
Parameters list (octets z+1 to v)

The parameters list contains a variable number of parameters that may be transferred. If the parameters list is included, the E bit is set to 1; otherwise, the E bit is set to 0.

Each parameter included in the parameters list is of variable length and consists of:

-
a parameter identifier (1 octet); 
-
the length of the parameter contents (1 octet); and
-
the parameter contents itself (v octets). 

The parameter identifier field is used to identify each parameter included in the parameters list and it contains the hexadecimal coding of the parameter identifier. Bit 8 of the parameter identifier field contains the most significant bit and bit 1 contains the least significant bit. In this version of the protocol, the following parameter identifiers are specified:

-
01H (Authorization Token);

-
02H (Flow Identifier) ; and
-
03H (Packet Filter Identifier).

If the parameters list contains a parameter identifier that is not supported by the receiving entity the corresponding parameter shall be discarded.

The length of parameter contents field contains the binary coded representation of the length of the parameter contents field. The first bit in transmission order is the most significant bit.

When the parameter identifier indicates Authorization Token, the parameter contents field contains an authorization token, as specified in 3GPP TS 29.207 [100]. The first octet is the most significant octet of the authorization token and the last octet is the least significant octet of the authorization token.
The parameters list shall be coded in a way that an Authorization Token (i.e. a parameter with identifier 01H) is always followed by one or more Flow Identifiers (i.e. one or more parameters with identifier 02H).

If the parameters list contains two or more consecutive Authorization Tokens without any Flow Identifiers in between, the receiver shall treat this as a semantical TFT error.

When the parameter identifier indicates Flow Identifier, the parameter contents field contains the binary representation of a flow identifier. The Flow Identifier consists of four octets. Octets 1 and 2 contains the Media Component number as specified in 3GPP TS 29.207 [100]. Bit 1 of octet 2 is the least significant bit, and bit 8 of octet 1 is the most significant bit. Octets 3 and 4 contains the IP flow number as specified in 3GPP TS 29.207 [100]. Bit 1 of octet 4 is the least significant bit, and bit 8 of octet 3 is the most significant bit.

When the parameter identifier indicates Packet Filter Identifier, the parameter contents field contains the binary representation of one or more packet filter identifiers. Each packet filter identifier is encoded in one octet, in the 4 least significant bits. This parameter is used by the MS to identify one or more packet filters in a TFT when modifying the QoS of a PDP context without modifying the packet filter itself.


11.9.1.3
Test purpose

1.
To verify that the UE, when it has IP packets to transmit, evaluates the configured packet filters in the correct evaluation order and transmits IP packets in uplink on the bearer associated with the matched packet filter when having a primary and two secondary PDP contexts active

2. To verify that the UE, when it has IP packets to transmit and only packet filters defined for the secondary PDP contexts, transmits IP packets in uplink on the bearer associated with the primary PDP context, if the IP packet does not satisfy any of the configured packet filters for the secondary PDP contexts.

3. To verify that the UE, when it has IP packets to transmit, transmits IP packets in uplink on the bearer associated with the primary PDP context, if the IP packet only satisfies a packet filters defined for the primary PDP context.

4. To verify that the UE discards the IP packet if it does not satisfy any of the configured packet filters for the primary or secondary PDP contexts.

11.9.1.4
Method of test

Initial conditions

System Simulator:


1 cell, default parameters.

User Equipment:


The UE is in GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN.

Related ICS/IXIT statements

-
Method of activating a PDP context

-
Support of automatic PS attach procedure at switch on 
yes/no

Test procedure

A PDP context activation is requested by the user and accepted by the SS.
If the UE set the PDP type to ‘IPv4’ in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates an IPv4 address to the UE and set the test variable IP type to “IPv4”. The SS executes the test sequence once (sub test 1). 
Else if the UE set the PDP type to ‘IPv6’ in the ACTIVATE PDP CONTEXT REQUEST then the SS allocates an IPv6 address via stateless address auto configuration on the established primary PDP context and set the test variable IP type to “IPv6”. The SS executes the test sequence once (sub test 2).

Else if the UE set the PDP type to ‘IPv4IPv6’ in the ACTIVATE PDP CONTEXT REQUEST then the SS executes the test sequence twice. For first execution (sub test 1) then the SS allocates an IPv4 address to the UE and set the test variable IP type to “IPv4”. For the second execution (sub test 2) the SS allocates an IPv6 address via stateless address auto configuration on the established primary PDP context and set the test variable IP type to “IPv6”. 

A secondary PDP context activation with a UL TFT filter (Packet Filter#1) is requested by the SS and the activation procedure is completed by the UE. A third PDP context is activated by the SS using the secondary PDP context activation procedure. Packet Filter#2, Packet Filter#3and Packet Filter#4, depending on the IP type used, are activated.

The SS activates UE test loop mode 4 and transmits 13 or 17 IP packets depending on the IP type used. The SS checks that the IP packets are returned by the UE on the radio bearer corresponding to the matching filter, see Table 11.9.1.4-2.

The SS sends a MODIFY PDP CONTEXT REQUEST message to the UE requesting a new TFT filter to be added to the primary PDP context, Packet Filter#5. The UE sends a MODIFY PDP CONTEXT ACCEPT message in return.

The SS transmits IP packet#18 that matches Packet Filter#5. The SS checks that IP packet#18 is returned by the UE on the radio bearer associated with the primary PDP context. The SS transmits IP packet#19 that does not match any packet filter. The SS checks that no IP packet is returned by the UE on any radio bearer.
The test procedure is executed once for IPv4 case (sub test 1) and once for IPv6 case (sub test 2) dependending on UE capability as specified in Table 11.9.1.4.-1a.

Table 11.9.1.4-1a: Test executions and test parameters

	Sub test
	Applicability
	IPtype

	1
	UE supporting IPv4
	‘IPv4’

	2
	UE supporting IPv6
	‘IPv6’

	Note 1:
For UEs supporting both IPv4 and IPv6 then both test execution 1 and 2 shall be performed.


Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	SS
	
	The SS checks that the IE "Establishment cause" in the received RRC CONNECTION REQUEST message is set to either Originating Streaming Call, Originating Interactive Call or Originating Background Call or OriginatingSubscribedTrafficCall

	2
	SS
	
	

	3
	(
	SERVICE REQUEST
	Service type = "signalling"

	3a
	
	Void
	

	4
	SS
	
	The SS starts integrity protection.

	5
	(
	ACTIVATE PDP CONTEXT REQUEST
	Activate a PDP context

	5A0
	
	
	The SS activates UE radio bearer test mode in accordance to [10] TS 34.109, clause 5.2.1

	5A
	SS
	
	IF the UE in step 5 set the PDP type to ' IPv4' in the ACTIVATE PDP CONTEXT REQUEST message then the SS sets the test variable IPtype='IPv4' and executes the test sequence using the IPv4 packet filters components in Table 11.9.1.4-1.

ELSE IF the UE in step 5 set the PDP type to ' IPv6' in the ACTIVATE PDP CONTEXT REQUEST message then the SS sets the test variable IPtype='IPv6' and executes the test sequence using the IPv6 packet filters components in Table 11.9.1.4-1.

ELSE IF the UE in step 5 set the PDP type to ' IPv4IPv6' in the ACTIVATE PDP CONTEXT REQUEST message then the test secuence shall be executed twice according to table 11.9.1.4-1a. At the first execution the SS sets the test variable IPtype='IPv4' and executes the test sequence using the IPv4 packet filters components in Table 11.9.1.4-1. At the second execution then the SS sets the test variable IPtype='IPv6' and executes the test sequence using the IPv6 packet filters components in Table 11.9.1.4-1.

	6
	SS
	
	The SS establishes the RAB according to reference radio bearer combination 6.10.2.4.1.26 in [9] (1xPS RB 64kbps).

	7
	(
	ACTIVATE PDP CONTEXT ACCEPT
	The SS accepts the PDP context

If the test variable IPtype is set to 'IPv4' then the SS assigns an IPv4 adress in the ACTIVATE PDP CONTEXT ACCEPT message

	
	
	
	EXCEPTION:

If the test variable IPtype is set to 'IPv6' then stateless address auto configuration occurs on the user plane bearer established in step 6.

	
	
	
	EXCEPTION:

If the test variable IPtype is set to 'IPv6' then stateless address auto configuration occurs on the user plane bearer established in step 6.

	8
	SS
	
	The SS initiates a secondary PDP context activation

	9
	(
	REQUEST SECONDARY PDP CONTEXT ACTIVATION
	The SS requests a Secondary PDP context activation and starts timer T3385.

	10
	(
	ACTIVATE SECONDARY PDP CONTEXT REQUEST
	The UE requests a Secondary PDP context activation, enters the state PDP-ACTIVE-PENDING and starts timer T3380. NSAPI IE value is different from the value in Step 5. A UL TFT filter is configured.

	11
	SS
	
	The SS stops timer T3385.

The SS reconfigures the RAB according to reference radio bearer combination 6.10.2.4.1.57 in [9] (2xPS RB 64kbps).

	12
	(
	ACTIVATE SECONDARY PDP CONTEXT ACCEPT
	The SS accepts the Secondary PDP context activation with the requested QoS

	13
	(
	REQUEST SECONDARY PDP CONTEXT ACTIVATION
	The SS requests a Secondary PDP context activation and starts timer T3385.

	14
	(
	ACTIVATE SECONDARY PDP CONTEXT REQUEST
	The UE requests a Secondary PDP context activation, enters the state PDP-ACTIVE-PENDING and starts timer T3380. NSAPI IE value is different from the value in Step 5. UL TFT filters are configured.

	15
	SS
	
	The SS stops timer T3385.

The SS reconfigures the RAB according to reference radio bearer combination 6.11.4l.1 in [9] (3xPS RB 64kbps).

	16
	(
	ACTIVATE SECONDARY PDP CONTEXT ACCEPT
	The SS accepts the Secondary PDP context activation with the requested QoS

	17
	SS
	
	The SS waits for T3380 seconds to ensure no further activate request messages come from the UE

	18
	SS
	
	The SS activates UE test loop mode 4 to establish UE loopback of IP PDUs. See [10] TS 34.109 clause 5.3.2.

	
	
	
	EXCEPTION:

IF IPtype='IPv4' then test steps 19 to 20 are repeated for N= 1 to 13

IF IPtype='IPv6' then test steps 19 to 20 are repeated for N= 1 to 17

	19
	(
	IP PDU (IP packet#N)
	The SS transmits one IP Packet according to Table 11.9.1.4-2 for Sub-test index=N

	20
	(
	IP PDU (IP packet#N)
	Check: Does UE send the IP Packet on the PDP context as specified by Table 11.9.1.4-2 for Sub-test index=N?

	21
	(
	MODIFY PDP CONTEXT REQUEST (NETWORK TO UE DIRECTION)
	The SS sends a modify request to UE to add a UL TFT filter to the primary PDP context

	22
	(
	MODIFY PDP CONTEXT ACCEPT (UE TO NETWORK DIRECTION)
	The UE accepts the modification request from the SS.

	23
	(
	IP PDU (IP packet#18)
	The SS transmits one IP Packet according to Table 11.9.1.4-2 for Sub-test index=18

	24
	(
	IP PDU (IP packet#18)
	Check: Does UE send the IP Packet on the data radio bearer as specified by Table 11.9.1.4-2 for Sub-test index=18?

	25
	(
	IP PDU (IP packet#19)
	The SS transmits one IP Packet according to Table 11.9.1.4-2 for Sub-test index=19

	26
	
	
	Check: Does UE send an IP Packet on any of the PDP contexts?

	
	
	
	EXCEPTION: Steps 27 – 33 are executed if two executions apply and this is the first execution.

	27
	(
	OPEN UE TEST LOOP
	The SS transmits an OPEN UE TEST LOOP message to exit the UE test loop mode

	28
	(
	OPEN UE TEST LOOP COMPLETE
	The UE transmits an OPEN UE TEST LOOP COMPLETE message.

	29
	(
	DEACTIVATE RB TEST MODE
	The SS requests the UE to deactivate the UE radio bearer test mode by transmitting a DEACTIVATE RB TEST MODE message

	30
	(
	DEACTIVATE RB TEST MODE COMPLETE
	The UE deactivates the radio bearer test mode ans transmits the DEACTIVATE RB TEST MODE COMPLETE message

	31
	
	Void
	

	32
	
	Void
	

	33
	
	
	The SS releases the RRC connection.


Specific message contents

Step 7: The IE Protocol Configuration Options is included in this message which has 0005H (Selected Bearer control Mode) set as container identifier in the Additional parameters list. Also, the container identifier contents are set as ‘02’H which means that MS/NW mode is selected.

Step 9: The request includes a bi-directional packet filter. For details please refer 23.060 Sec 9.2.2.3.

Step 10: The request includes an UL TFT filter, Packet Filter#1. Packet Filter#1 is set according to table 11.9.1.4-1

Step 14: The request includes UL TFT filters. If PDP type was set to “IPv4” in step 5 then Packet Filter#2 and Packet Filter#3, according to table 11.9.1.4-1, are included. If PDP type was set to “iIPv6 or “IPv4v6” in step 5 then Packet Filter#2, Packet Filter#3and Packet Filter#4, to table 11.9.1.4-1, are included.

Step 18: UE test loop mode IE is set to UE test loop mode 4 in the CLOSE UE TEST LOOP message, see [10] TS 34.109 clause 6.2.

Step 19: IP packet#N is set according to table 11.9.1.4-2

Step 21: The request includes an UL TFT filter Packet Filter#5 according to table 11.9.1.4-1.

Step 23: IP packet#18 is set according to table 11.9.1.4-5

Step 25: IP packet#19 is set according to table 11.9.1.4-5

Table 11.9.1.4-1: Packet Filter Table

	
	
	Packet filter components

	Packet filter ID
	UL TFT
	Packet filter evaluation precedence
	Protocol Number (IPv4) / Next Header (IPv6)
	Remote address and Subnet mask


	Single Local Port

(UE)
	 Local Port Range

(UE)


	Single Remote Port

(NW)
	Remote Port Range

(NW)
	IPSec SPI range
	Type of Service (IPv4) / Traffic Class (IPv6) and Mask 
	Flow Label (IPv6)
	Comments

	1
	Secondary PDP Context (Step 10)
	6
	17

(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	60001
	-
	-
	60350:

60450
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and specific local and remote port numbers

This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.

	2
	Secondary PDP Context (Step 14)
	7
	17

(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	60000:60100
	60350
	-
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and range of local and remote port numbers. This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.

	3
	Secondary PDP Context (Step 14)
	5
	50 
IPSec (ESP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	-
	-
	-
	0x0F80F000
	10100000, Mask=
11111100
	-
	IPSec session. Example from TS 23.060 cl 15.3.3.3

This is a valid Packet Filter Attribute Combination Type II according to TS 23.060, subclause 15.3.2.0.

	4
	Secondary PDP Context (Step 14)
	2
	-
	IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	-
	-
	-
	-
	10110000, Mask=
11111100
	5
	IPv6 Flow Label filter

This is a valid Packet Filter Attribute Combination Type III according to TS 23.060, subclause 15.3.2.0.

	5
	Primary PDP Context (Step 5)
	255
	
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]-
	-
	-
	-
	-
	-
	-
	-
	Application identified by remote address and specific local port number.

This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.


Table 11.9.1.4-2: Sub-test test parameters and test requirements

	Sub-test

Index
	Test data

(IP packet)

Note 1
	Expected PDP context for the matching packet filter 
	Packet Filter Attribute Combination under test
	Packet Filter Component under test
	Comment

	1
	IP packet#1
	Secondary PDP Context (Step 10)
	Type I
	All Type I packet filter components match
	The IP packet is only matching Packet Filter 1 and 2 in Table 11.9.1.4-1. The IP packet is returned on Secondary PDP Context (Step 10) as Packet Filter 1 is evaluated before Packet Filter 2.

	2
	IP packet#2
	Primary PDP Context (Step 5)
	Type I
	Remote Address does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	3
	IP packet#3
	Primary PDP Context (Step 5)
	Type I
	Protocol identifier/Next header does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	4
	IP packet#4
	Secondary PDP Context (Step 14)
	Type I
	Single local port does not match
	The IP packet is only matching Packet Filter 2 in Table 11.9.1.4-1. The IP packet is returned on Secondary PDP Context (Step 14).

	5
	IP packet#5
	Primary PDP Context (Step 5)
	Type I
	Local port range does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	6
	IP packet#6
	Secondary PDP Context (Step 10)
	Type I
	Single remote port does not match
	IP packet is only matching Packet Filter 1 in Table 11.9.1.4-1. The IP packet is returned on Secondary PDP Context (Step 10).

	7
	IP packet#7
	Primary PDP Context (Step 5)
	Type I
	Remote port range does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	8
	IP packet#8
	Primary PDP Context (Step 5)
	Type I
	Type of service/Traffic class does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	9
	IP packet#9
	Secondary PDP Context (Step 14)
	Type II
	All Type II packet filter components match
	The IP packet is only matching Packet Filter 3 in Table 11.9.1.4-1. The IP packet is returned on DRB3.

	10
	IP packet#10
	Primary PDP Context (Step 5)
	Type II
	Remote Address does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	11
	IP packet#11
	Primary PDP Context (Step 5)
	Type II
	Protocol identifier/Next header does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	12
	IP packet#12
	Primary PDP Context (Step 5)
	Type II
	Security parameter index does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	13
	IP packet#13
	Primary PDP Context (Step 5)
	Type II
	Type of service/Traffic class does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	14
	IP packet#14
	Secondary PDP Context (Step 10)
	Type III
	All Type III packet filter components match
	The IP packet is only matching Packet Filter 4 in Table 11.9.1.4-1. The IP packet is returned on Secondary PDP Context (Step 10).

	15
	IP packet#15
	Primary PDP Context (Step 5)
	Type III
	Remote Address does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	16
	IP packet#16
	Primary PDP Context (Step 5)
	Type III
	Type of service/Traffic class does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	17
	IP packet#17
	Primary PDP Context (Step 5)
	Type III
	Flow Label does not match
	No packet filter matches. The IP packet is returned on Primary PDP Context

	18
	IP packet#18
	Primary PDP Context (Step 5)
	Type I
	Remote Address match
	IP packet is only matching Packet Filter 5 in Table 11.9.1.4-1

	19
	IP packet#19
	None
	Type I
	Remote Address does not match
	IP packet does not match any Packet Filters

	Note 1:
IP Packet details are specified in Tables 11.9.1.4-3 to 11.9.1.4-21

Note 2:
IP packets for sub-test index 1 to 17 are sent by the SS while no TFT is assigned to the Primary PDP Context. IP packets for sub-test index 18 and 19 are sent by the SS after adding a TFT to the Primary PDP Context.


Table 11.9.1.4-3: IP packet#1 (Table 11.9.1.4-2)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101001
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filters 1 and 2. Value does not match packet filters 3 or 4.
	

	Protocol
	17
	UDP

Significant packet filters 1, 2 and 3. Value matches packet filters 1 and 2. Value does not match packet filter 3.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.8.1
	Significant for packet filters 1, 2 and 3. Value matches packet filters 1, 2 and 3. 
	IPv4

	
	2001:0ba0::0001:0001
	Significant for packet filters 1, 2, 3 and 4. Value matches packet filters 1, 2, 3 and 4.
	IPv6

	Source Port
	60001
	Significant for packet filters 1 and 2. Value matches packet filters 1 and 2.
	

	Destination Port
	60350
	Significant for packet filters 1 and 2. Value matches packet filters 1 and 2.
	

	Flow Label
	10
	Significant for packet filter 4. Value does not match packet filter 4.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.9.1.4-4: IP packet#2 (Table 11.9.1.4-2)

	Derivation path: IP packet#1, Table 11.9.1.4-3

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.9.1
	Significant for packet filter 1, 2 and 3. Value does not match packet filters 1, 2 or 3. 
	IPv4

	
	2001:0bb0::0001:0001
	Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.9.1.4-5: IP packet#3 (Table 11.9.1.4-2)

	Derivation path: IP packet#1, Table 11.9.1.4-3

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3. Value does not match packet filters 1, 2 or 3.
	


Table 11.9.1.4-6: IP packet#4 (Table 11.9.1.4-2)

	Derivation path: IP packet#1, Table 11.9.1.4-3

	Information Element
	Value/Remark
	Comment
	Condition

	Source Port
	60002
	Significant for packet filters 1 and 2. Value matches packet filter 2. Value does not match packet filter 1.
	


Table 11.9.1.4-7: IP packet#5 (Table 11.9.1.4-2)

	Derivation path: IP packet#1, Table 11.9.1.4-3

	Information Element
	Value/Remark
	Comment
	Condition

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	


Table 11.9.1.4-8: IP packet#6 (Table 11.9.1.4-2)

	Derivation path: IP packet#1, Table 11.9.1.4-3

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Port
	60351
	Significant for packet filters 1 and 2. Value matches packet filter 1. Value does not match packet filter 2
	


Table 11.9.1.4-9: IP packet#7 (Table 11.9.1.4-2)

	Derivation path: IP packet#1, Table 11.9.1.4-3

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filter 1 or 2.
	


Table 11.9.1.4-10: IP packet#8 (Table 11.9.1.4-2)

	Derivation path: IP packet#1, Table 11.9.1.4-3

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	11101001
	Significant for packet filters 1, 2, 3, and 4. Value does not match packet filters 1, 2, 3 or 4.
	


Table 11.9.1.4-11: IP packet#9 (Table 11.9.1.4-2)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10100010
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filter 3. Value does not match packet filters 1, 2 or 4.
	

	Protocol
	50
	IPSec (ESP)

Significant packet filters 1, 2 and 3. Value matches packet filter 3. Value does not match packet filters 1 or 2.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.8.1
	Significant for packet filters 1, 2 and 3. Value matches packet filters 1, 2 and 3.
	IPv4

	
	2001:0ba0::0001:0001
	Significant for packet filters 1, 2, 3 and 4. Value matches packet filters 1, 2, 3 and 4.
	IPv6

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	IP Sec SPI range
	0x0F80F0000
	Significant for packet filter 3. Value matches packet filter 3.
	

	Flow Label
	10
	Significant for packet filter 4. Value does not match packet filter 4.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.9.1.4-12: IP packet#10 (Table 11.9.1.4-2)

	Derivation path: IP packet#9, Table 11.9.1.4-11

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.9.1
	Significant for packet filter 1, 2 and 3. Value does not match packet filters 1, 2 or 3. 
	IPv4

	
	2001:0bb0::0001:0001
	Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.9.1.4-13: IP packet#11 (Table 11.9.1.4-2)

	Derivation path: IP packet#9, Table 11.9.1.4-11

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3. Value does not match packet filters 1, 2 or 3.
	


Table 11.9.1.4-14: IP packet#12 (Table 11.9.1.4-2)

	Derivation path: IP packet#9, Table 11.9.1.4-11

	Information Element
	Value/Remark
	Comment
	Condition

	IP Sec SPI range
	0x0F90F0000
	Significant for packet filter 3. Value does not match packet filter 3.
	


Table 11.9.1.4-15: IP packet#13 (Table 11.9.1.4-2)

	Derivation path: IP packet#9, Table 11.9.1.4-11

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	11101001
	Significant for packet filters 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4.
	


Table 11.9.1.4-16: IP packet#14 (Table 11.9.1.4-2)

	Derivation path: RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Traffic Class (IPv6)
	10110011
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filter 4. Value does not match packet filters 1, 2 or 3.
	

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3. Value does not match packet filters 1, 2 or 3.
	

	Source Address
	fe80::1:1
	IPv6

Not significant for any packet filters
	

	Destination Address
	2001:0ba0::0001:0001
	IPv6

Significant for packet filters 1, 2, 3 and 4. Value matches packet filters 1, 2, 3 and 4.
	

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Flow Label
	5
	IPv6

Significant for packet filter 4. Value matches packet filter 4.
	


Table 11.9.1.4-17: IP packet#15 (Table 11.9.1.4-2)

	Derivation path: IP packet#14, Table 11.9.1.4-16

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	2001:0bb0::0001:0001
	IPv6

Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4.
	


Table 11.9.1.4-18: IP packet#16 (Table 11.9.1.4-2)

	Derivation path: IP packet#14, Table 11.9.1.4-16

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	11101001
	Significant for packet filters 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4.
	


Table 11.9.1.4-19: IP packet#17 (Table 11.9.1.4-2)

	Derivation path: IP packet#14, Table 11.9.1.4-16

	Information Element
	Value/Remark
	Comment
	Condition

	Flow Label
	10
	IPv6

Significant for packet filter 4. Value does not match packet filter 4.
	


Table 11.9.1.4-20: IP packet#18 (Table 11.9.1.4-2)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101010
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filter 1 and 2. Value does not match packet filters 3 or 4.
	

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3 .Value does not match packet filters 1, 2 or 3.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.8.1
	Significant for packet filters 1, 2, 3 and 5. Value matches packet filters 1, 2, 3 and 5. 
	IPv4

	
	2001:0ba0::0001:0001
	Significant for packet filters 1, 2, 3, 4 and 5. Value matches packet filters 1, 2, 3, 4 and 5.
	IPv6

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Flow Label
	10
	Significant for packet filter 4. Value does not match packet filter 4.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 11.9.1.4-21: IP packet#19 (Table 11.9.1.4-2)

	Derivation path: IP packet#18, Table 11.9.1.4-20

	Information Element
	Value/Remark
	Comment
	Condition

	Destinaton Address
	172.168.9.1
	Significant for packet filters 1, 2, 3 and 5. Value does not match packet filters 1, 2, 3 and 5.
	IPv4

	
	2001:0ba1::0001:0001
	Significant for packet filters 1, 2, 3, 4 and 5. Value does not match packet filters 1, 2, 3, 4 and 5.
	IPv6


11.9.1.5
Test requirements

To pass the test the UE shall:

-
at step 20 transmit an IP PDU containing IP Packet#N on the radio bearer associated with the PDP context as specified by Table 11.9.1.4-2 for Sub-test index=N.

-
at step 22 send a MODIFY PDP CONTEXT ACCEPT message.

-
at step 24 transmit an IP PDU containing IP Packet#18 on the radio bearer associated with the PDP context as specified by Table 11.9.1.4-2 for Sub-test index=18.

-
at step 26 not transmit any IP PDU
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