3GPP TSG-RAN Meeting #69


RP- 151516
14th-16th September 2015
Phoenix, USA
Agenda item:
14.1.2
Source: 
BlackBerry UK Limited, Broadcom, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Sony, AT&T, Sprint, T-Mobile US
Title: 
Clarifications on the IP Tunnel solution for LTE-WLAN Integration
Document for:
Discussion and Decision
1. Introduction
At RAN#68, and following discussion on [1], it was concluded that approval of a WID for RAN level aggregation with support for legacy APs would be  allowed at RAN#69 [3]. 

Proponents of this approach have submitted a WID [4] for approval at this meeting, capturing the desire to introduce an IPsec Tunnel above PDCP between the eNB and UE to achieve this.

A document, RP-151340 [5] has raised a number of questions regarding the adoption of such a solution in RAN. This paper addresses the points raised in [5] and confirms that such a solution is wholly appropriate as a RAN led WID, having much synergy and fitting alongside work that is already underway in the corresponding RAN2 WID [2] on LTE-WLAN integration.  
2. Discussion
In response to the discussion in RAN#68 [3], [5] suggests that an IP-tunnel approach effectively means adopting a solution similar to ePDG in the eNB, and suggests a new study item should be conducted in SA2 as a result.

The co-signing companies would respectfully point out the following in order to clarify (contrary to the observations in [5]) why this is a matter for RAN.  
· The proposed solution is totally controlled by eNB (i.e. is a RAN level solution)

· Offloading decisions and establishment of tunnel are triggered and controlled by eNB

· RRC signalling is used to trigger the tunnel establishment

· IPsec in this case replaces the RAN level encryption provided by PDCP and hence is logically within the scope of RAN2
· Existing CN nodes may be used for security purposes but no new impact to SA2 is foreseen, i.e. no new core network nodes are necessary to support this work
 [5] also raises a number of other questions and observations, for which we would like to clarify the following as an understanding of how the IP Tunnel solution may be standardised. 
· The source of the IP addresses used for the tunnel,
· The UE’s IP address can be obtained using traditional approaches e.g. using DHCP

· The eNB IP address may be provided via RRC (Note: that this need not be a publicly routable eNB IP address and hence wouldn't expose the eNB to security attacks over open internet)

· Establishment of the tunnel, UE or eNB?

· This will be eNB triggered (via RRC – using signalling similar to that defined in LWA) and then followed by UE initiated EAP procedures to obtain access to WLAN, additionally RRC or IKEv2 could be used to establish the IPSec tunnel

· Handling of NAT issues between the eNB and UE.

· The UE will need to establish connectivity toward the MeNB so that NAT tables can be configured.  

· Support for sending of NAT keep alive packets may be required.

· Maintenance and modification of the tunnel. 

· A new tunnel needs to be created upon eNB change (this is similar to dual connectivity or LWA – SeNB connection is released and reestablished upon MeNB change) 

· Traffic offloading and switching decisions 

· This will be eNB controlled and assisted by UE measurements – similar paradigm as in LWA

· Security credentials for establishing IPsec tunnel 

· Multiple options exist 

· Use RRC signalling to establish the IPsec tunnel

· Use IKEv2 to establish the IPsec tunnel

· Existing approaches to the provision of keying material in both MeNB and UE for securing the MeNB-UE link can be leveraged. 

3. Conclusions and recommendations

The above responses to the questions raised in RP-151340 [5], show that it is clear that RAN is the appropriate TSG to manage the introduction of an IP Tunnel based solution as per the WID proposal in [4].   In addition the reuse of new procedures being developed for the LWA WID [2] minimise the amount of additional work necessary to introduce this IP Tunnel solution between the eNB and UE. 
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