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1. Introduction
There has been significant industry interest worldwide and in Europe regarding signalling and overload caused by signalling storms [1][2][3] which have been publicly documented in the real world numerous times [4]. One of their causes seems to be UEs (or malfunctioning or malicious mobile apps) that make successive service requests that then time-out because of inactivity, triggering repeated signalling to allocate and de-allocate radio channels and other resources in the network.

This paper discusses some examples of signalling storms that can be find in the literature, hence indicating the need to create a SI within RAN2 addressing the issue for both UTRAN and LTE. 
2. Motivation for the Study Item

The available literature [1-4] shows several occurrences where malfunctioning UEs (or malfunctioning or malicious mobile apps) cause disruption of network performance and signalling storms which impair network availability and may erode customers’ credit.

The effect of this type of behaviour on mobile telephony and mobile computing can result in (a)  abusive bandwidth occupancy, (b) excessive signalling within the mobile operator, (c) excessive energy consumption and battery dissipation at mobile devices, (d) extra energy consumption in base stations, signalling servers and in the backbone network. In addition, if mobile technology is exploited in cyber-physical infrastructures such as the smart grid, or for the Internet of Things including vehicular technologies, smart homes, and emergency management systems,  such signalling storm effects can delay or impair communications which can be of vital importance.

Fast dormancy-related issues have already been addressed by 3GPP and GSM-A. Nevertheless, the effect of malicious applications or malfunctioning devices has not been included in the 3GPP work. However, the issue cannot be overlooked and 3GPP should evaluate how critical the problem is and what kind of solutions to overcame the problem need to be addressed and, hence, standardised. 

In response to some of these concerns, the EU FP7 NEMESYS project has analysed signalling storms [2][3] and found evidence that they can cause disruption to network performance. Telecom Italia took part to the work of NEMESYS project, promotes the project results and, on the basis of such activity, believes it would be beneficial to study whether new mechanisms are required and could provide benefits in addressing the problem of signaling storms caused by malicious applications or malfunctioning devices. The analysis is believed to be useful to both UTRAN and LTE.
More broadly Telecom Italia would like to raise the question of signalling storms, and submit this point for discussion at the 3GPP RAN plenary #66 (8-11 Dec 2014, USA), in order to make the standards community aware of this issue and to evaluate the need to open a Study Item activity for 3GPP to consider the problem, and possibly examine the requirement of a standardization activity aiming at finding solutions to solve the impairments of this problem.
3. Proposal
Considering the possible disruption on network performance and Quality of Experience, Telecom Italia, promotes the project results and on behalf of NEMESYS project, would like rise the need to open a new Study Item addressing the issue of signalling storms that are caused by mobile malware or misbehaving apps. Solutions for both UTRAN and LTE should be assessed in the Study phase, in order to define a standardised approach to solve the problem.
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