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Change 1

	Testcase name
	9.2.1.1.7a

	Protocol
	Idle mode

	Function Name
	fl_TC_9_2_1_1_7a_Body()

	Reason for change
	The current TTCN implementation of 9.2.1.1.7a is not storing the security capabilities received in the ATTACH REQUEST at step 3. This means the next SECURITY MODE COMMAND will include the UE security capabilities that were received during the preamble. It is possible for a UE to be configured to report different security capabilities (e.g. depending on the current PLMN), so replaying old capability information may cause the UE to not respond to SECURITY MODE COMMAND.

	Summary of change
	Added the functionality after Step 3 to store the UE security capabilities received in the Attach Request so that the it can be replayed correctly during the SECURITY MODE COMMAND.

	Source of change
	NAS_Attach_EOnly.TTCN


Before:
	function fl_TC_9_2_1_1_7a_Body() runs on EUTRA_PTC

  {

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var NAS_MSG_Indication_Type v_NasInd;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var GutiParameters_Type v_Guti2_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellB);

    var template (omit) AccessPointName v_APN := omit;

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (EPS_Only);

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(EPS_Only);

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var template (omit) EPS_BearerContextStatus v_EpsBearerCtxtStatus;

    var template (value) TrackingAreaIdList v_TaiList;

    var template (value) CellPowerList_Type v_CellPowerList;

    var boolean v_EIT_Flag := false;

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    //@siclog "Step 1" siclog@

    //The SS configures: Cell A as the "Serving cell". Cell B as a "Non-Suitable cell". Cell C as a "Non-Suitable cell".

    v_CellPowerList := {

      cs_CellPower ( eutra_CellA, tsc_ServingCellRS_EPRE ),

      cs_CellPower ( eutra_CellB, tsc_NonSuitableCellRS_EPRE ),

      cs_CellPower ( eutra_CellC, tsc_NonSuitableCellRS_EPRE )

    };

    f_EUTRA_SetCellPowerList ( v_CellPowerList );

    //@siclog "Step 2" siclog@

    //+   The UE is switched on.

    f_UT_SwitchOnUE(UT, false); // @sic R5s130100 sic@

    //@siclog "Step 3" siclog@

    //+  The UE transmits an ATTACH REQUEST message.

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,

                                                                                cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST);

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //@siclog "Step 4 - 7Aa2" siclog@

    //+  The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.

    //+  The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.

    //+  The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.

    //+  The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.

    //+ Steps 7Aa1 and 7Aa2 ESM INFORMATION REQUEST / ESM INFORMATION RESPONSE

    v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA,v_EIT_Flag, v_EPS_TI, false);

……


After:
	   function fl_TC_9_2_1_1_7a_Body() runs on EUTRA_PTC

  {

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var NAS_MSG_Indication_Type v_NasInd;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var GutiParameters_Type v_Guti2_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellB);

    var template (omit) AccessPointName v_APN := omit;

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (EPS_Only);

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(EPS_Only);

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var template (omit) EPS_BearerContextStatus v_EpsBearerCtxtStatus;

    var template (value) TrackingAreaIdList v_TaiList;

    var template (value) CellPowerList_Type v_CellPowerList;

    var boolean v_EIT_Flag := false;

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
    //@siclog "Step 1" siclog@

    //The SS configures: Cell A as the "Serving cell". Cell B as a "Non-Suitable cell". Cell C as a "Non-Suitable cell".

    v_CellPowerList := {

      cs_CellPower ( eutra_CellA, tsc_ServingCellRS_EPRE ),

      cs_CellPower ( eutra_CellB, tsc_NonSuitableCellRS_EPRE ),

      cs_CellPower ( eutra_CellC, tsc_NonSuitableCellRS_EPRE )

    };

    f_EUTRA_SetCellPowerList ( v_CellPowerList );

    //@siclog "Step 2" siclog@

    //+   The UE is switched on.

    f_UT_SwitchOnUE(UT, false); // @sic R5s130100 sic@

    //@siclog "Step 3" siclog@

    //+  The UE transmits an ATTACH REQUEST message.

    v_NasInd:= f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                              v_RRC_TI,

                                              cr_EstablishmentCause_Any,

                                              cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,

                                                                                cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                f_GetPdnType())));

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST);

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

       v_SecurityParams.NAS_SecurityCap := f_EUTRA_FillNAS_SecurityCapability(v_NasInd.Pdu.Msg.aTTACH_REQUEST);  // @sic R5s100135 sic@

    f_EUTRA_Security_Set(v_SecurityParams);
    //@siclog "Step 4 - 7Aa2" siclog@

    //+  The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.

    //+  The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.

    //+  The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.

    //+  The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.

    //+ Steps 7Aa1 and 7Aa2 ESM INFORMATION REQUEST / ESM INFORMATION RESPONSE

    v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA,v_EIT_Flag, v_EPS_TI, false);
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