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1. Overview

This document lists TTCN changes needed to correct issues in the ATS ‘iwd-EUTRA-B2013-03_D13k49’.
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3. Corrections
Change 1 – Correction to function “fl_TC_9_3_1_18_Body ()” 
	Function name
	fl_TC_9_3_1_18_EUTRA()

	Reason for change
	In step 3 the SS answers a SERVICE REQUEST received by sending a SERVICE REJECT which is integrity protected. This is, however, insufficient as the UE will receive the SERVICE REJECT only after a secure exchange of  NAS messages has been restablished.

According to TS 24.301 cl. 4.4.2.3 this is achieved  by replying with a NAS message that is integrity protected and ciphered using the current EPS security context.

	Summary of change
	The SERVICE REJECT message was modified to be sent integrity protected and ciphered.

	TTCN module
	NAS_ServiceRequest_EOnly

	MCC160 Comment
	


Before change: 

	...

  function fl_TC_9_3_1_18_Body() runs on EUTRA_PTC

  {

    . . .    

    //+   The SS pages the UE using S-TMSI with CN domain indicator set to "PS".

    //@siclog "Step 1" siclog@
    f_EUTRA_UE_Page(eutra_CellA,

                    cs_NasPaging_OneRecord(cs_PagingUE_Identity_S_TMSI(v_GutiParams_A.MME_Code,

                                                                       v_GutiParams_A.M_TMSI)));

    //+   The UE transmits a SERVICE REQUEST message. --> SERVICE REQUEST

    //@siclog "Step 2" siclog@

    f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                   v_RRC_TI,

                                   cr_EstablishmentCause_mt_Access,

                                   cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                     cr_508_SERVICE_REQUEST(v_SecurityParams.KSIasme)));

    //+ The SS transmits a SERVICE REJECT message with the EMM cause = " Not authorized for this CSG " as specified.

    //@siclog "Step 3" siclog@

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected,

                                                cs_508_SERVICE_REJECT(tsc_Cause_NotAuthorizedCSG))));

    ...


After change: 

	...

  function fl_TC_9_3_1_18_Body() runs on EUTRA_PTC

  {

    . . .    

    //+   The SS pages the UE using S-TMSI with CN domain indicator set to "PS".

    //@siclog "Step 1" siclog@
    f_EUTRA_UE_Page(eutra_CellA,

                    cs_NasPaging_OneRecord(cs_PagingUE_Identity_S_TMSI(v_GutiParams_A.MME_Code,

                                                                       v_GutiParams_A.M_TMSI)));

    //+   The UE transmits a SERVICE REQUEST message. --> SERVICE REQUEST

    //@siclog "Step 2" siclog@

    f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                   v_RRC_TI,

                                   cr_EstablishmentCause_mt_Access,

                                   cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                     cr_508_SERVICE_REQUEST(v_SecurityParams.KSIasme)));

    //+ The SS transmits a SERVICE REJECT message with the EMM cause = " Not authorized for this CSG " as specified.

    //@siclog "Step 3" siclog@

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_508_SERVICE_REJECT(tsc_Cause_NotAuthorizedCSG))));

    ...


