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Change 1 – f_SIP_Register_GetSecurityParam
	Function name
	f_SIP_Register_GetSecurityParam

	Reason for change
	When retrieving a particular security parameter like port-s, port-c, spi-s or spi-c from the set of security mechanisms, we need to take care to access the right security mechanism. There is one security mechanism per pair of integrity and encryption algorithm (with two different values for integrity algorithm and three different values for encryption algorithm a UE can offer up to six security mechanisms). Each security mechanism can have different values for above security parameters. Hence, we first need to identify the right mechanism before retrieving the wanted security parameter.

	Summary of change
	The entire function needs to be rewritten such that the list of security menchanism is traversed until the correct entry is found.

	TTCN module
	Common/IMS/IMS_SIP_Templates

	MCC160 Comment
	


Before change

  function f_SIP_Register_GetSecurityParam(REGISTER_Request p_RegisterRequest,

                                           charstring p_ParamId) return charstring

  {

    var SemicolonParam_List v_ParamList := p_RegisterRequest.msgHeader.securityClient.securityMech[0].mechParams;

    return f_SIP_SemicolonParamList_GetParamValue(v_ParamList, p_ParamId);

  }
After change

  function f_SIP_Register_GetSecurityParam(REGISTER_Request p_RegisterRequest,

                                           charstring p_ParamId,

                                           IPsec_IntegrityAlgorithm_Type p_integrity,

                                           IPsec_CipheringAlgorithm_Type p_ciphering) return charstring

  {

    var charstring v_integrity := "hmac-md5-96";

    var charstring v_ciphering := "null";

    var integer i;

    var charstring v_paramValue;

    var SemicolonParam_List v_ParamList;


if (p_integrity == hmac_sha_1_96)

  
{

        v_integrity := "hmac-sha-1-96";

  
}

  
if (p_ciphering == des_ede3_cbc)

  
{

        v_ciphering := "des-ede3-cbc";

  
}

  
else if (p_ciphering == aes_cbc)

  
{

        v_ciphering := "aes-cbc";

  
}

  
for (i:=0;1<sizeof(p_RegisterRequest.msgHeader.securityClient.securityMech);i:=i+1)

  
{

        v_ParamList := p_RegisterRequest.msgHeader.securityClient.securityMech[i].mechParams;

        // Check first the integrity

        v_paramValue := f_SIP_SemicolonParamList_GetParamValue(v_ParamList, "alg");

        if (v_paramValue == v_integrity)

        {

            // Check then the ciphering

            v_paramValue := f_SIP_SemicolonParamList_GetParamValue(v_ParamList, "ealg");

            if (v_paramValue == v_ciphering)

            {

                v_paramValue := f_SIP_SemicolonParamList_GetParamValue(v_ParamList, p_ParamId);

                break;

            }

        }

        // else look into the next one

  
}

    return v_paramValue;

  }
Change 2 – f_IMS_Register_SecurityInitPortsAndSPIs
	Function name
	f_IMS_Register_SecurityInitPortsAndSPIs

	Reason for change
	When retrieving the security client parameters, we need to access the right mechanism.

	Summary of change
	Accessing the right mechanism is achieved by indexing into the list of security mechanism with the used ciphering and encryption algorithms, and the updated function f_SIP_Register_GetSecurityParam

	TTCN module
	Common/IMS/IMS_Procedures_Registration

	MCC160 Comment
	


Before change

  function f_IMS_Register_SecurityInitPortsAndSPIs(REGISTER_Request p_RegisterReq,

                                                   Common_AuthenticationParams_Type p_AuthenticationParams) runs on IMS_PTC

  { /* @sic R5s131004 - MCC160 implementation: new function sic@ */

    var PortNumber_Type v_Port_us := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-s"));

    var PortNumber_Type v_Port_uc := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-c"));

    var IPsec_SPI_Type  v_SPI_us  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-s"));

    var IPsec_SPI_Type  v_SPI_uc  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-c"));

    /* initialise or re-initialise SPIs and protected ports of the network side: */

    f_IMS_PTC_Security_Init(p_AuthenticationParams, v_Port_us, v_Port_uc, v_SPI_us, v_SPI_uc);

  }
After change

  function f_IMS_Register_SecurityInitPortsAndSPIs(REGISTER_Request p_RegisterReq,

                                                   Common_AuthenticationParams_Type p_AuthenticationParams) runs on IMS_PTC

  { /* @sic R5s131004 - MCC160 implementation: new function sic@ */

    var PortNumber_Type v_Port_us := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-s", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    var PortNumber_Type v_Port_uc := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-c", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    var IPsec_SPI_Type  v_SPI_us  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-s", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    var IPsec_SPI_Type  v_SPI_uc  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-c", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    /* initialise or re-initialise SPIs and protected ports of the network side: */

    f_IMS_PTC_Security_Init(p_AuthenticationParams, v_Port_us, v_Port_uc, v_SPI_us, v_SPI_uc);

  }
Change 3 – f_IMS_PTC_ReRegistration_SecurityClientParamsCheck
	Function name
	f_IMS_PTC_ReRegistration_SecurityClientParamsCheck

	Reason for change
	See Change 2

	Summary of change
	See Change 2

	TTCN module
	Common/IMS/IMS_Procedures_Registration

	MCC160 Comment
	


Before change

  function f_IMS_PTC_ReRegistration_SecurityClientParamsCheck(REGISTER_Request p_RegisterReq,

                                                              SecurityClientParams_Type p_PrevSecurityClientParams)

    runs on IMS_PTC return SecurityClientParams_Type

  { /* p_PrevSecurityClientParams  .. security parameters as being used for configuration of the security at the SS side

     *                                i.e. as used for the latest (re-)authentication */

    var SecurityClientParams_Type v_SecurityClientParams;

    v_SecurityClientParams.Port_us := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-s"));

    v_SecurityClientParams.Port_uc := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-c"));

    v_SecurityClientParams.SPI_us  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-s"));

    v_SecurityClientParams.SPI_uc  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-c"));

    if ((v_SecurityClientParams.SPI_uc  == p_PrevSecurityClientParams.SPI_uc) or

        (v_SecurityClientParams.SPI_us  == p_PrevSecurityClientParams.SPI_us) or

        (v_SecurityClientParams.Port_uc == p_PrevSecurityClientParams.Port_uc) or

        (v_SecurityClientParams.Port_us != p_PrevSecurityClientParams.Port_us)) {

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

    } else {

      f_IMS_PreliminaryPass(__FILE__, __LINE__, "");

    }

    return v_SecurityClientParams;

  }
After change

  function f_IMS_PTC_ReRegistration_SecurityClientParamsCheck(REGISTER_Request p_RegisterReq,

                                                              SecurityClientParams_Type p_PrevSecurityClientParams)

    runs on IMS_PTC return SecurityClientParams_Type

  { /* p_PrevSecurityClientParams  .. security parameters as being used for configuration of the security at the SS side

     *                                i.e. as used for the latest (re-)authentication */

    var SecurityClientParams_Type v_SecurityClientParams;

    v_SecurityClientParams.Port_us := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-s", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    v_SecurityClientParams.Port_uc := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "port-c", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    v_SecurityClientParams.SPI_us  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-s", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    v_SecurityClientParams.SPI_uc  := str2int(f_SIP_Register_GetSecurityParam(p_RegisterReq, "spi-c", f_IMS_PTC_Security_GetIntegrityAlgorithm(), f_IMS_PTC_Security_GetCipheringAlgorithm()));

    if ((v_SecurityClientParams.SPI_uc  == p_PrevSecurityClientParams.SPI_uc) or

        (v_SecurityClientParams.SPI_us  == p_PrevSecurityClientParams.SPI_us) or

        (v_SecurityClientParams.Port_uc == p_PrevSecurityClientParams.Port_uc) or

        (v_SecurityClientParams.Port_us != p_PrevSecurityClientParams.Port_us)) {

      f_IMS_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

    } else {

      f_IMS_PreliminaryPass(__FILE__, __LINE__, "");

    }

    return v_SecurityClientParams;

  }
