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	Reason for change:
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	The new Release 11 Work item for Conformance Test Aspects –EEA3 and EIA3 Encryption & Integrity EPS security Algorithms was started in RP#56. The corresponding protocol test cases need to be added in the test spec TS 36.523-1 as per the Work Plan.

	
	

	Summary of change:
(

	The new Test Case 9.4.6
Ciphering and deciphering / Correct functionality of EPS NAS encryption algorithm / ZUC  is added.

	
	

	Consequences if 
(

not approved:
	This aspect of the work plan will remain unfulfilled.
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9.4.6
Ciphering and deciphering / Correct functionality of EPS NAS encryption algorithm / ZUC
9.4.6.1
Test Purpose (TP)

(1)

with { successful completion of EPS authentication and key agreement (AKA) procedure }

ensure that {

  when { UE receives a SECURITY MODE COMMAND, to start encryption using algorithm ZUC}

   then { UE sends SECURITY MODE COMPLETE, encrypted with ZUC and starts applying the NAS encryption in both UL and DL }

}

9.4.6.2
Conformance requirements

Same Conformance requirements as in clause 9.4.3.2

9.4.6.3
Test description

9.4.6.3.1
Pre-test conditions

Same Pre-test conditions as in clause 9.4.3.3.1

9.4.6.3.2
Test procedure sequence

Same Test procedure sequence as in Table 9.4.3.3.2-1, except the integrity ciphering algorithm is ZUC.

9.4.6.3.3
Specific message contents

Table 9.4.6.3.3-1: SECURITY MODE COMMAND (Step 5)

	Derivation path: 36.508 table 4.7.2-19

	Information Element
	Value/Remark
	Comment
	Condition

	Selected NAS security algorithms
	
	
	

	  - Type of ciphering algorithm
	011
	EPS encryption algorithm 128-EEA3  (ZUC)
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