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1.1 Change 1

Testcase name
f_TC_8_4_1_2_EUTRA

Reason for change
DL NAS count used for calculation should be the next expected count indtead of last used count.

Summary of change
Increment stored value by 1 to be used for key calculation.

Source of change
InterRat_Handover_to_UTRA.ttcn

Before:

  function f_TC_8_4_1_2_EUTRA() runs on EUTRA_PTC

  { // Test case 8.4.1.2 Inter-RAT Handover / from E-UTRA to UTRA(PS) / Data

    //cell config and preamble

    var IRAT_CoOrd_SysInfo_Type v_UTRANSysInfo;

    var integer v_UTRAN_ARFCN_Cell5;

    var integer v_UTRAN_ScrCode_Cell5;

    var integer v_UTRAN_Ul_ScrCode_Cell5;

    var integer v_UTRAN_ParametersID_Cell5;

    var NasCount_Type v_NasCountDL;

    var octetstring v_HandoverToUtranCommand;

    var octetstring v_Nas_SecurityParamFromEUTRA;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

   ----

   ---

    v_Nas_SecurityParamFromEUTRA := substr( v_NasCountDL, 3, 1);
   ---

   ---

}

After:function f_TC_8_4_1_2_EUTRA() runs on EUTRA_PTC

  { // Test case 8.4.1.2 Inter-RAT Handover / from E-UTRA to UTRA(PS) / Data

    //cell config and preamble

    var IRAT_CoOrd_SysInfo_Type v_UTRANSysInfo;

    var integer v_UTRAN_ARFCN_Cell5;

    var integer v_UTRAN_ScrCode_Cell5;

    var integer v_UTRAN_Ul_ScrCode_Cell5;

    var integer v_UTRAN_ParametersID_Cell5;

    var NasCount_Type v_NasCountDL;

    var octetstring v_HandoverToUtranCommand;

    var octetstring v_Nas_SecurityParamFromEUTRA;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

   ----

   ---

    v_Nas_SecurityParamFromEUTRA := substr( int2oct(oct2int(v_NasCountDL) + 1, 4), 3, 1);
   ---

   ---

}

1.2 Change 2

Testcase name
f_TC_8_4_1_2_UTRAN

Reason for change
Cell ID used should be utran_Dedicated and state at the end should be U2_Connected

Summary of change
Changed Cell ID to utran_Dedicated and state to U2_Connected

Source of change
InterRat_Handover_to_UTRA_UTRAN.ttcn

Before:

  function f_TC_8_4_1_2_UTRAN() runs on UTRAN_PTC

  { // Test case 8.4.1.2 Inter-RAT Handover / from E-UTRA to UTRA(PS) / Data

    var U_RLC_AM_IND v_RcvdMsg;

    var U_RNTI v_U_RNTI;

    var C_RNTI v_C_RNTI;

    var UTRAN_SecurityInfo_Type v_SecurityInfo;

    var octetstring v_PSSpecificNAS_Info, v_CSSpecificNAS_Info;

    var DRX_CycleLengthStructure v_DRX_CycleLengthStructure;

    var PLMN_Identity v_PLMN_Identity;

    var octetstring v_LAC;

    // Initialise all cells

    f_UTRAN_Init ( EUTRA_UTRAN );

    // Create and configure Cell 5

    // Cell started switched on with default power level, -60 and max attenuation

    f_UTRAN_SS_CreateCellDCH ( utran_Cell5 );

    // Start sending System Information

    f_UTRAN_SendDefSysInfo ( utran_Cell5 );

    // UE starts registered in EUTRA, wait its Auth Params

    f_UTRAN_InterRAT_InitialiseAuthParams();

    // Send relevant UTRAN cell info to EUTRA PTC

    f_UTRAN_Send_IR_SysInfoToEUTRA ( utran_Cell5 );

    f_UTRAN_TestBody_Set( true );

    //@siclog "Step 1" siclog@

    //Configure a dedicated channel in the UTRAN FDD with configuration

    // according to 34.108 cl. 6.10.2.4.1.26

    f_SS_Config_64kPS_RAB ( utran_Cell5 );

    // Set up the ciphering ready for when the UE hands over

    f_UTRAN_ConfigureCipheringBeforeHO (utran_Cell5);

    f_UTRAN_SetCellPower (utran_Cell5, tsc_AttenuationServingCell);

    f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger); // Tell SS to transmit a MobilityFromEUTRACommand message

    //@siclog "Step 3" siclog@

    U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                  tsc_RB2,

                                  cr_HandoverToUTRANComplete))

      -> value v_RcvdMsg;

    f_UTRAN_PreliminaryPass(__FILE__, __LINE__, "Test Case 8.4.1.2 Step 3");

    //@siclog "Step 4 - 5" siclog@

    f_UTRAN_ConfigureIntegrityAfterHO (utran_Cell5);

    //@siclog "Step 6" siclog@

    //Transmits UTRAN MOBILITY INFORMATION message to notify CN information

    v_SecurityInfo := f_UTRAN_Security_Get ( );

    v_U_RNTI := f_UTRAN_CellInfo_GetU_RNTI ( utran_Cell5 );

    v_C_RNTI := f_UTRAN_CellInfo_GetC_RNTI( utran_Cell5 );

    v_DRX_CycleLengthStructure := f_UTRAN_CellInfo_GetDRX_CycleLength ( utran_Cell5 );

    v_PSSpecificNAS_Info := f_UTRAN_CellInfo_GetRAC( utran_Cell5 ) & f_UTRAN_CellInfo_GetNMO( utran_Cell5 );

    v_CSSpecificNAS_Info := f_UTRAN_CellInfo_GetT3212( utran_Cell5 ) & int2oct(f_UTRAN_CellInfo_GetAttFlag( utran_Cell5 ), 1);

    v_PLMN_Identity := f_UTRAN_CellInfo_GetPLMNIdentity ( utran_Cell5 );

    v_LAC := f_UTRAN_CellInfo_GetLAC ( utran_Cell5 );

    U_AM.send (cas_RLC_Data_Req_NoCnf (utran_Cell5, 

                                       tsc_RB2,

                                       cs_RRC_UtranMobilityInfo ( v_SecurityInfo.dl_IntegrityCheckInfo,//IntegrityCheckInfo

                                                                  tsc_RRC_TI,                            //RRC_TransactionIdentifier

                                                                  omit,                                //IntegrityProtectionModeInfo_r7

                                                                  omit,                                //CipheringModeInfo_r7

                                                                  v_U_RNTI,                            //U_RNTI

                                                                  v_C_RNTI,                            //C_RNTI

                                                                  omit,                                //H_RNTI

                                                                  cs_UEConnTimersConst,                //UE_ConnTimersAndConstants_r5

                                                                  cs_CNInfo_PSCS( v_PLMN_Identity,          //CN_InformationInfoFull

                                                                             v_LAC,

                                                                             v_DRX_CycleLengthStructure,

                                                                             v_PSSpecificNAS_Info,

                                                                             v_CSSpecificNAS_Info),    // @sic R5-112705 sic@

                                                                  omit,                                //PLMN_Identity

                                                                  omit,                                //URA_Identity

                                                                  omit,                                //SupportChangeUECapab

                                                                  omit,                                //DL_CounterSynchronisationInfo_r5

                                                                  omit,                                //UtranMobilityInformation_r7_add_ext

                                                                  omit)));                             //UTRANMobilityInformation_v860ext2_Type

    //@siclog "Step 7" siclog@

    //Receieve UTRAN MOBILITY INFORMATION CONFIRM message

    U_AM.receive (car_RLC_Data_Ind (utran_Cell5, 

                                    tsc_RB2,

                                    cr_108_UTRAN_MobilityInfoCnf (tsc_RRC_TI)));

    f_UTRAN_TestBody_Set( false );

    //Perform RAU (no security activation since it has already been activated)

    f_UTRAN_GMM_RAU (utran_Cell5, false, true);

    f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger); // Tell to EUTRA PTC Test case is now finished on E-UTRA side

    // Switch off UE and release cell

    f_UTRAN_Postamble ( utran_Cell5, U3_HANDOVER ); 

  }

After:

  function f_TC_8_4_1_2_UTRAN() runs on UTRAN_PTC

  { // Test case 8.4.1.2 Inter-RAT Handover / from E-UTRA to UTRA(PS) / Data

    var U_RLC_AM_IND v_RcvdMsg;

    var U_RNTI v_U_RNTI;

    var C_RNTI v_C_RNTI;

    var UTRAN_SecurityInfo_Type v_SecurityInfo;

    var octetstring v_PSSpecificNAS_Info, v_CSSpecificNAS_Info;

    var DRX_CycleLengthStructure v_DRX_CycleLengthStructure;

    var PLMN_Identity v_PLMN_Identity;

    var octetstring v_LAC;

    // Initialise all cells

    f_UTRAN_Init ( EUTRA_UTRAN );

    // Create and configure Cell 5

    // Cell started switched on with default power level, -60 and max attenuation

    f_UTRAN_SS_CreateCellDCH ( utran_Cell5 );

    // Start sending System Information

    f_UTRAN_SendDefSysInfo ( utran_Cell5 );

    // UE starts registered in EUTRA, wait its Auth Params

    f_UTRAN_InterRAT_InitialiseAuthParams();

    // Send relevant UTRAN cell info to EUTRA PTC

    f_UTRAN_Send_IR_SysInfoToEUTRA ( utran_Cell5 );

    f_UTRAN_TestBody_Set( true );

    //@siclog "Step 1" siclog@

    //Configure a dedicated channel in the UTRAN FDD with configuration

    // according to 34.108 cl. 6.10.2.4.1.26

    f_SS_Config_64kPS_RAB ( utran_Cell5 );

    // Set up the ciphering ready for when the UE hands over

    f_UTRAN_ConfigureCipheringBeforeHO (utran_Cell5);

    f_UTRAN_SetCellPower (utran_Cell5, tsc_AttenuationServingCell);

    f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger); // Tell SS to transmit a MobilityFromEUTRACommand message

    //@siclog "Step 3" siclog@

    U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                  tsc_RB2,

                                  cr_HandoverToUTRANComplete))

      -> value v_RcvdMsg;

    f_UTRAN_PreliminaryPass(__FILE__, __LINE__, "Test Case 8.4.1.2 Step 3");

    //@siclog "Step 4 - 5" siclog@

    f_UTRAN_ConfigureIntegrityAfterHO (utran_Cell5);

    //@siclog "Step 6" siclog@

    //Transmits UTRAN MOBILITY INFORMATION message to notify CN information

    v_SecurityInfo := f_UTRAN_Security_Get ( );

    v_U_RNTI := f_UTRAN_CellInfo_GetU_RNTI ( utran_Cell5 );

    v_C_RNTI := f_UTRAN_CellInfo_GetC_RNTI( utran_Cell5 );

    v_DRX_CycleLengthStructure := f_UTRAN_CellInfo_GetDRX_CycleLength ( utran_Cell5 );

    v_PSSpecificNAS_Info := f_UTRAN_CellInfo_GetRAC( utran_Cell5 ) & f_UTRAN_CellInfo_GetNMO( utran_Cell5 );

    v_CSSpecificNAS_Info := f_UTRAN_CellInfo_GetT3212( utran_Cell5 ) & int2oct(f_UTRAN_CellInfo_GetAttFlag( utran_Cell5 ), 1);

    v_PLMN_Identity := f_UTRAN_CellInfo_GetPLMNIdentity ( utran_Cell5 );

    v_LAC := f_UTRAN_CellInfo_GetLAC ( utran_Cell5 );

    U_AM.send (cas_RLC_Data_Req_NoCnf (utran_CellDedicated, 

                                       tsc_RB2,

                                       cs_RRC_UtranMobilityInfo ( v_SecurityInfo.dl_IntegrityCheckInfo,//IntegrityCheckInfo

                                                                  tsc_RRC_TI,                            //RRC_TransactionIdentifier

                                                                  omit,                                //IntegrityProtectionModeInfo_r7

                                                                  omit,                                //CipheringModeInfo_r7

                                                                  v_U_RNTI,                            //U_RNTI

                                                                  v_C_RNTI,                            //C_RNTI

                                                                  omit,                                //H_RNTI

                                                                  cs_UEConnTimersConst,                //UE_ConnTimersAndConstants_r5

                                                                  cs_CNInfo_PSCS( v_PLMN_Identity,          //CN_InformationInfoFull

                                                                             v_LAC,

                                                                             v_DRX_CycleLengthStructure,

                                                                             v_PSSpecificNAS_Info,

                                                                             v_CSSpecificNAS_Info),    // @sic R5-112705 sic@

                                                                  omit,                                //PLMN_Identity

                                                                  omit,                                //URA_Identity

                                                                  omit,                                //SupportChangeUECapab

                                                                  omit,                                //DL_CounterSynchronisationInfo_r5

                                                                  omit,                                //UtranMobilityInformation_r7_add_ext

                                                                  omit)));                             //UTRANMobilityInformation_v860ext2_Type

    //@siclog "Step 7" siclog@

    //Receieve UTRAN MOBILITY INFORMATION CONFIRM message

    U_AM.receive (car_RLC_Data_Ind ( utran_CellDedicated,
                                    tsc_RB2,

                                    cr_108_UTRAN_MobilityInfoCnf (tsc_RRC_TI)));

    f_UTRAN_TestBody_Set( false );

    //Perform RAU (no security activation since it has already been activated)

    f_UTRAN_GMM_RAU (utran_Cell5, false, true);

    f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger); // Tell to EUTRA PTC Test case is now finished on E-UTRA side

    // Switch off UE and release cell

    f_UTRAN_Postamble ( utran_Cell5, U2_CONNECTED );

  }

1.3 Change 3

Testcase name
f_EUTRA_SendAuthParameters

Reason for change
DL NAS count used for calculation should be the next expected count indtead of last used count.

Summary of change
Increment stored value by 1 to be used for key calculation.

Source of change
EUTRA_IRATFunctions.ttcn

Before:

  function f_EUTRA_SendAuthParameters (CellId_Type p_CellId,

                                       IRAT_CO_ORD_PORT p_Port,

                                       boolean p_ForIdleMode := true) runs on EUTRA_PTC

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var Common_AuthenticationParams_Type v_CommonAuthParams;

    var B256_Type v_CkIk;

    var B128_Type v_CK;

    var B128_Type v_IK;

    var O4_Type v_DL_NAS_Count := f_EUTRA_SS_NAS_CountGetDL();

    var O4_Type v_UL_NAS_Count := f_EUTRA_SS_NAS_CountGetUL();

    //Get latest security params...

    v_SecurityParams := f_EUTRA_Security_Get();

    //...and use them to update CK and IK

    if (p_ForIdleMode) {

      v_CkIk := f_EUTRA_Authentication_S1B(v_SecurityParams, int2oct (oct2int(v_UL_NAS_Count) + 1, 4));

    } else {

      v_CkIk := f_EUTRA_Authentication_S16(v_SecurityParams, v_DL_NAS_Count);
    }

    v_CK := substr(v_CkIk, 0, 128);

    v_IK := substr(v_CkIk, 128, 128);

    v_CommonAuthParams := v_SecurityParams.AuthParams;

    v_CommonAuthParams.CK := v_CK;

    v_CommonAuthParams.IK := v_IK;

    //Now send these over to the other RAT, but DON'T store them

    f_EUTRA_SendAuthCoOrdParameters (p_Port, p_CellId, v_CommonAuthParams);

  }

After:

  function f_EUTRA_SendAuthParameters (CellId_Type p_CellId,

                                       IRAT_CO_ORD_PORT p_Port,

                                       boolean p_ForIdleMode := true) runs on EUTRA_PTC

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var Common_AuthenticationParams_Type v_CommonAuthParams;

    var B256_Type v_CkIk;

    var B128_Type v_CK;

    var B128_Type v_IK;

    var O4_Type v_DL_NAS_Count := f_EUTRA_SS_NAS_CountGetDL();

    var O4_Type v_UL_NAS_Count := f_EUTRA_SS_NAS_CountGetUL();

    //Get latest security params...

    v_SecurityParams := f_EUTRA_Security_Get();

    //...and use them to update CK and IK

    if (p_ForIdleMode) {

      v_CkIk := f_EUTRA_Authentication_S1B(v_SecurityParams, int2oct (oct2int(v_UL_NAS_Count) + 1, 4));

    } else {

      v_CkIk := f_EUTRA_Authentication_S16(v_SecurityParams, int2oct (oct2int(v_DL_NAS_Count) + 1, 4)); 

    }

    v_CK := substr(v_CkIk, 0, 128);

    v_IK := substr(v_CkIk, 128, 128);

    v_CommonAuthParams := v_SecurityParams.AuthParams;

    v_CommonAuthParams.CK := v_CK;

    v_CommonAuthParams.IK := v_IK;

    //Now send these over to the other RAT, but DON'T store them

    f_EUTRA_SendAuthCoOrdParameters (p_Port, p_CellId, v_CommonAuthParams);

  }

1.4 Change 4

Testcase name
fl_UTRAN_StartSecurityUE

Reason for change
After handover as per the latest test specification, SMC procedure should be done only to activate integrity. However current procedure activates both integrity and ciphering.

Summary of change
Updated the function to send Integrity activation information only.

Source of change
UTRAN_CommonFunctions.ttcn

Before:

  function fl_UTRAN_StartSecurityUE(RB_ConfigType           p_CellConfig,

                                    UTRAN_SecurityInfo_Type p_SecurityInfo,

                                    template (value) RB_ActivationTimeInfoList p_RB_ActivationTimeInfoList,

                                    CN_DomainIdentity p_CN_Domain,

                                    ActivationTime    p_CipherActTime) runs on UTRAN_PTC return UTRAN_SecurityInfo_Type

  {

    var UTRAN_SecurityInfo_Type  v_SecurityInfo := p_SecurityInfo;

    var IntegrityProtActivationInfo v_IntegrityActInfo;

    var bitstring v_UE_SystemSpecificCap  := int2bit(f_InitSystemSpecificCap(),7);

    var U_RLC_AM_IND v_RLC_AM_DATA_IND;

    var template (omit) ActivationTime v_CipherActTime;

    var template (omit) InterRAT_UE_SecurityCapList v_UE_SysSpecCap;

    // ********** Send SecurityModeCommand:

    if (pc_GERAN) {

      v_UE_SysSpecCap := cs_UE_SysSpecCap(v_UE_SystemSpecificCap);

      if (((p_CellConfig== cell_DCH_Speech)) and (v_SecurityInfo.recentSecureDomain == cs_domain)) {

        // Ciphering on TM  RAB present, hence include Ciphering activation time

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := p_CipherActTime;

      } else {

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := omit;

      }

    }

    else { // NOT pc_GERAN

      v_UE_SysSpecCap := omit;

      if (((p_CellConfig== cell_DCH_Speech)) and (v_SecurityInfo.recentSecureDomain == cs_domain)) {

        // Ciphering on TM  RAB present, hence include Ciphering activation time

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := p_CipherActTime;

      } else {

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := omit;

      }

    }

    U_AM.send(cas_RLC_Data_Req_NoCnf ( utran_CellDedicated,

                                       tsc_RB2,

                                       cs_108_RRC_SecModeCmd(v_SecurityInfo.dl_IntegrityCheckInfo,

                                                             cs_RRC_SecModeCmdCiphInt(tsc_RRC_TI,

                                                                                      v_SecurityInfo.dL_CipherMode,

                                                                                      p_RB_ActivationTimeInfoList,

                                                                                      v_CipherActTime,

                                                                                      p_CN_Domain,

                                                                                      v_SecurityInfo.dL_Integrity,

                                                                                      v_SecurityInfo.cipheringAlgorithmCapability,

                                                                                      v_UE_SysSpecCap,

                                                                                      v_SecurityInfo.integrProtAlgCap))));

    // ********** Receive SecurityModeComplete:

    alt {

      //   [v_SecurityInfo.cipheringOnOff]            // Ciphering and Integrity

      [] U_AM.receive ( car_RLC_Data_Ind ( utran_CellDedicated,

                                           tsc_RB2,

                                           cr_108_RRC_SecModeCmpl(tsc_RRC_TI, ?))) -> value v_RLC_AM_DATA_IND {

        // UL ciphering information is present

        v_SecurityInfo.uL_Integrity := v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.securityModeComplete.ul_IntegProtActivationInfo;

        v_SecurityInfo.uL_CipherMode := v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.securityModeComplete.rb_UL_CiphActivationTimeInfo;

        v_IntegrityActInfo := v_SecurityInfo.uL_Integrity;

        f_UTRAN_CRLC_CipheringActivate(cas_CRLC_UL_CipherActReq(utran_CellDedicated,

                                                                v_SecurityInfo.recentSecureDomain,

                                                                v_SecurityInfo.uL_CipherMode,

                                                                notInc));

        f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_UL_IntegrityActivateReq(utran_CellDedicated,

                                                                        v_SecurityInfo.recentSecureDomain,

                                                                        cs_RestRB_IntegrityProtActivationInfoList(v_IntegrityActInfo.rrc_MessageSequenceNumberList[0],

                                                                                                                  v_IntegrityActInfo.rrc_MessageSequenceNumberList[1],

                                                                                                                  v_IntegrityActInfo.rrc_MessageSequenceNumberList[3],

                                                                                                                  v_IntegrityActInfo.rrc_MessageSequenceNumberList[4])));

      }

      [] U_AM.receive ( car_RLC_Data_Ind( utran_CellDedicated,

                                          tsc_RB2,

                                          cr_108_SecModeFail(tsc_RRC_TI, ?))) {

        f_UTRAN_SetVerdictFailOrInconc (__FILE__, __LINE__, "Security Failed");

      }

    }

    return v_SecurityInfo;

  }

After:

  function fl_UTRAN_StartSecurityUE(RB_ConfigType           p_CellConfig,

                                    UTRAN_SecurityInfo_Type p_SecurityInfo,

                                    template (value) RB_ActivationTimeInfoList p_RB_ActivationTimeInfoList,

                                    CN_DomainIdentity p_CN_Domain,

                                    ActivationTime    p_CipherActTime,

                                    boolean p_IntegrityOnly := false) runs on UTRAN_PTC return UTRAN_SecurityInfo_Type 

 {

    var UTRAN_SecurityInfo_Type  v_SecurityInfo := p_SecurityInfo;

    var IntegrityProtActivationInfo v_IntegrityActInfo;

    var bitstring v_UE_SystemSpecificCap  := int2bit(f_InitSystemSpecificCap(),7);

    var U_RLC_AM_IND v_RLC_AM_DATA_IND;

    var template (omit) ActivationTime v_CipherActTime;

    var template (omit) InterRAT_UE_SecurityCapList v_UE_SysSpecCap;

    // ********** Send SecurityModeCommand:

    if (pc_GERAN) {

      v_UE_SysSpecCap := cs_UE_SysSpecCap(v_UE_SystemSpecificCap);

      if (((p_CellConfig== cell_DCH_Speech)) and (v_SecurityInfo.recentSecureDomain == cs_domain)) {

        // Ciphering on TM  RAB present, hence include Ciphering activation time

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := p_CipherActTime;

      } else {

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := omit;

      }

    }

    else { // NOT pc_GERAN

      v_UE_SysSpecCap := omit;

      if (((p_CellConfig== cell_DCH_Speech)) and (v_SecurityInfo.recentSecureDomain == cs_domain)) {

        // Ciphering on TM  RAB present, hence include Ciphering activation time

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := p_CipherActTime;

      } else {

        // Ciphering for signalling RBs 1 to 4

        v_CipherActTime := omit;

      }

    }

    if(p_IntegrityOnly == true )

    {

       U_AM.send(cas_RLC_Data_Req_NoCnf ( utran_CellDedicated,

                                          tsc_RB2,

                                          cs_108_RRC_SecModeCmd(v_SecurityInfo.dl_IntegrityCheckInfo,

                                                                cs_RRC_SecModeCmdInt(tsc_RRC_TI,

                                                                                     p_CN_Domain,

                                                                                     v_SecurityInfo.dL_Integrity,

                                                                                     v_SecurityInfo.cipheringAlgorithmCapability,

                                                                                     v_UE_SysSpecCap,

                                                                                     v_SecurityInfo.integrProtAlgCap))));

    }

    else 

    {   

       U_AM.send(cas_RLC_Data_Req_NoCnf ( utran_CellDedicated,

                                          tsc_RB2,

                                          cs_108_RRC_SecModeCmd(v_SecurityInfo.dl_IntegrityCheckInfo,

                                                                cs_RRC_SecModeCmdCiphInt(tsc_RRC_TI,

                                                                                         v_SecurityInfo.dL_CipherMode,

                                                                                         p_RB_ActivationTimeInfoList,

                                                                                         v_CipherActTime,

                                                                                         p_CN_Domain,

                                                                                         v_SecurityInfo.dL_Integrity,

                                                                                         v_SecurityInfo.cipheringAlgorithmCapability,

                                                                                         v_UE_SysSpecCap,

                                                                                         v_SecurityInfo.integrProtAlgCap))));

    }
    // ********** Receive SecurityModeComplete:

    if(p_IntegrityOnly == true) 

    {

       alt{

         [] U_AM.receive ( car_RLC_Data_Ind ( utran_CellDedicated,

                                              tsc_RB2,

                                              cr_108_RRC_SecModeCmpl_NoUlCiph(tsc_RRC_TI, ?))) -> value v_RLC_AM_DATA_IND {

            // UL ciphering information is not present

            v_SecurityInfo.uL_Integrity := v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.securityModeComplete.ul_IntegProtActivationInfo;

            v_IntegrityActInfo := v_SecurityInfo.uL_Integrity;

            f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_UL_IntegrityActivateReq(utran_CellDedicated,

                                                                          v_SecurityInfo.recentSecureDomain,

                                                                          cs_RestRB_IntegrityProtActivationInfoList(v_IntegrityActInfo.rrc_MessageSequenceNumberList[0],

                                                                                                                    v_IntegrityActInfo.rrc_MessageSequenceNumberList[1],

                                                                                                                    v_IntegrityActInfo.rrc_MessageSequenceNumberList[3],

                                                                                                                    v_IntegrityActInfo.rrc_MessageSequenceNumberList[4])));

          }

          [] U_AM.receive ( car_RLC_Data_Ind( utran_CellDedicated,

                                              tsc_RB2,

                                              cr_108_SecModeFail(tsc_RRC_TI, ?))) {

            f_UTRAN_SetVerdictFailOrInconc (__FILE__, __LINE__, "Security Failed");

          }

        }        

    }

    else

    {
      alt {

      //   [v_SecurityInfo.cipheringOnOff]            // Ciphering and Integrity

      [] U_AM.receive ( car_RLC_Data_Ind ( utran_CellDedicated,

                                           tsc_RB2,

                                           cr_108_RRC_SecModeCmpl(tsc_RRC_TI, ?))) -> value v_RLC_AM_DATA_IND {

        // UL ciphering information is present

        v_SecurityInfo.uL_Integrity := v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.securityModeComplete.ul_IntegProtActivationInfo;

        v_SecurityInfo.uL_CipherMode := v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.securityModeComplete.rb_UL_CiphActivationTimeInfo;

        v_IntegrityActInfo := v_SecurityInfo.uL_Integrity;

        f_UTRAN_CRLC_CipheringActivate(cas_CRLC_UL_CipherActReq(utran_CellDedicated,

                                                                v_SecurityInfo.recentSecureDomain,

                                                                v_SecurityInfo.uL_CipherMode,

                                                                notInc));

        f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_UL_IntegrityActivateReq(utran_CellDedicated,

                                                                        v_SecurityInfo.recentSecureDomain,

                                                                        cs_RestRB_IntegrityProtActivationInfoList(v_IntegrityActInfo.rrc_MessageSequenceNumberList[0],

                                                                                                                  v_IntegrityActInfo.rrc_MessageSequenceNumberList[1],

                                                                                                                  v_IntegrityActInfo.rrc_MessageSequenceNumberList[3],

                                                                                                                  v_IntegrityActInfo.rrc_MessageSequenceNumberList[4])));

        }

      [] U_AM.receive ( car_RLC_Data_Ind( utran_CellDedicated,

                                          tsc_RB2,

                                          cr_108_SecModeFail(tsc_RRC_TI, ?))) {

        f_UTRAN_SetVerdictFailOrInconc (__FILE__, __LINE__, "Security Failed");

        }

      }

    }
    return v_SecurityInfo;

  }

New Template: UTRAN_RRC_Templates.ttcn

  template UL_DCCH_Message cr_108_RRC_SecModeCmpl_NoUlCiph(RRC_TransactionIdentifier p_RRC_Ti,

                                                            template RB_ActivationTimeInfoList p_RB_ActivationTimeInfoList) :=

  { /* @status    APPROVED */

    integrityCheckInfo := *,

    message_:= {

      securityModeComplete := {

        rrc_TransactionIdentifier := p_RRC_Ti,

        ul_IntegProtActivationInfo := ?,

        rb_UL_CiphActivationTimeInfo := omit,

        laterNonCriticalExtensions := *

      }

    }

  };

1.5 Change 5

Testcase name
f_UTRAN_ConfigureIntegrityAfterHO

Reason for change
After handover as per the latest test specification, SMC procedure should be done only to activate integrity. However current procedure activates both integrity and ciphering.

Summary of change
Updated the function to send Integrity activation information only.

Source of change
UTRAN_CommonFunctions.ttcn

Before:

  function f_UTRAN_ConfigureIntegrityAfterHO (UTRAN_CellId_Type p_CellId) runs on UTRAN_PTC

  {

    var RB_ConfigType v_CellConfig := f_UTRAN_CellInfo_GetConfigType(p_CellId);

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var template (value) RB_ActivationTimeInfoList v_RB_ActivationTimeInfoList;

    var ActivationTime v_IntActTime := f_UTRAN_CalculateActTime(f_UTRAN_CPHY_GetFrameNumber(p_CellId, tsc_DL_DPCH1));

    if (v_SecurityInfo.start_PS == '11111111111111111111'B) {

        FatalError(__FILE__, __LINE__, "invalid PS Start Value");

    }

    f_UTRAN_SS_SecurityDownloadStart (ps_domain, v_SecurityInfo.start_PS);

    v_SecurityInfo.recentSecureDomain := ps_domain;

    v_SecurityInfo.integrityStarted := true;

    if (px_UTRAN_CipheringAlgorithm == uea2) {

      v_SecurityInfo.integrProtAlgCap := '0000000000000110'B; // uia2

      v_SecurityInfo.dL_Integrity := valueof(cs_IntegrityProtectStart(px_FRESH, uia2));

    } else {

      v_SecurityInfo.integrProtAlgCap := '0000000000000010'B; // uia1

      v_SecurityInfo.dL_Integrity := valueof(cs_IntegrityProtectStart(px_FRESH, uia1));

    }

    v_SecurityInfo.dl_IntegrityCheckInfo := valueof(cs_IntegrityCheckInfo0);

    // ActivateSecurity_DL_SS:

    f_UTRAN_SetDL_RRC_MessageSN(utran_CellDedicated);

    f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_DL_IntegrityActivateReq(utran_CellDedicated,

                                                                    v_SecurityInfo.recentSecureDomain,

                                                                    v_SecurityInfo.dL_Integrity));

    f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_UL_IntegrityActivateReq(utran_CellDedicated,

                                                                      v_SecurityInfo.recentSecureDomain,

                                                                      cs_RB2_IntegrityProtActivationInfoList(0)));

    v_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs (0, 0, 0, 0);

    v_SecurityInfo := fl_UTRAN_StartSecurityUE(v_CellConfig,

                                               v_SecurityInfo,

                                               v_RB_ActivationTimeInfoList,

                                               ps_domain,

                                               v_IntActTime);

    f_UTRAN_Security_Set(v_SecurityInfo);

  }

After:

  function f_UTRAN_ConfigureIntegrityAfterHO (UTRAN_CellId_Type p_CellId) runs on UTRAN_PTC

  {

    var RB_ConfigType v_CellConfig := f_UTRAN_CellInfo_GetConfigType(p_CellId);

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var template (value) RB_ActivationTimeInfoList v_RB_ActivationTimeInfoList;

    var ActivationTime v_IntActTime := f_UTRAN_CalculateActTime(f_UTRAN_CPHY_GetFrameNumber(p_CellId, tsc_DL_DPCH1));

    if (v_SecurityInfo.start_PS == '11111111111111111111'B) {

        FatalError(__FILE__, __LINE__, "invalid PS Start Value");

    }

    f_UTRAN_SS_SecurityDownloadStart (ps_domain, v_SecurityInfo.start_PS);

    v_SecurityInfo.recentSecureDomain := ps_domain;

    v_SecurityInfo.integrityStarted := true;

    if (px_UTRAN_CipheringAlgorithm == uea2) {

      v_SecurityInfo.integrProtAlgCap := '0000000000000110'B; // uia2

      v_SecurityInfo.dL_Integrity := valueof(cs_IntegrityProtectStart(px_FRESH, uia2));

    } else {

      v_SecurityInfo.integrProtAlgCap := '0000000000000010'B; // uia1

      v_SecurityInfo.dL_Integrity := valueof(cs_IntegrityProtectStart(px_FRESH, uia1));

    }

    v_SecurityInfo.dl_IntegrityCheckInfo := valueof(cs_IntegrityCheckInfo0);

    select (px_UTRAN_CipheringAlgorithm) {

      case (uea2) {

        v_SecurityInfo.dL_CipherMode := valueof(cs_CipheringModeCmdOn(uea2));

        v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000111'B;

      } case (uea1) {

        v_SecurityInfo.dL_CipherMode := valueof(cs_CipheringModeCmdOn(uea1));

        v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000011'B;

      } case (uea0) {

        v_SecurityInfo.dL_CipherMode := valueof(cs_CipheringModeCmdOn(uea0));

        v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000001'B;

      }

    }
    // ActivateSecurity_DL_SS:

    f_UTRAN_SetDL_RRC_MessageSN(utran_CellDedicated);

    f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_DL_IntegrityActivateReq(utran_CellDedicated,

                                                                    v_SecurityInfo.recentSecureDomain,

                                                                    v_SecurityInfo.dL_Integrity));

    f_UTRAN_CRLC_IntegrityActivate(cas_CRLC_UL_IntegrityActivateReq(utran_CellDedicated,

                                                                      v_SecurityInfo.recentSecureDomain,

                                                                      cs_RB2_IntegrityProtActivationInfoList(0)));

    v_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs (0, 0, 0, 0);

    v_SecurityInfo := fl_UTRAN_StartSecurityUE(v_CellConfig,

                                               v_SecurityInfo,

                                               v_RB_ActivationTimeInfoList,

                                               ps_domain,

                                               v_IntActTime,

                                               true); 

    f_UTRAN_Security_Set(v_SecurityInfo);

  }
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