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<Start of first modified section>
7.3.3.1
Ciphering and deciphering / Correct functionality of EPS AS encryption algorithms / SNOW 3G
7.3.3.1.1
Test Purpose (TP)
(1)
with { UE in E-UTRA RRC_CONNECTED state }
ensure that {
  when { UE is requested to achieve functionality of EPS AS encription algorithms with SNOW 3G }
      then { UE performs correct AS ciphering function in PDCP entities associated with SRBs. }
}
7.3.3.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.323, clause 5.6. 
[TS 36.323, clause 5.6]

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
7.3.3.1.3
Test description

7.3.3.1.3.1
Pre-test conditions

System Simulator:

-
Cell 1.

UE:
-
None.

Preamble:

-
The UE shall be in Registered Idle Mode (State 2) according to [18].
7.3.3.1.3.2
Test procedure sequence
Table 7.3.3.1.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS sends a Paging message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordLists.
	<--
	Paging (PCCH)
	-
	-

	2
	The UE transmits an RRCConnectionRequest message. This message related PDCP Data PDU should not be integrity protected and ciphered.
	-->
	RRCConnectionRequest
	-
	-

	3
	The SS transmits an RRCConnectionSetup message. This message related PDCP Data PDU should not be integrity protected and ciphered.
	<--
	RRCConnectionSetup
	-
	-

	4
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the session management procedure by including the SERVICE REQUEST message. (State3) This message related PDCP Data PDU should not be integrity protected and ciphered.
	-->
	RRCConnectionSetupComplete

	-
	-

	5
	The SS transmits a SecurityModeCommand message to activate EPS AS encryption algorithm security.  The message related PDCP Data PDU should be integrity protected but not ciphered. 
	<--
	SecurityModeCommand
	-
	-

	6
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration. The message related PDCP Data PDU should be integrity protected but not ciphered.
	-->
	SecurityModeComplete
	-
	-

	7
	The SS configures a new data radio bearer, associated with the default EPS bearer context. This message related PDCP Data PDU should be integrity protected and ciphered. The COUNT of this message related PDCP Data PDU can be used for deciphering.
	<--
	RRCConnectionReconfiguration
	-
	-

	8
	The UE transmits a RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the default  EPS bearer context. This message related PDCP Data PDU should be integrity protected and ciphered. The COUNT of this message related PDCP Data PDU can be used for deciphering.
	-->
	RRCConnectionReconfigurationComplete
	1
	P


7.3.3.1.3.3
Specific message contents
Table 7.3.3.1.3.3-1 SecurityModeCommand (step 6, Table 7.3.3.1.3.2-1) 
	Derivation Path: TS36.508 clause 4.6.1 table 4.6.1-19

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	eea1
	
	

	            integrityProtAlgorithm
	Default value specified in TS 36.508
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	         }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


7.3.3.2
Ciphering and deciphering / Correct functionality of EPS UP encryption algorithms / SNOW 3G
7.3.3.2.1

Test Purpose (TP)

(1)
with { UE in E-UTRA RRC_CONNECTED state }
ensure that {
  when { UE is requested to achieve functionality of EPS UP encription algorithms with SNOW 3G }
      then { UE performs correct UP ciphering function in PDCP entities associated with DRBs. }
}

7.3.3.2.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.323, clause 5.6. 
[TS 36.323, clause 5.6]

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
7.3.3.2.3
Test description

7.3.3.2.3.1
Pre-test conditions

System Simulator:
-
Cell 1.

UE:
-
None.
Preamble
-
The UE shall be in Loopback Activation state (State 4) according to TS36.508.
7.3.3.2.3.2
Test procedure sequence

Table 7.3.3.2.3.2-1: Main Behavior
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS Transmits PDCP PDU on DRB ciphered.
	<--
	PDCP PDU
	-
	-

	2
	Check: Does the UE transmit loop backed PDCP PDU ciphered.
	-->
	PDCP PDU
	1
	P


7.3.3.2.3.3
Specific message contents
Table 7.3.3.2.3.3-1 SecurityModeCommand (in the preamble) 
	Derivation Path: TS36.508 clause 4.6.1 table 4.6.1-19

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	eea1
	
	

	
	
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


7.3.3.3
Ciphering and deciphering / Correct functionality of EPS AS encryption algorithms / AES
7.3.3.3.1

Test Purpose (TP)

(1)
with { UE in E-UTRA RRC_CONNECTED state }
ensure that {
  when { UE is requested to achieve functionality of EPS AS encription algorithms with AES }
      then { UE performs correct AS ciphering function in PDCP entities associated with SRBs. }
}

7.3.3.3.2
Conformance requirements

Same Conformance requirements as in clause 7.3.3.1.2
7.3.3.3.3
Test description

7.3.3.3.3.1

Pre-test conditions

Same Pre-test conditions as in clause 7.3.3.1.3.1.
7.3.3.3.3.2
Test procedure sequence

Same Test procedure sequence as in Table 7.3.3.1.3.2.
7.3.3.3.3.3
Specific message contents
Table 7.3.3.3.3.3-1 SecurityModeCommand (step 6) 
	Derivation Path: TS36.508 clause 4.6.1 table 4.6.1-19

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	eea2
	
	

	
	
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


7.3.3.4
Ciphering and deciphering / Correct functionality of EPS UP encription algorithms / AES

7.3.3.4.1
Test Purpose (TP)

(1)
with { UE in E-UTRA RRC_CONNECTED state }
ensure that {
  when { UE is requested to achieve functionality of EPS UP encription algorithms with AES }
      then { UE performs correct UP ciphering function in PDCP entities associated with DRBs. }
}

7.3.3.4.2
Conformance requirements

Same Conformance requirements as in clause 7.3.3.2.2.

7.3.3.4.3
Test description

7.3.3.4.3.1
Pre-test conditions

Same Pre-test conditions as in clause 7.3.3.2.3.1.

7.3.3.4.3.2
Test procedure sequence

Same Test procedure sequence as in Table 7.3.3.2.3.2.
7.3.3.4.3.3
Specific message contents
Table 7.3.3.4.3.3-1 SecurityModeCommand (in the preamble) 
	Derivation Path: TS36.508 clause 4.6.1 table 4.6.1-19

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	eea2
	
	

	
	
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


<End of second modified section>
�PAGE \# "'Page: '#'�'"  �� �HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip"�Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the �HYPERLINK "http://www.3gpp.org/About/WP.htm"�3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to �HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm"�� �HYPERLINK "http://www.3gpp.org/specs/specs.htm"�http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See ��HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm"�http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"�21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





