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	[Basic] Objectives and requirements for mobile wireless access systems for communications to a large number of ubiquitous sensors and/or 
actuators scattered over wide areas in the land mobile service


(Question ITU-R 250/5)

Scope

This Recommendation provides the basic objectives and requirements for mobile wireless access systems providing communications to a large number of ubiquitous sensors and/or actuators scattered over wide areas in the land mobile service.

[Editor’s note: The scope cannot be a repetition of the title. A new scope needs to be drafted.]
The ITU Radiocommunication Assembly,

considering
a)
that rapid advances are being made in wireless communications to link sensors and/or actuators associated with humans and objects in various environments;

b)
that sensors and/or actuators for wireless communications should be simple, small and inexpensive to realize the ubiquitous network society;

c)
that there are emerging applications that handle small amounts of data, such as measurement data, location information and object control signals; 
d)
that the application of wireless sensor and/or actuator communications may provide service to a large cell coverage and large variety of objects on a cell-by-cell basis due to the traffic characteristics of such applications stated in item c) above;

e)
that mobility should be offered for wireless sensor and/or actuator communications;

f)
that wireless sensor and/or actuator communications can take place in non line-of-sight conditions; 
g)
that it is desirable to identify the typical characteristics for the mobile wireless access systems used for sensor and/or actuator communications in the land mobile service;

h)
that wireless access systems used for sensor and/or actuator communications may also be used in nomadic and/or fixed applications,
recommends

[Editor’s note: The precise language of the recommends will be further considered. There were concerns that it is not clear what is being recommended.]

1
the following [basic] objectives and requirements for mobile wireless access systems providing communications to a large number of sensors and actuators scattered over wide areas: (See NOTE 1)

1
Objectives
1.1
Scope of applications
The mobile wireless access system should:
1.1.1
Service applications 

support a variety of service applications that handle small amounts of data at comparatively long intervals such as automation and efficiency enhancement of business works, environment observation, remote control of plant facilities and social security.

1.1.2
Wireless applications 

support the following wireless applications which are key components to realize the service applications: 

–
automatic sensing information collection;
–
remote actuator control.
1.2
Technical objectives

The mobile wireless access system should:
1.2.1
Communication range 

compensate for dead spots where the communication is unavailable by improving the electric field intensity through diversity techniques.

[Editor’s note: This objective is common to wireless systems and there are other techniques as well. It is questioned whether this text needs to be kept.]
1.2.2
Number of WTs to be supported 

accommodate a large number of WTs effectively attached to sensors and/or actuators.

[Editor’s note: It is not clear what a “large number” means. Perhaps a density would be clearer.]
1.2.3
Suppression of interference

reduce radiated power from wireless terminals (WTs) attached to sensors and/or actuators by effective methods, such as low duty cycle transmission and reduced transmission power.

[Editor’s note: There were concerns that this text is not suitable for an ITU-R Recommendation.]

1.2.4
Security 
provide secure communications in accordance with ITU-T Recommendation H.235 or X.800-X.849.
1.3
Operational objectives 
The mobile wireless access system should:

1.3.1
Long-term connectivity of the network interface 
provide a long-term platform as a consistent social infrastructure, so that any future user can have connection to the network.

[Editor’s note: There were concerns that this text is not suitable for an ITU-R Recommendation.]

1.3.2 
Service area 

cover wide areas, residential and/or non-residential areas.

[Editor’s note: clarify what “wide area” means. See 2.1. Check structure of document since there is repetition from different perspectives.]
1.3.3 
Mobility 

be suitable for use in mobile, nomadic and fixed applications.
2
[Basic] requirements 
[Editor’s note: It was questioned whether requirements are suitable for an ITU-R Recommendation.]
2.1
Framework 

To achieve the objectives, the mobile wireless access system should have the following framework, which is differentiated from existing wireless systems:
–
long-term connectivity: several decades; [Editor’s note: check use of wording “long-term connectivity”.]
–
communication range (cell-size): cell radius of several km to ten km;
–
accommodation capability: several tens of thousands of WTs per cell.
2.2
Technical aspects
To realize the above framework, the following technical aspects should be considered.
2.2.1 
Radio frequency 

The frequency band should be selected by taking account of communication range aspects, propagation characteristics, man-made noise and wireless terminal antenna implementations.

[Editor’s note: this information is very general and does not quantify the radio-frequency aspects. This sentence does not seem to add much value.]
2.2.2 
Radio link design 

Radio link design should be decided so as to satisfy outage probability and quality of service requirements for the application purposes targeted. Key factors include transmission distance, reception sensitivity and transmission power.

[Editor’s note: this information is very general and does not quantify the radio-frequency aspects. This sentence does not seem to add much value.]
2.2.3 
Number of WTs to be supported 

In order to provide connections to a large number of WTs scattered over a wide area, a multiple access method, a spectrum-efficient modulation method, and a duplexing method that can effectively handle a large number of WTs should be applied. 

[Editor’s note: These seem to be basics of large network planning. This does not seem to add much guidance.]

2.2.4
Error correction technique 

To compensate for the deterioration in transmission quality caused by fading, the combination of forward error correction and interleaving techniques should be applied. 

[Editor’s note: These seem to be basics of radio design techniques. This does not seem to add much guidance to this working document.]

2.2.5
Suppression of unnecessary radio emission 

To provide connections to a large number of WTs accommodated by the same base station (BS) simultaneously, the characteristics of transmission power control and transmit on/off power should be considered from the viewpoint of interference. 

[Editor’s note: These seem to be basics of radio design techniques. This does not seem to add much guidance to this working document.]

2.2.6
Diversity technique 

To avoid dead spots in the service area caused by fading or shadowing effects, diversity techniques should be applied.

[Editor’s note: These seem to be basics of radio design techniques. This does not seem to add much guidance to this working document.]

2.3
Operational aspects 
To realize the above framework, the following operational aspects should be considered.
2.3.1
Long-term connectivity of the network interface

The system should have an invariant network interface; any future user terminal (UT) that has the interface should be able to connect to the network.

[Editor’s note: the term “long-term connectivity” should be reconsidered.]

2.3.2
Service area 

The mobile wireless access system should be capable of operation in urban, residential and rural areas on a large cell-basis.

2.3.3
Mobility

The system should support mobile, nomadic, and fixed environments.
NOTE 1 – Annex 1 provides detailed system design guidelines for wide area sensor and/or actuator networks.

[Editor’s note: considering the broad scope of these design guidelines, this material should be liaised with ITU-R WP 5D and external organizations.]

Related ITU Recommendations

Recommendation ITU-R P.1406
Propagation effects relating to terrestrial land mobile and
broadcasting services in the VHF and UHF bands.

Recommendation ITU-R P.1812
A path-specific propagation prediction method for point-to-area terrestrial services in the VHF and UHF bands.

Recommendation ITU-R P.372
Radio noise.

ITU-T Recommendation H.235
H.323 security: Framework for security in H-series (H.323 and other H.245-based) multimedia systems.

ITU-T Recommendation X.800-X.849
Security architecture for open systems interconnection for CCITT applications.

Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

AS
Application server
BS
Base station
CDMA
Code division multiple access
DB
Database
FDD
Frequency division duplexing
FDMA
Frequency division multiple access
FSK
Frequency shift keying
GMSK
Gaussian filtered minimum shift keying
ICT
Information and Communications Technology

ID
Identification

IMT
International Mobile Telecommunication

IP
Internet protocol

PSK
Phase-shift keying
QAM
Quadrature amplitude modulation
QoS
Quality of service
RLAN
Radio local area network

RN-GW
Radio network gateway
SDMA
Space division multiple access
SoC
System-on-chip

SRD
Short-range devices

TDD
Time division duplexing
TDMA
Time division multiple access
TPC
Transmission power control
UNI
User-Network Interface

UT
User terminal
UWB
Ultra wideband

WASN
Wide area sensor and/or actuator network

WN-GW
Wired network gateway
WT
Wireless terminal

WT-MS
WT management server
Annex 1

System design guidelines for wide area sensor and/or actuator networks
1
Introduction

This Annex provides the complementary information and system design guidelines for wide area sensor and/or actuator network (WASN) systems, in this Recommendation for communications to a large number of sensors and/or actuators.
2
Objectives and [basic] requirements

2.1
Scope of applications

2.1.1
Service applications 

The wide area sensor and/or actuator network system should support a variety of service applications that handle small amounts of data at comparatively long intervals. Available service categories are shown below. Service categories are not limited to those listed below.
–
automation and efficiency enhancement of business works;
–
meteorological observation;
–
environment observation, forecasting, and protection;
–
crime prevention and security;
–
healthcare, medical applications, and welfare support;
–
remote control and monitoring of plant facilities;
–
goods distribution;
–
disaster prevention and measures;
–
smart homes and control commercial building;
–
intelligent transportation and traffic management systems;
–
monitoring of avian species that may carry the avian influenza virus;
–
social security such as child tracking and intruder detection.
2.1.2
Wireless applications 

The following wireless applications should be components to provide the service applications:
–
Automatic sensing information collection application: This application automatically collects the information acquired by sensors and sends it to application servers (ASs) or databases (DBs) via the core network to which the public wireless access system is connected. 

–
Remote actuator control application: This application lets the users control actuators remotely via ASs via the core network. The control information for the actuators is transferred from the ASs to the actuators via the public wireless access system.
2.2
Objectives

The objectives of the wide area sensor and/or actuator network systems are clarified by the following factors:

–
long-term connectivity of the network interface;

–
communication range;
–
accommodation capability;

–
service area;

–
mobility;

–
suppression of interference;

–
security.

[Editor’s note: change terminology in line with changes elsewhere in the document.]
2.2.1
Long-term connectivity of the network interface
When applied to service applications such as automation and efficiency enhancement of business works, meteorological observation, and environment observation, the system may be used for several decades. To support the service for such a long time, the wide area sensor and/or actuator network system should be provided as a long-term platform that would be unchanged for new applications. Because of the invariant nature of the network interface, any future UT having that interface should be able to connect to the network.

[Editor’s note: There were concerns that this text is not suitable for an ITU-R Recommendation. The structure of the Recommendation is not handy for presentation of such material since the user needs to page back and forth to understand the text. Change terminology in line with changes elsewhere in the document.]

2.2.2
Service area 
When applied to service applications such as meteorological observation and environmental observation, the wide area sensor and/or actuator network system should cover wide areas, residential, business, and/or uninhabited areas. 

[Editor’s note: Check whether the “residential …. areas” phrase is needed.]

2.2.3
Communication range

The wireless system is intended for machines such as sensors and/or actuators as well as humans. Since sensors and/or actuators can be deployed anywhere, there will be severe environments. To provide service applications for public services, it is desirable that there be virtually no dead spots where the communication is unavailable. Therefore, coverage should be guaranteed, as far as possible, over the entire service area by improving the electric field intensity through diversity techniques.
2.2.4
Suppression of interference 
Since the wireless system is intended for machines, it can accommodate a significantly larger number of WTs in the same cell than existing cellular systems. The radiated power from different WTs within the same cell can become in-channel interference at the BS. The system should reduce radiated power from WTs in order to prevent unnecessary interference, which is achieved by effective methods such as low duty cycle transmission and reductions in transmission power.

[Editor’s note: There were concerns that this text is not suitable for an ITU-R Recommendation since these seem to be basics of radio design techniques. This does not seem to add much guidance to this working document.]

2.2.5
Accommodation capability
Since the wireless system intended for humans as well as machines such as vehicles, motorbikes, etc., the number of sensors and/or actuators to be accommodated is enormous. It also tends to handle small amounts of data such as measurement data, location information and object control signals. Therefore, the wireless access system should accommodate a large number of WTs handling small amounts of data effectively; in fact, it should accommodate from a few times to several tens of times as many WTs as the population.

[Editor’s note: Need quantitative clarifications and also information on what applications are intended to be used by humans.]
2.2.6
Mobility 
When applied to applications such as crime prevention, goods distribution, and intelligent transportation systems, in addition to fixed environments, the system should support mobile and nomadic environments. The system should be suitable for use in mobile, nomadic and fixed applications.

[Editor’s note: Consider to add some Recommendations on ITS in the list of Recommendations.]
2.2.7
Security

Information transmitted from sensors and toward actuators may include private information and confidential business information. If any unauthorized outsider can access the network, there will be security risks: the outsider might peruse the sensing information or alter the control information being sent to an actuator. To avoid these risks, the wireless system should provide secure communications in accordance with ITU-T Recommendations H.235 or X.800-X.849.
2.3
Framework of WASN

This section describes the framework of the mobile wireless access system that is differentiated from existing wireless systems. The framework of the target system can be characterized by the following aspects:

–
network connectivity: several decades;
–
communication range (cell size): cell radius of several km to ten km;
–
accommodation capability (number of WTs accommodated per cell): several tens of thousands of WTs per cell.
[Editor’s note: check that terminology is consistent throughout the document. Check whether the communication range will be quantified.]

First, applications such as automation and efficiency enhancement of business works, meteorological observation and environment observation need to be provided for a long time. Therefore, this system must offer network connectivity for at least several decades while supporting innumerable applications; the system will become a key social infrastructure. Second, the applications described in 2.1 tend to handle small amounts of data at comparatively long intervals. Considering this traffic characteristic, the system does not need high transmission rates. In addition, the system needs to support some applications in the mobile and nomadic environments. To support such mobility, the system should provide these applications on a cell-basis. Moreover, the system must offer large cells due to the traffic characteristic, which leads to simple and cost-effective cell deployment. Therefore, the system is characterized by the cell size and the transmission rate shown in Fig. 1. This system matches the low-speeds of short range devices (SRDs), but it provides a larger cell size than existing wireless access systems. That is, a cell radius of several km to ten km. Third, since intended for machines such as sensors and/or actuators on a large cell, this system is supposed to accommodate an extremely large number of WTs. The number of wireless terminals to be accommodated is also shown in Fig. 2. Moreover, since this wireless system can accommodate a significantly larger number of WTs in the same cell than existing cellular systems, it is more important that the radiated power from different WTs does not become in-channel interference at the BS. 

[Editor’s note: try to be more quantitative. Reconsider the word “social” which is intended to mean utilities, etc. Check whether repetition of information is necessary. Clarify the sentence relating to SRDs and large cell sizes.]

2.4 
Technical and operational aspects

In realizing the framework, several remarkable aspects regarding the technical and operational views must be considered. Details of these aspects are described in Section 4.

FIGURE 1

Transmission rate and cell size of target wireless access system

[Editor’s note: the information in the Figure needs to be updated to be more accurate, also since IMT and RLAN can also provide very low bit rates. Consider to remove UWB from the Figure.]
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Figure 2

Number of wireless terminals of WASN
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3
Network architecture 
3.1
Network functions

To provide the applications described in recommends 1.1.1 in the main text of this Recommendation, the network should have the following functions:

–
Automatic sensing information collection function: This function automatically collects the sensing information from UTs that act as sensors and sends it to ASs or DBs toward the core network via the public wireless access system which contains WTs and BSs.

–
Remote actuator control function: This function lets the user control UTs as actuators remotely from ASs via the core network and the public wireless access system.

3.2
Network configuration

A network configuration for achieving the network functions described in Subsection 3.1 is shown in Fig. 3. The wireless access system in this Recommendation can be connected to a core network such as the public IP (Internet protocol) network via a radio network gateway (RN-GW). UTs such as sensors and/or actuators can be connected to the network via WTs. Moreover, ASs and DBs can be connected to the network via a wired network gateway (WN-GW).

FIGURE 3

Network configuration
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3.3
How to connect WTs to a BS

There are two approaches for getting a BS to accommodate WTs: In the first approach, a BS and WTs can communicate directly, which leads to a simple wireless access system. However, there may be some dead spots due to non-line-of-sight single-hop communications. In the second approach, on the other hand, WTs can access the BS via a relay station. Since a relay station can cover a wider area than in the direct approach, dead spots can be avoided. However, relay stations must be installed, and control mechanisms for them are needed. Therefore, one of these two approaches can be selected to suit the service area situation.

3.4
Network equipment

The network equipment comprises the BSs, WTs, an RN-GW, a WN-GW and a wireless terminal management server (WT-MS).

3.4.1
Base station (BS)
A BS can accommodate WTs scattered over a wide area. It can be connected to the core network via the RN-GW. It can receive the information from the WTs and send its information to the RN‑GW. On the other hand, it sends control information received from the RN-GW to only the UT intended to be controlled as an actuator. A BS can have functions for communicating with WTs, encryption and decryption, and communicating with the RN-GW.

3.4.2
Wireless terminal (WT)
A WT can be connected to a UT acting as a sensor and/or actuator. When the UT is acting as a sensor, the WT can receive sensing information from it. When the UT is acting as an actuator, the WT sends control information to it. A WT can be accommodated by a BS via a wireless link. It can have functions for communicating with a UT, communicating with a BS, encryption and decryption, and authentication.

3.4.3
Radio network gateway (RN-GW)
The RN-GW can accommodate multiple BSs. It can send sensing information from BSs to the core network. On the other hand, it can send control information received from the AS to the BS accommodating the WT that is connected to the target actuator.

3.4.4
Wired network gateway (WN-GW)
The WN-GW can accommodate multiple ASs and/or DBs. It can send control information from the ASs to the core network. On the other hand, it can send sensing information from sensors to the AS or DB intended to collect its information.

3.4.5
WT management server (WT-MS)
The WT-MS can have a database and a function for managing WT location and management information such as authentication information and ID.

3.5
Network access equipment

UTs and ASs and/or DBs can be used as equipment for accessing the network. A UT can be connected to the network via a WT. ASs and/or DBs can be connected to the network via the WN‑GW.

3.5.1
User terminal (UT)
A UT can function as a sensor and/or actuator. It can communicate with a WT.

3.5.2
Application server (AS) and database (DB)
DB and AS can have functions for collecting sensing information, processing it, and storing it in a database. In addition, an AS can have a function for controlling an actuator.

4
Technical and operational characteristics
4.1
Radio frequency

From a technical viewpoint, the following factors may be taken into account when selecting the frequency band suitable to the mobile wireless access system.

Communication range aspects
A large cell radius can reduce the number of BSs that need to be deployed, which leads to a reduction in the infrastructure cost.

Propagation characteristics

Non-line-of-sight propagation needs to be supported for indoor/outdoor communications. For reference, propagation effects in the VHF and UHF bands are provided in Recommendation ITU‑R P.1406, and a path-specific propagation prediction method is described in Recommendation ITU‑R P.1812.
Man-made noise

It needs to be considered that reception sensitivity is affected by man-made noise radiated from home appliances and other ICT devices. For reference, Recommendation ITU‑R P.372 provides the information in the frequency range from 0.1 Hz to 100 GHz.

WT antenna implementations
To be attached to any objects and places, size or shape of WTs including antennas needs to be considered, which depends on the frequency bands.

In general, lower frequency is advantageous for constructing larger cells and supporting non‑line‑of-sight communications due to its smaller propagation loss and higher diffraction. On the other hand, higher frequency is advantageous for mitigating man-made noise from various appliances and implementing smaller antennas of WTs.

4.2
Radio link design

Radio link design should be decided to satisfy outage probability and quality of services required for targeted application purposes. Then determining factors such as transmission distance, reception sensitivity, and transmission power can be decided considering a reasonable propagation model.

4.2.1
Reception sensitivity and signal bandwidth

The reception sensitivities of BSs and WTs are defined from the noise equivalent signal bandwidth and the noise figure of radio-frequency devices. Furthermore, the transmission distance can be extended by narrowing the signal bandwidth because the noise equivalent signal bandwidth is reduced. Here, there are some trade‑offs among the noise figure, selection of radio-frequency components, and power consumption. Therefore, it is preferable to improve the reception sensitivity by either narrowing the signal bandwidth or improving the noise figure. In the radio link design, it should be also considered that the reception sensitivity of WTs could be deteriorated by component cost reduction and lower power consumption.

4.2.2
Transmission power

The transmission power of WTs should be designed to be a reasonable value considering the WTs’ requirements such as small size, long battery-life, and low cost. On the other hand, the transmission power of BSs should be decided considering in-house man-made noise in the used bands, WT reception sensitivity, characteristics of power amplifier and antennas, and so on.

4.3
Accommodation of WTs

In order to provide connections to a large number of WTs scattered over a wide area, a multiple access method and a duplexing method that can effectively handle a large number of WTs and a spectrum-efficient modulation method should be applied. To compensate for the deterioration in transmission quality caused by fading, combination of forward error correction and interleaving techniques should be also applied. To provide connections to a large number of WTs accommodated by the same BS simultaneously, the characteristics of transmission power control and transmit on/off power should be considered from the viewpoint of interference. Resource management should be considered to improve the efficiency.

[Editor’s note: check terminology.]

4.3.1
Multiple access method

TDMA, FDMA, CDMA, and SDMA can be applied as multiple access methods. The multiple access technique allows multiple users to share transmission media without creating uncontrollable interference with each other. The multiple access methods can be used individually or in combination. TDMA is basically preferable because it lets BSs flexibly control or assign bandwidth by centralized control.

4.3.2
Duplexing method

TDD or FDD can be applied as a duplexing method. To apply open-loop transmission power control, TDD is preferable because it enables the propagation channel status to be shared between uplink and downlink.

4.3.3
Modulation method
Modulation methods such as PSK, QAM, FSK, or GMSK can be applied. To provide efficient connections to a large number of WTs, spectrum-efficient linear modulation methods such as PSK or QAM are preferable.

4.3.4
Detection method

Coherent or differential detection can be applied as the signal detection method. Basically, coherent detection is preferable in terms of noise characteristics considering communication range. However, differential detection is an alternative when the residual frequency offset becomes non-negligible because of a lowered modulation-rate. Moreover, the application of differential detection should be taken into account when the offset frequency diversity technique (mentioned later) is considered.

4.3.5
Forward error correction and interleaving

Forward error correction techniques should be applied to avoid transmission quality deterioration caused by fading and also for a better communication range. Because the transmission data size of sensors and/or actuators or some control packets of communication protocols is not always large, the quality of short-packet transmission should be given careful attention. Therefore, an encoding method suitable for short-packet communication should be considered from among various coding methods such as convolutional coding, Turbo coding, Read-Solomon coding, and coding by their concatenations. In addition to an encoding method, interleaving on the temporal axis should also be applied to avoid burst errors caused by fading; it improves the time-diversity effect.

4.3.6
Transmission power control

With uplink transmission in macro-cell systems, the power level received at a BS from each WT varies dynamically with the transmission distance. Thus, applying a transmission power control (TPC) technique would be preferable in order to reduce in-channel or adjacent channel interference from neighbouring cells. Although either open-loop or closed-loop TPC can be applied, TDD should be applied in the case of open-loop TPC. The adjacent channel leakage power is also determined considering the adjacent frequency channel interference in the system and the non-linear distortion characteristics of the power amplifier, which are also trade-offs with device cost.

4.3.7
Transmit on/off power

The standby output power radiated from different WTs within the same cell becomes in-channel interference at the BS. This wireless system can accommodate a significantly larger number of WTs in the same cell than the existing cellular systems. Therefore, the allowable standby output power for each WT should be decided according to the number and density of WTs in the same cell. Note that the allowable standby output power for each WT is calculated by obtaining the integral of the leakage power coming from the WTs based on the probability density existing in a cell and the propagation path loss.

4.3.8
Resource management
In order to improve efficiency of resource and provide connections to a large number of WTs scattered over a wide area, resource management methods that can effectively handle a large number of WTs should be applied. Resource management methods such as round robin and maximum throughput can be applied.

4.4
Dead-spot compensation using diversity techniques

The wireless system should cover a wide area, provide optional robustness and the communication range independent of the WTs’ locations. To avoid dead spots in the coverage area caused by fading or shadowing effects, diversity techniques should be applied.

4.4.1
Fading countermeasures

To avoid transmission quality deterioration caused by fading, and also to flatten the electrical field intensity within the cell coverage area, space diversity techniques that install two or more antennas at each BS site should be applied. Furthermore, space diversity techniques that can be achieved with a single antenna on the WT side are preferable from the viewpoints of WT downsizing and cost‑effectiveness. For this purpose, reception diversity techniques such as signal combination or antenna selection can be applied in the uplink. On the other hand, transmission diversity techniques such as frequency offset or space-time coding can be applied in the downlink.

4.4.2
Shadowing countermeasures

To avoid transmission quality deterioration caused by shadowing, which is caused by obstacles in the propagation path like buildings, site diversity (or path diversity) techniques that provide two or more propagation paths from the BS to WTs should be used. Likewise the space diversity, it is also preferable that the site diversity techniques can provide reception diversity in the uplink and transmission diversity in the downlink from the viewpoints of WT downsizing and cost-effectiveness.

4.5
Wireless terminal requirements

To satisfy the suppression of interference and the communication range requirements, low power consumption and a small antenna are needed.

4.5.1
Low power consumption

Low power consumption, which can be achieved by power-saving techniques, can reduce the system operating cost by reducing the frequency of battery exchange and providing a long lifetime. As power-saving techniques, low-power circuits for wireless communication, low duty cycle protocols, and low standby leakage power can be used. In addition, compared with a discrete circuit configuration, an SoC configuration can reduce the power wasted in the interface between components, which leads to low power consumption.

4.5.2
Small antenna
To satisfy the communication range requirement, high gain and a small antenna are needed. 

4.6
QoS
The wireless system provides a communication service between an AS (or DB) and a WT connected to sensors and/or actuators. Services may have different QoS requirements, i.e. reliability, latency, data accuracy. The wireless system should provide scalability for various services. To support a variety of services, a variety of QoS indices should be provided between the two UNIs.
The following QoS indices are available:

Spurious packet rate

The spurious packet rate is the total number of spurious packets observed at the UNI during a specified time period. It is determined according to the regulations for the public IP network providing the applications or services.
Packet error ratio

The packet error ratio is the ratio of the total number of errored packets to the total number of successful packet transfers plus errored packets between two UNIs. It is determined according to the regulations for the public IP network providing the applications or services.

Packet loss ratio

The packet loss ratio is the ratio of the total number of lost packets to the total number of packets transmitted between two UNIs. It is determined according to the regulations for the public IP network providing the applications or services.
Packet transfer time

The packet transfer time is the time from packet transfer commencement at one UNI to packet reception at the other UNI. It is determined according to the characteristics of the applications or services.

Connection set‑up time

The connection set‑up time is the time from power-on or the commencement of a hand-over in the same cell to the completion of the processes needed to start data packet transmission, such as BS search, BS capture, and WT association. It is determined according to the characteristics of the applications or services.
Reconnection establishment time

The reconnection establishment time is the time from the detection of an out-of-synchronization state to BS capture by the same BS again. It is determined according to the characteristics of the applications or services.

Response time

The response time is the maximum time from data packet transmission from a WT to the WT’s reception of an acknowledgement from an AS and a DB. It is determined according to the regulations for the public IP network providing the applications or services.
4.7
Security

To guarantee secure communications, some security techniques, such as authentication and encryption, should be used. The sustainability of security algorithms should be ensured.

For reference, security guidance for packet-based multimedia communication systems is provided in ITU-T Recommendation H.235, and that for data networks and open system communications is covered in ITU-T Recommendation X.800-849.

______________
Attention: The information contained in this document is temporary in nature and does not necessarily represent material that has been agreed by the group concerned. Since the material may be subject to revision during the meeting, caution should be exercised in using the document for the development of any further contribution on the subject.
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