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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 9.1.3.1, which is part of the LTE test suite. The TTCN changes done for test case 8.1.2.1 submitted in CR R5s090180 are applicable to this test case.
The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
tc_9_1_3_1
Test Group:
NAS
ATS Version:
iwd-EUTRA-TVB2009-03_D09wk42
System Simulator used:
Anite CT
UE used:
LG Electronics LEO3 UE.

Verification Status:
PASS
4 Corrections required for test case 9.1.3.1
4.1 Introduction

This section describes the changes required to make test case 9.1.3.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D09wk42 release.

4.2 Change 1
	Testcase name
	f_EUTRA_IdleUpdated

	Reason for change
	1. As per TS 33.401 section 7.2.5.2.2 “The UE shall transmit a NAS Attach Request message. This message is integrity protected and for the case that the security context used by the UE is non-current in the MME, the rules in clause 6.4 apply”

2. As per TS 24.301 Section 4.4.4.3 “Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network: AUTHENTICATION RESPONSE”

3. As per TS 24.301 Section 4.4.4.2 “Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the  ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection: AUTHENTICATION REQUEST”
Hence when the UE at Power On can send Attach Request integrity protected and the subsequent the authentication response as well. 

Also type of security header for attach request for all cases other than Attach Request should be integrity protected as UE will have the EPS security context.

	Summary of change
	1) Changed TTCN to receive the authentication response message with security header as received in Attach request message. 

2) Changed the test step f_EUTRA_NAS_Authentication to be able to receive the security status as a parameter.

3) Passed the securityheader as a parameter to the modified test step f_EUTRA_NAS_Authentication.

Note : This change has to be done at all the places where function f_EUTRA_NAS_Authentication is called.


	Source of change
	EUTRA_CommonProcedures.ttcn


Before:

	    if (p_Type == PREAMBLE)

      {

        v_AttReqSecurityHeader := (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected);

      }

    else

      {

        v_AttReqSecurityHeader := tsc_SHT_NoSecurityProtection;

      }

// Receive RRC Connection Setup Complete with

    v_NAS_Ind := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                                v_RRC_TI,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(v_AttReqSecurityHeader,

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType)));

    // Set UE network capabilities as sent by the UE to be used later (see TS 24.301 clause 5.4.3.3)

    v_AuthParams.NAS_SecurityCap := oct2bit(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.networkCap);   

    f_EUTRA_Security_Set(v_AuthParams);

    v_PdnConnectivityRequest := v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }    
// Step 5-6: Authentication

    v_AuthParams:=f_EUTRA_NAS_Authentication(p_CellId,

                                           v_AuthParams,

                                           tsc_SHT_NoSecurityProtection,

                                           v_PLMN);

	  function f_EUTRA_NAS_Authentication(CellId_Type p_CellId,

                                      EUTRA_SecurityParams_Type p_SecurityParams,

                                      SecurityHeaderType p_SecurityStatus,

                                      NAS_PlmnId     p_PLMN)

    runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var SRB_COMMON_IND v_ReceivedAsp;

    var B32_128_Type v_ReceivedRES;

    var EUTRA_SecurityParams_Type v_SecurityParams;

    // Evaluate Authentication parameters and generate new keys

    v_SecurityParams := f_EUTRA_Authentication_InitNAS(p_SecurityParams,p_PLMN);

    SRB.send(cas_SRB1_NasPdu_REQ(p_CellId,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(p_SecurityStatus, cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                                            v_SecurityParams.AuthParams.RandValue,

                                                                                            v_SecurityParams.AuthParams.AUTN))));

    // receive AUTHENTICATION RESPONSE  on SRB1:

    alt {

      [] SRB.receive(car_SRB1_NasPdu_IND(p_CellId,

                                         cr_NAS_Indication(p_SecurityStatus, cr_AUTHENTICATION_RESPONSE)))

        -> value v_ReceivedAsp {

        v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;

        if (v_ReceivedRES != substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES))) {

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

        }

      }

      [] SRB.receive(car_SRB1_NasPdu_IND(p_CellId,

                                         cr_NAS_Indication(?, cr_AUTHENTICATION_FAIL_Any)))

        {

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

        }

    }

    return (v_SecurityParams);

  };


After:

	    if (p_Type == PREAMBLE)

      {

        v_AttReqSecurityHeader := (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected);

      }

    else

      {

        v_AttReqSecurityHeader := tsc_SHT_IntegrityProtected;

      }

    // Receive RRC Connection Setup Complete with

    v_NAS_Ind := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                                v_RRC_TI,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(v_AttReqSecurityHeader,

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType)));

    // Set UE network capabilities as sent by the UE to be used later (see TS 24.301 clause 5.4.3.3)

    v_AuthParams.NAS_SecurityCap := oct2bit(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.networkCap);

    f_EUTRA_Security_Set(v_AuthParams);

    v_ReceivedAttReqSecurityHeaderType := v_NAS_Ind.SecurityProtection.Status;
    v_PdnConnectivityRequest := v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    // Step 5-6: Authentication

    v_AuthParams:=f_EUTRA_NAS_Authentication(p_CellId,

                                           v_AuthParams,

                                           tsc_SHT_NoSecurityProtection,

                                           v_PLMN,

                                           v_ReceivedAttReqSecurityHeaderType);



	

	  function f_EUTRA_NAS_Authentication(CellId_Type p_CellId,

                                      EUTRA_SecurityParams_Type p_SecurityParams,

                                      SecurityHeaderType p_SecurityStatus,

                                      NAS_PlmnId     p_PLMN,

                                      SecurityHeaderType p_ReceivedSecurityStatus)

    runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var SRB_COMMON_IND v_ReceivedAsp;

    var B32_128_Type v_ReceivedRES;

    var EUTRA_SecurityParams_Type v_SecurityParams;

    // Evaluate Authentication parameters and generate new keys

    v_SecurityParams := f_EUTRA_Authentication_InitNAS(p_SecurityParams,p_PLMN);

    SRB.send(cas_SRB1_NasPdu_REQ(p_CellId,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(p_SecurityStatus, cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                                            v_SecurityParams.AuthParams.RandValue,

                                                                                            v_SecurityParams.AuthParams.AUTN))));

    // receive AUTHENTICATION RESPONSE  on SRB1:

    alt {

      [] SRB.receive(car_SRB1_NasPdu_IND(p_CellId,

                                         cr_NAS_Indication(p_ReceivedSecurityStatus, cr_AUTHENTICATION_RESPONSE)))

        -> value v_ReceivedAsp {

        v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;

        if (v_ReceivedRES != substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES))) {

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

        }

      }

      [] SRB.receive(car_SRB1_NasPdu_IND(p_CellId,

                                         cr_NAS_Indication(?, cr_AUTHENTICATION_FAIL_Any)))

        {

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

        }

    }

    return (v_SecurityParams);

  };


4.3 Change 2
	Testcase name
	fl_TC_9_1_3_1_Body()

	Reason for change
	As per the Step 3 and 4 in the expected sequence, the SS sends a AUTH REQ and expects a AUTH RESP. However, the current TTCN implementation expects both of these to be NOT integrity protected. 

	Summary of change
	Instead of using tsc_SHT_NoSecurityProtection for AUTH REQ used tsc_SHT_IntegrityProtected and instead of using tsc_SHT_NoSecurityProtection for AUTH RESP  used tsc_SHT_IntegrityProtected
Please note that the test step f_EUTRA_NAS_Authentication is modified as per change 1 mentioned above.

	Source of change
	NAS_SecurityMode.ttcn


Before:

	v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA,

                                                 v_SecurityParams,

                                                 tsc_SHT_NoSecurityProtection,

                                                 f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity)); 


After:

	v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA,

                                                 v_SecurityParams,

                                                 tsc_SHT_IntegrityProtected, // tsc_SHT_NoSecurityProtection,

                                                 f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity),

                                                 tsc_SHT_IntegrityProtected /*tsc_SHT_NoSecurityProtection*/); //Anite@9_1_3_1


4.4 Change 3
	Testcase name
	cds_SECURITY_MODE_COMMAND_IMEISV

	Reason for change
	At Step 5 in the TTCN, the SS should send a SECURITY MODE COMMAND with IMEISV Req. The constraint used for this in the current TTCN is cs_IMEISV_Request(tsc_IdType_IMEISV). Currently The value for tsc_IdType_IMEISV is set as ‘011’B . As per Sec 10.5.5.10 of 24.008, this value will be interpreted as “IMEISV not Requested.


	Summary of change
	Instead of using tsc_IdType_IMEISV, used the constant tsc_IdType_IMSI, which has value ‘001’B. As per 10.5.5.10 of 24.008, this corresponds to “IMEISV requested”.

	Source of change
	NAS_SecurityMode.ttcn


Before:

	template (value) NAS_DL_Message_Type

cds_SECURITY_MODE_COMMAND_IMEISV(B3_Type p_CipheringType,

                                 B3_Type p_IntegrityType,

                                 NAS_KsiValue p_SgsnKeySetId,

                                 NAS_KsiValue p_AsmeKeySetId,

                                 bitstring p_SecurityCap)

modifies cs_508_SECURITY_MODE_COMMAND :=

{

  sECURITY_MODE_COMMAND := {

    // securityHeaderType         := tsc_SHT_NoSecurityProtection,

    // protocolDiscriminator      := tsc_PD_EMM,

    // messageType                := tsc_MT_SecurityModeCommand,

    // nasSecurityAlgorithms      := cs_NAS_SecurityAlgorithms(p_CipheringType, p_IntegrityType),

    // sgsnNasKeySetId            := cs_NAS_KeySetIdentifier_lv(p_SgsnKeySetId, tsc_NasKsi_CachedSecurityContext),

    // asmeNasKeySetId            := cs_NAS_KeySetIdentifier_lv(p_AsmeKeySetId, tsc_NasKsi_CachedSecurityContext),

    // replayedSecurityCapability := cs_UE_SecurityCapability(p_SecurityCap),

    imeisvRequest              := cs_IMEISV_Request(tsc_IdType_IMEISV )

    // replayedNonceUe            := omit,

    // nonceMme                   := omit

  }

};
	


After:

	template (value) NAS_DL_Message_Type

cds_SECURITY_MODE_COMMAND_IMEISV(B3_Type p_CipheringType,

                                 B3_Type p_IntegrityType,

                                 NAS_KsiValue p_SgsnKeySetId,

                                 NAS_KsiValue p_AsmeKeySetId,

                                 bitstring p_SecurityCap)

modifies cs_508_SECURITY_MODE_COMMAND :=

{

  sECURITY_MODE_COMMAND := {

    // securityHeaderType         := tsc_SHT_NoSecurityProtection,

    // protocolDiscriminator      := tsc_PD_EMM,

    // messageType                := tsc_MT_SecurityModeCommand,

    // nasSecurityAlgorithms      := cs_NAS_SecurityAlgorithms(p_CipheringType, p_IntegrityType),

    // sgsnNasKeySetId            := cs_NAS_KeySetIdentifier_lv(p_SgsnKeySetId, tsc_NasKsi_CachedSecurityContext),

    // asmeNasKeySetId            := cs_NAS_KeySetIdentifier_lv(p_AsmeKeySetId, tsc_NasKsi_CachedSecurityContext),

    // replayedSecurityCapability := cs_UE_SecurityCapability(p_SecurityCap),

    imeisvRequest              := cs_IMEISV_Request(tsc_IdType_IMSI)

    // replayedNonceUe            := omit,

    // nonceMme                   := omit

  }

};
	


4.5 Change 4
	Testcase Name
	cs_IMEISV_Request

	Reason for Change
	At Step 5 in the TTCN, the SS should send a SECURITY MODE COMMAND with IMEISV Req. The template used for this in the current TTCN is cs_IMEISV_Request. In the existing template the IEI value is set as omit. This is incorrect.

	Summary of Change
	As per 24.301 Sec 8.2.20.1 the IEI should be set as ‘C’H.

	Source of change
	NAS_24008Templates.ttcn


Before:
	template (value) IMEISV_Request cs_IMEISV_Request(B3_Type p_Value) :=

{

  iei             := omit

  spare           := '0'B,

  requestValue    := p_Value

};


After:

	template (value) IMEISV_Request cs_IMEISV_Request(B3_Type p_Value) :=

{

  iei             := 'C'H, 

  spare           := '0'B,

  requestValue    := p_Value

};


4.6 Change 5
	Testcase Name
	fl_TC_9_1_3_1_Body

	Reason for Change
	In steps 9 and 10 in TTCN the sends and expects IDENTITY REQ and IDENTITY RESP respectively. However, the current TTCN implementation expects both of them WITHOUT integrity protection. Similar implementation is done for test steps 16 and 17 as well. 

	Summary of Change
	Instead of using tsc_SHT_NoSecurityProtection for IDENTITY REQ used tsc_SHT_IntegrityProtected_Ciphered and instead of using tsc_SHT_NoSecurityProtection for IDENTITY RESP  used tsc_SHT_IntegrityProtected_Ciphered for Steps 9, 10 , 16 and 17


	Source of change
	NAS_SecurityMode.ttcn


Before:

	//+ Step 9

  //+   The SS Transmits an IDENTITY REQUEST message [Security

  //+   protected] <- IDENTITY REQUEST

  SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                               cs_TimingInfo_Now,

                               cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                              cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

  //+ Step 10

  //+   Check: Does the UE transmit an IDENTIY RESPONSE message

  //+   [Security Protected]? -> IDENTITY RESPONSE [1,P]

  SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                  cr_NAS_Indication(

                                    tsc_SHT_NoSecurityProtection,

                                    cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

  f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

//+ Step 16

    //+   The SS transmits an IDENTITY REQUEST message [Security

    //+   protected] <- IDENTITY REQUEST

    SRB.send(cas_SRB2_NasPdu_REQ(

               eutra_CellA,

               cs_TimingInfo_Now,

               cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                              cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+ Step 17

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   [Security Protected]? -> IDENTITY RESPONSE [2,P]

    SRB.receive(car_SRB2_NasPdu_IND(

                  eutra_CellA,

                  cr_NAS_Indication(

                    tsc_SHT_NoSecurityProtection,

                    cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));


After:

	//+ Step 9

  //+   The SS Transmits an IDENTITY REQUEST message [Security

  //+   protected] <- IDENTITY REQUEST

  SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                               cs_TimingInfo_Now,

                               cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, // Anite@9_1_3_1 tsc_SHT_NoSecurityProtection,

                                              cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

  //+ Step 10

  //+   Check: Does the UE transmit an IDENTIY RESPONSE message

  //+   [Security Protected]? -> IDENTITY RESPONSE [1,P]

  SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                  cr_NAS_Indication(

                                    tsc_SHT_IntegrityProtected_Ciphered, // Anite@9_1_3_1 tsc_SHT_NoSecurityProtection,

                                    cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

  f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

//+ Step 16

    //+   The SS transmits an IDENTITY REQUEST message [Security

    //+   protected] <- IDENTITY REQUEST

    SRB.send(cas_SRB2_NasPdu_REQ(

               eutra_CellA,

               cs_TimingInfo_Now,

               cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,//tsc_SHT_IntegrityProtected, // Anite@9_1_3_1 tsc_SHT_NoSecurityProtection,

                              cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+ Step 17

    //+   Check: Does the UE transmit an IDENTIY RESPONSE message

    //+   [Security Protected]? -> IDENTITY RESPONSE [2,P]

    SRB.receive(car_SRB2_NasPdu_IND(

                  eutra_CellA,

                  cr_NAS_Indication(

                    tsc_SHT_IntegrityProtected_Ciphered, // Anite@9_1_3_1 tsc_SHT_NoSecurityProtection,

                    cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));


4.7 Change 6
	Testcase Name
	fl_TC_9_1_3_1_Body

	Reason for Change
	In steps 11 and 12 in TTCN SS sends and expects AUTH REQ and AUTH RESP respectively without integrity protection and on SRB1. 

However, since in Step 7 the SS has configured SRB2 through a rrcConnectionReconfiguration message, hence further NAS messages should be transmitted and received on SRB 2 and should also be integrity and ciphered protected.

	Summary of Change
	Created a new test step f_EUTRA_NAS_Authentication_SRB2, and used it instead of f_EUTRA_NAS_Authentication.
Instead of using tsc_SHT_NoSecurityProtection for AUTH  REQ used tsc_SHT_IntegrityProtected_Ciphered and instead of using tsc_SHT_NoSecurityProtection for AUTH RESP  used tsc_SHT_IntegrityProtected_Ciphered for Steps 11 and 12


	Source of change
	NAS_SecurityMode.ttcn


Before:
	v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA,

                                               v_SecurityParams,

                                               tsc_SHT_NoSecurityProtection,

                                               f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));


After:

	v_SecurityParams := f_EUTRA_NAS_Authentication_SRB2(eutra_CellA,

                                               v_SecurityParams,

                                               tsc_SHT_IntegrityProtected_Ciphered, // Anite@9_1_3_1 tsc_SHT_NoSecurityProtection,

                                               f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity),

                                               tsc_SHT_IntegrityProtected_Ciphered);


// f_EUTRA_NAS_Authentication_SRB2
	//Start : Anite@9_1_3_1

  function f_EUTRA_NAS_Authentication_SRB2(CellId_Type p_CellId,

                                      EUTRA_SecurityParams_Type p_SecurityParams,

                                      SecurityHeaderType p_SecurityStatus,

                                      NAS_PlmnId     p_PLMN,

                                      SecurityHeaderType p_ReceivedSecurityParams)

    runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var SRB_COMMON_IND v_ReceivedAsp;

    var B32_128_Type v_ReceivedRES;

    var EUTRA_SecurityParams_Type v_SecurityParams;

    // Evaluate Authentication parameters and generate new keys

    v_SecurityParams := f_EUTRA_Authentication_InitNAS(p_SecurityParams,p_PLMN);

    SRB.send(cas_SRB2_NasPdu_REQ(p_CellId,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(p_SecurityStatus, cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                                            v_SecurityParams.AuthParams.RandValue,

                                                                                            v_SecurityParams.AuthParams.AUTN))));

    // receive AUTHENTICATION RESPONSE  on SRB2:

    alt {      

      [] SRB.receive(car_SRB2_NasPdu_IND(p_CellId,

                                         cr_NAS_Indication(p_SecurityStatus, cr_AUTHENTICATION_RESPONSE)))

        -> value v_ReceivedAsp {

        v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;

        if (v_ReceivedRES != substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES))) {

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

        }

      }

      [] SRB.receive(car_SRB2_NasPdu_IND(p_CellId,

                                         cr_NAS_Indication(?, cr_AUTHENTICATION_FAIL_Any)))

        {

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "");

        }

    }

    return (v_SecurityParams);

  };

  //Stop : Anite@9_1_3_1


4.8 Change 7
	Testcase Name
	fl_TC_9_1_3_1_Body

	Reason for Change
	In steps 14 and 15 in TTCN the SS sends and expects NAS SECURITY MODE COMMAND and NAS SECURITY MODE COMPLETE respectively on SRB1.

However, since in Step 7 the SS has configured SRB2 through a rrcConnectionReconfiguration message, hence further NAS messages should be transmitted and received on SRB 2.

	Summary of Change
	Created a new test step fl_EUTRA_NAS_ActivateSecurity_IMEISV_SRB2, and used it instead of fl_EUTRA_NAS_ActivateSecurity_IMEISV.

Created a new test step fl_EUTRA_NAS_SecurityModeControl_IMEISV_SRB2 and used it in step fl_EUTRA_NAS_ActivateSecurity_IMEISV_SRB2


	Source of change
	NAS_SecurityMode.ttcn


Before:
	//+ Step 14 (specific msg. content)

  //+   The SS transmits a SECURITY MODE COMMAND message to activate

  //+   NAS security. It is integrity protected and includes request to

  //+   include IMEISV <-- SECURITY MODE COMMAND

  //+ Step 15 (specific msg. content)

  //+   The UE transmits a NAS SECURITY MODE COMPLETE message and

  //+   establishes the initial security configuration. --> SECURITY

  //+   MODE COMPLETE [2,P]

  v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV(eutra_CellA, v_SecurityParams);


After:
	//+ Step 14 (specific msg. content)

  //+   The SS transmits a SECURITY MODE COMMAND message to activate

  //+   NAS security. It is integrity protected and includes request to

  //+   include IMEISV <-- SECURITY MODE COMMAND

  //+ Step 15 (specific msg. content)

  //+   The UE transmits a NAS SECURITY MODE COMPLETE message and

  //+   establishes the initial security configuration. --> SECURITY

  //+   MODE COMPLETE [2,P]

  v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV_SRB2(eutra_CellA, v_SecurityParams);


//fl_EUTRA_NAS_ActivateSecurity_IMEISV_SRB2

	//Start Anite@9_1_3_1

function fl_EUTRA_NAS_ActivateSecurity_IMEISV_SRB2(CellId_Type p_CellId,

                                              EUTRA_SecurityParams_Type p_SecurityParams) 

  runs on EUTRA_PTC

  return NasCount_Type

{

  /// @desc Copy of existing f_EUTRA_NAS_ActivateSecurity which also

  /// performs an IMEISV req.

  // Activation of NAS security at SS and at the UE (24.301 cl. 5.4.3)

  var NasCount_Type v_NasCountUL;

  // download security keys and reset NAS COUNT

  f_EUTRA_SS_NAS_ConfigureSecurity(p_SecurityParams.NAS_Integrity,

                                   p_SecurityParams.NAS_Ciphering);

  v_NasCountUL := fl_EUTRA_NAS_SecurityModeControl_IMEISV_SRB2(p_CellId, p_SecurityParams); 

  // all NAS messages are ciphered from now on

  return v_NasCountUL;

};

//Stop Anite@9_1_3_1


// fl_EUTRA_NAS_SecurityModeControl_IMEISV_SRB2

	// Start : Anite@9_1_3_1

function fl_EUTRA_NAS_SecurityModeControl_IMEISV_SRB2(CellId_Type p_CellId,

                                                 EUTRA_SecurityParams_Type p_SecurityParams)

  runs on EUTRA_PTC

  return NasCount_Type

{

  /// @desc Copy of existing f_EUTRA_NAS_SecurityModeControl which also

  /// performs an IMEISV req.

  var SRB_COMMON_IND v_ReceivedAsp;

  var NasCount_Type v_NasCountUL;

  // send NAS SECURITY MODE COMMAND on SRB1 (integrity protected

  // acc. 24.301 cl. 5.4.3.2):

   SRB.send(cas_SRB2_NasPdu_REQ(p_CellId,

                              cs_TimingInfo_Now,

                               cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, // Anite@9_1_3_1 tsc_SHT_IntegrityProtected,

                                              cds_SECURITY_MODE_COMMAND_IMEISV(

                                                p_SecurityParams.NAS_Ciphering.Algorithm,

                                                p_SecurityParams.NAS_Integrity.Algorithm,

                                                p_SecurityParams.KSIsgsn,

                                                p_SecurityParams.KSIasme,

                                                p_SecurityParams.NAS_SecurityCap))));

  // receive NAS SECURITY MODE COMPLETE on SRB1 (integrity protected

  // and ciphered acc. 24.301 cl. 5.4.3.3):

  // Start : Anite@9_1_3_1 

    SRB.receive(car_SRB2_NasPdu_IND(p_CellId,

                                  cr_NAS_Indication(

                                    tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext, // Anite@9_1_3_1 tsc_SHT_IntegrityProtected_Ciphered,

                                    cdr_SECURITY_MODE_COMPLETE_IMEISV)))

    -> value v_ReceivedAsp;

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

return v_NasCountUL;

};

// Stop : Anite@9_1_3_1


4.9 Change 8

	Testcase Name
	fl_TC_9_1_3_1_Body

	Reason for Change
	After step 15 TTCN transmit RRC Security Mode command message to the UE. However security mode command message can not be transmitted to the UE for an active RRC connection. Moreover this is not part of the expected sequence or test purpose.

	Summary of Change
	Removed call to the test step f_EUTRA_RRC_ActivateSecurity

	Source of change
	NAS_SecurityMode.ttcn


Before:
	 v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(eutra_CellA,

                                                   v_SecurityParams,

                                                   v_NasCountUL);
  f_EUTRA_Security_Set(v_SecurityParams);
  f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");


After:
	//  v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(eutra_CellA,

  //                                                 v_SecurityParams,

    //                                               v_NasCountUL);
 // f_EUTRA_Security_Set(v_SecurityParams);
  f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");


5 Execution Log Files

5.1 LG Electronics LE03 UE

The LG electronics LE03 UE passed this test case on the Anite LTE solution with Snow 3G integrity and ciphering enabled. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_9_1_3_1_LG-log.html:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

6 References

	[1]
	R5s090211: This archive comprises text format execution log file and the TTCN file.
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