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9.2.2.1
UE initiated detach procedure
9.2.2.1.1
UE initiated detach / UE switched off

9.2.2.1.1.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state }

ensure that {

  when { the UE is switched off }

   then { the UE establishes the RRC connection with the RRC establishmentCause set to ‘mo-Signalling’ and sends DETACH REQUEST message, keeps the native security context, and deactivates the EPS bearer context(s) locally }

              }

9.2.2.1.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: 3GPP TS 24.301 clauses 5.3.1.1, 5.5.2.2.1, 5.5.2.2.2 and Annex D and TS 36.331 clause 5.3.3.3.

[TS 24.301 clause 5.3.1.1]

When the UE is in EMM-IDLE mode and needs to transmit an initial NAS message, the UE shall request the lower layer to establish a NAS signalling connection. In this request to the lower layer the NAS shall provide to the lower layer the RRC establishment cause and the call type as specified in annex D of this specification.

[TS24.301 clause 5.5.2.2.1]

The detach procedure is initiated by the UE by sending a DETACH REQUEST message. The Detach type IE included in the message indicates whether detach is due to a "switch off" or not. The Detach type IE also indicates whether the detach is for EPS services only, for non-EPS services only, or for both. If the UE has a mapped EPS security context as the current EPS security context, the UE shall set the type of security context flag to "mapped security context". Otherwise, the UE shall set the type of security context flag to "native  security context".
...
If the UE is to be switched off, the UE shall


 try for a period of 5 seconds to send the DETACH REQUEST message. During this period, the UE may be switched off as soon as the DETACH REQUEST message has been sent. However, after the last DETACH REQUEST message is sent and before the UE is actually switched off, the UE shall proceed as follows:
-
if the current EPS security context is a native EPS security context, then the UE shall store the current EPS security context as specified in annex C and mark it as valid;
-
else if the current EPS security context is a mapped EPS security context and non-current full native EPS security context exists, then the UE shall store the non-current EPS security context as specified in annex C and mark it as valid, and finally the UE shall delete the current EPS security context stored as specified in annex C. 

[TS24.301 clause 5.5.2.2.2]

When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT message to the UE and store the current EPS security context, if the Detach type IE does not indicate "switch off". Otherwise, the procedure is completed when the network receives the DETACH REQUEST message. On reception of a DETACH REQUEST message indicating "switch off", the MME shall delete the current EPS security context, if it is a mapped EPS security context.

The network and the UE shall deactivate the EPS bearer context(s) for this UE locally without peer-to-peer signalling between the UE and the MME.

The UE, when receiving the DETACH ACCEPT message, shall stop timer T3421.

The UE is marked as inactive in the network for EPS services. State EMM-DEREGISTERED is entered in the network.
The UE in PS mode of operation shall enter the EMM-DEREGISTERED state.

The UE in CS/PS mode 1 or CS/PS mode 2 of operation shall set the update status to U2 NOT UPDATED, disable E‑UTRAN and select GERAN or UTRAN access technology and enter the EMM-NULL state.
[TS 24.301, Annex D]

...

Table D.1.1: Mapping of NAS procedure to establishment cause and call type

	NAS procedure
	RRC establishment cause (according 3GPP TS 36.331 [22])
	Call type

	...
	
	

	Detach
	MO signalling (See Note 1)
	"originating signalling"

	...
	
	

	Note 1:
For these NAS procedures initiated by UEs of access class 12, 13 or 14 in their home country, the RRC establishment cause will be set to "High priority access AC 11 – 15". For this purpose the home country is defined as the country of the MCC part of the IMSI, see 3GPP TS 22.011 [1A].
For these NAS procedures initiated by UE of access class 11 or 15 in their HPLMN or EHPLMN, the RRC establishment cause will be set to "High priority access AC 11 – 15".


[TS 36.331, clause 5.3.3.3]

...

The UE shall set the contents of RRCConnectionRequest message as follows:

1>
set the ue-Identity as follows:
2>
if upper layers provide an S-TMSI:
3>
set the ue-Identity to the value received from upper layers;
2>
else

3>
draw a random value and set the ue-Identity to this value;

NOTE 1:
Upper layers provide the S-TMSI if the UE is registered in the TA of the current cell.
1>
Set the establishmentCause in accordance with the information received from upper layers;
9.2.2.1.1.3
Test description

9.2.2.1.1.3.1
Pre-test conditions

System Simulator:

-
Cell A (HPLMN)
UE:

None.

Preamble:

-
The UE is in state Registered, Idle mode (State 2) according to [18].
-
UE has a valid GUTI-1 and is registered in TAI-1

9.2.2.1.1.3.2
Test procedure sequence

Table 9.2.2.1.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Cause switch off
	-
	-
	-
	-

	2
	Check: does the UE transmit an RRCConnectionRequest message with establishmentCause set to ‘mo-Signalling’ followed by a DETACH REQUEST with the Detach Type IE indicating "switch off"?
	-->
	DETACH REQUEST
	1
	P

	3
	Check: does the UE send any further DETACH REQUEST messages within the next 5s?
	-->
	DETACH REQUEST
	1
	F

	4
	The SS starts an authentication procedure using the KSIASME of the previously allocated EPS native security context
	<--
	AUTHENTICATION REQUEST
	
	

	5
	Check: does the UE transmit an AUTHENTICATION RESPONSE message within the next 6s?
	-->
	AUTHENTICATION RESPONSE
	1
	F

	6
	The SS starts the EPS bearer context modification procedure using the previously allocated EPS bearer identity
	<--
	MODIFY EPS BEARER CONTEXT REQUEST
	
	

	7
	Check: does the UE transmit a MODIFY EPS BEARER CONTEXT ACCEPT message within the next 10 s?
	-->
	MODIFY EPS BEARER CONTEXT ACCEPT
	1
	F

	8
	The UE is switched on
	-
	-
	-
	-

	9
	Check: Does the UE transmit ATTACH REQUEST message using KSIASME of the previously allocated EPS native security context?
	-->
	ATTACH REQUEST
	1
	P


9.2.2.1.1.3.3
Specific message contents

Table 9.2.2.1.1.3.3-1: Message RRCConnectionRequest (step 2, Table 9.2.2.1.1.3.2-1)

	Derivation path: 36.508 table 4.6.1-16

	Information Element
	Value/Remark
	Comment
	Condition

	RRCConnectionRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r8 SEQUENCE {
	
	
	

	      establishmentCause
	mo-Signalling
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 9.2.2.1.1.3.3-2: Message ATTACH REQUEST (step 9, Table 9.2.2.1.1.3.2-1)

	Derivation path: 36.508 table 4.7.2-4 (Security protected NAS message)

	Information Element
	Value/Remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  TSC
	native security context (for KSIASME)
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