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4.7
Default NAS message and information element contents
This clause contains the default values of common NAS messages and  information elements, which apply to all test cases unless otherwise specified. All the messages and information elements are listed in alphabetical order.
4.7.1
Security protected NAS messages
In subclauses 4.7.2 and 4.7.3 in this document, all the NAS messages are described in the plain NAS message format.
When a NAS message is security protected, the message shall be contained by SECURITY PROTECTED NAS MESSAGE unless contained by another NAS message.

The default contents of SECURITY PROTECTED NAS MESSAGE message are defined in table 4.7.1-1.

Table 4.7.1-1: SECURITY PROTECTED NAS MESSAGE

	Derivation Path: 24.301 clause 8.2.23

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0001'B
	Integrity protected 
	UNCIPHERED

	
	'0010'B
	Integrity protected and ciphered
	CIPHERED

	
	'0011'B
	Integrity protected with new EPS security context
	UNCIPHERED-NEW

	
	'0100'B
	Integrity protected and ciphered with new EPS security context
	CIPHERED-NEW

	Message authentication code
	The calculated value of MAC-I for this message.
	The value of MAC-I is calculated by SS using Sequence number sent by UE.
	SENT-BY-SS

	
	The same value as the XMAC-I value calculated by SS.
	
	SENT-BY-UE

	Sequence number
	The internal counter of the SS
	
	SENT-BY-SS

	
	Any allowed value
	
	SENT-BY-UE

	NAS message
	Set according to specific message content
	
	


	Condition
	Explanation

	UNCIPHERED
	This condition applies to unciphered NAS message exchange

	CIPHERED
	This condition applies to ciphered NAS message exchange

	UNCIPHERED-NEW
	This condition applies to unciphered NAS message exchange with new EPS security context

	CIPHERED-NEW
	This condition applies to ciphered NAS message exchange with new EPS security context 

	SENT-BY-SS
	Use for the message sent from SS to UE

	SENT-BY-UE
	Use for the message sent from UE to SS


4.7.2
Contents of EMM messages

-
ATTACH ACCEPT
This message is sent by the SS to the UE.

Table 4.7.2-1: ATTACH ACCEPT
	Derivation Path: 24.301 clause 8.2.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach accept message identity
	'0100 0010'B
	Attach accept
	

	EPS attach result
	'0001'B
	EPS only
	PSmodeConfigured OR EPSOnlyAttachForced

	
	'0010'B
	combined EPS/IMSI attach
	CSPSmodeConfigured AND NOT EPSOnlyAttachForced

	Spare half octet
	'0000'B
	
	

	T3412 value
	
	
	

	  Timer value
	'0 0000'B
	
	

	  Unit
	'111'B
	value indicates that the timer is deactivated.
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'0000 0110'B
	6 octets
	

	  Partial tracking area identity list 1
	
	
	

	    Number of elements
	'0 0000'B
	1 element
	

	    Type of list
	'00'B
	list of TACs belonging to one PLMN, with non-consecutive TAC values
	

	    MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    TAC 1
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	ESM message container
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to activate the default bearer
	
	

	GUTI
	
	
	

	  Length of EPS mobile identity contents
	'0000 1011'B
	11 octets
	

	  Type of identity
	'110'B
	GUTI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the GUTI is used
	

	  MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Group ID
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Code
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  M-TMSI
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	Location area identification
	Not present
	
	PSmodeConfigured OR EPSOnlyAttachForced

	Location area identification
	
	
	CSPSmodeConfigured AND NOT EPSOnlyAttachForced

	  MCC
	MCC of the EUTRA cell from which this message is sent
	
	

	  MNC
	MCC of the EUTRA cell from which this message is sent
	
	

	  LAC
	1
	
	

	MS identity
	Not present
	
	PSmodeConfigured OR EPSOnlyAttachForced

	MS identity
	
	
	CSPSmodeConfigured AND NOT EPSOnlyAttachForced

	  Length of mobile identity contents
	'0000 0101'B
	5 octets
	

	  Type of identity
	'100'B
	TMSI/P-TMSI/M-TMSI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the TMSI/P-TMSI or TMGI and optional MBMS Session Identity is used
	

	  TMSI
	TMSI-1
	
	

	EMM cause
	Not present
	
	PSmodeConfigured OR NOT EPSOnlyAttachForced

	
	‘0000 0010’B
	EMM Cause #2 (IMSI unknown in HSS)
	CSPSmodeConfigured AND EPSOnlyAttachForced

	T3402 value
	Not present
	
	

	T3423 value
	Not present
	
	

	Equivalent PLMNs
	Not present
	
	

	Emergency number list
	Not present
	
	

	EPS network feature support
	Not present
	
	

	Additional update result
	Not present
	
	


	Condition
	Explanation

	PSmodeConfigured
	This condition applies if the UE is configured to operate in PS mode 1 of operation or PS mode 2 of operation.

	CSPSmodeConfigured
	This condition applies if the UE is configured to operate in CS/PS mode 1 or CS/PS mode 2 of operation.

	EPSOnlyAttachForced
	This condition is used if the UE needs to attach to EPS services only regardless of the UE mode of operation.
Every TC which uses this condition shall switch off the UE at the end of the test procedure.


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ATTACH COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-2: ATTACH COMPLETE

	Derivation Path: 24.301 clause 8.2.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach complete message identity
	'0100 0011'B
	Attach complete
	

	ESM message container
	ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ATTACH REJECT
This message is sent by the SS to the UE.

Table 4.7.2-3: ATTACH REJECT
	Derivation Path: 24.301 clause 8.2.3

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach reject message identity
	'0100 0100'B
	Attach reject
	

	EMM cause
	Set according to specific message content.
	
	

	ESM message container
	Set according to specific message content.
	
	


NOTE:
If this message includes the EMM cause set to #25, it is sent within SECURITY PROTECTED NAS MESSAGE message. Otherwise this message is sent without integrity protection.
-
ATTACH REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-4: ATTACH REQUEST

	Derivation Path: 24.301 clause 8.2.4

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach request message identity
	'0100 0001'B
	Attach request
	

	EPS attach type
	'0001'B
	EPS attach
	PSmodeConfigured

	
	'0010'B
	combined EPS/IMSI attach
	CSPSmodeConfigured

	NAS key set identifier
	Any allowed value
	
	

	Old GUTI or IMSI
	Any allowed value
	
	

	UE network capability
	Any allowed value
	
	

	ESM message container
	PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	Old P-TMSI signature
	Not present or any allowed value
	
	

	Additional GUTI
	Not present or any allowed value
	
	

	Last visited registered TAI
	Not present or any allowed value
	
	

	DRX parameter
	Not present or any allowed value
	
	

	MS network capability
	Not present or any allowed value
	
	

	Old location area identification
	Not present or any allowed value
	
	

	TMSI status
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	Additional update type
	Not present or any allowed value
	
	


	Condition
	Explanation

	PSmodeConfigured
	See the definition below table 4.7.2-1.

	CSPSmodeConfigured
	See the definition below table 4.7.2-1.


NOTE:
This message may be sent without integrity protection or within SECURITY PROTECTED NAS MESSAGE message before NAS security mode control procedure has been successfully completed; but is always sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.
-
AUTHENTICATION FAILURE
This message is sent by the UE to the SS.

Table 4.7.2-5: AUTHENTICATION FAILURE
	Derivation Path: 24.301 clause 8.2.5

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication failure message type
	'0101 1100'B
	Authentication failure
	

	EMM cause
	'0001 0100'B
	Mac failure
	

	Authentication failure parameter
	Not present
	See TS 24.301 [28] subclause 8.2.5.2
	


NOTE:
 The security protection of this message is the same as the previous AUTHENTICATION REQUEST message.
-
AUTHENTICATION REJECT
This message is sent by the SS to the UE.

Table 4.7.2-6: AUTHENTICATION REJECT
	Derivation Path: 24.301 clause 8.2.6

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication reject message type
	'0101 0100'B
	Authentication reject
	


NOTE:
This message is sent without integrity protection.

-
AUTHENTICATION REQUEST
This message is sent by the SS to the UE.

Table 4.7.2-7: AUTHENTICATION REQUEST

	Derivation Path: 24.301 clause 8.2.7

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication request message type
	'0101 0010'B
	Authentication request
	

	NAS key set identifierASME 
	
	
	

	  NAS key set identifier
	An arbitrarily selected value between '000'B and '110'B, different from the valid NAS key set identifier of the UE if such a value exists.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	Spare half octet
	'0000'B
	
	

	Authentication parameter RAND (EPS challenge)
	An arbitrarily selected 128 bits value
	
	

	Authentication parameter AUTN (EPS challenge)
	See TS 24.301 [28] subclause 9.9.3.2
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed; and sent integrity protected and ciphered within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.
-
AUTHENTICATION RESPONSE
This message is sent by the UE to the SS.

Table 4.7.2-8: AUTHENTICATION RESPONSE

	Derivation Path: 24.301 clause 8.2.8

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication response message type
	'0101 0011'B
	Authentication response
	

	Authentication response parameter
	See TS 24.301 [28] subclause 9.9.3.4
	
	


NOTE:
This message  may be sent without integrity protection or within SECURITY PROTECTED NAS MESSAGE message before NAS security mode control procedure has been successfully completed; but is sent integrity protected and ciphered within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
CS SERVICE NOTIFICATION
This message is sent by the SS to the UE.

Table 4.7.2-8A: CS SERVICE NOTIFICATION

	Derivation Path: 24.301 clause 8.2.9

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	CS service notification message identity
	'01100100'B
	CS Service notification
	

	Paging identity
	‘1’B
	TMSI
	

	CLI
	Not present
	
	

	SS Code
	Not present
	
	

	LCS indicator
	Not present
	
	

	LCS client identity
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
DETACH ACCEPT (UE originating detach)
This message is sent by the SS to the UE.

Table 4.7.2-9: DETACH ACCEPT

	Derivation Path: 24.301 clause 8.2.10.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach accept message identity
	'0100 0110'B
	Detach accept
	


NOTE:
This message is sent using the same security protection as in the previous DETACH REQUEST message received from the UE.

-
DETACH ACCEPT (UE terminated detach)
This message is sent by the UE to the SS.

Table 4.7.2-10: DETACH ACCEPT

	Derivation Path: 24.301 clause 8.2.10.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach accept message identity
	'0100 0110'B
	Detach accept
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
DETACH REQUEST (UE originating detach)
This message is sent by the UE to the SS.

Table 4.7.2-11: DETACH REQUEST
	Derivation Path: 24.301 clause 8.2.11.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach request message identity
	'0100 0101'B
	Detach request
	

	Detach type
	
	
	

	  Type of detach
	'001'B
	EPS detach
	EPSOnlyAttach

	
	‘011’B
	combined EPS/IMSI detach
	CombinedAttach

	  Switch off
	'1'B
	switch off
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	GUTI or IMSI
	If the UE has a valid GUTI, set to the GUTI, otherwise set to the IMSI of the UE.
	
	


	Condition
	Explanation

	EPSOnlyAttach
	See the definition below table 4.7.2-24.

	CombinedAttach
	See the definition below table 4.7.2-24.


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
DETACH REQUEST (UE terminated detach)
This message is sent by the SS to the UE.

Table 4.7.2-12: DETACH REQUEST
	Derivation Path: 24.301 clause 8.2.11.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach request message identity
	'0100 0101'B
	Detach request
	

	Detach type
	Set according to specific message content.
	
	

	Spare half octet
	'0000'B
	
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.
-
DOWNLINK NAS TRANSPORT
This message is sent by the SS to the UE.

Table 4.7.2-12A: DOWNLINK NAS TRANSPORT

	Derivation Path: 24.301 clause 8.2.12

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Downlink NAS transport message identity
	'0110 0010'B
	Downlink NAS transport
	

	NAS message container
	Set according to specific message content
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EMM INFORMATION
This message is sent by the SS to the UE.

Table 4.7.2-13: EMM INFORMATION

	Derivation Path: 24.301 clause 8.2.13

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	EMM information message identity
	'0110 0001'B
	EMM information
	

	Full name for network
	Set according to specific message content.
	
	

	Short name for network
	Set according to specific message content.
	
	

	Local time zone
	Set according to specific message content.
	
	

	Universal time and local time zone
	Set according to specific message content.
	
	

	Network daylight saving time
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EMM STATUS
This message is sent by the UE or by the SS.

Table 4.7.2-14: EMM STATUS

	Derivation Path: 24.301 clause 8.2.14

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	EMM status message identity
	'0110 0000'B
	EMM status
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EXTENDED SERVICE REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-14A: EXTENDED SERVICE REQUEST

	Derivation Path: 24.301 clause 8.2.15

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Extended service request message identity
	'0100 1100'B
	Extended service request
	

	Service type
	'0001'B
	mobile terminating CS fallback or 1xCS fallback
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	M-TMSI
	If the UE has a valid M-TMSI, set to the M-TMSI, otherwise set to the IMSI of the UE.
	
	

	CSFB response
	Not present’001’B
	CS fallback accepted by the UE
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
GUTI REALLOCATION COMMAND
This message is sent by the SS to the UE.

Table 4.7.2-15: GUTI REALLOCATION COMMAND

	Derivation Path: 24.301 clause 8.2.16

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	GUTI reallocation command message identity
	'0101 0000'B
	GUTI reallocation command
	

	GUTI
	Set according to specific message content.
	
	

	TAI list
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
GUTI REALLOCATION COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-16: GUTI REALLOCATION COMPLETE

	Derivation Path: 24.301 clause 8.2.17

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	GUTI reallocation complete message identity
	'0101 0001'B
	GUTI reallocation complete
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
IDENTITY REQUEST
This message is sent by the SS to the UE.

Table 4.7.2-17: IDENTITY REQUEST

	Derivation Path: 24.301 clause 8.2.18

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Identity request message identity
	'0101 0101'B
	Identity request
	

	Identity type
	'0001'B
	IMSI
	

	Spare half octet
	'0000'B
	
	


NOTE:
This message is sent without integrity protection.

-
IDENTITY RESPONSE
This message is sent by the UE to the SS.
Table 4.7.2-18: IDENTITY RESPONSE

	Derivation Path: 24.301 clause 8.2.19

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Identity response message
	'0101 0110'B
	Identity response
	

	Mobile identity
	IMSI of the UE
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed. If identity type in IDENTITY REQUEST message indicates IMSI, this message is sent without integrity protection even if after NAS security mode control procedure has been successfully completed.

-
SECURITY MODE COMMAND
This message is sent by the SS to the UE.

Table 4.7.2-19: SECURITY MODE COMMAND

	Derivation Path: 24.301 clause 8.2.20

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode command message identity
	'0101 1101'B
	Security mode command
	

	Selected NAS security algorithms
	
	
	

	  Type of integrity protection algorithm
	Set according to PIXIT parameter for default integrity protection algorithm [FFS]
	
	

	  Type of ciphering algorithm
	Set according to PIXIT parameter for default ciphering algorithm [FFS]
	
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	Spare half octet
	'0000'B
	
	

	Replayed UE security capabilities
	Set according to the received UE security capabilities
	
	

	IMEISV request
	Not present
	
	

	Replayed nonceUE
	Not present
	
	

	NonceMME
	Not present
	
	


NOTE:
This message is always sent integrity protected with new EPS security context.

-
SECURITY MODE COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-20: SECURITY MODE COMPLETE

	Derivation Path: 24.301 clause 8.2.21

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode complete message identity
	'0101 1110'B
	Security mode complete
	

	IMEISV
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message with new EPS security context.

-
SECURITY MODE REJECT
This message is sent by the UE to the SS.

Table 4.7.2-21: SECURITY MODE REJECT

	Derivation Path: 24.301 clause 8.2.22

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode reject message identity
	'0101 1111'B
	Security mode reject
	

	EMM cause
	The value is set according to specific message content.
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
SERVICE REJECT
This message is sent by the SS to the UE.

Table 4.7.2-22: SERVICE REJECT

	Derivation Path: 24.301 clause 8.2.24

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Service reject message identity
	'0100 1110'B
	Service reject
	

	EMM cause
	Set according to specific message content.
	
	

	T3442 value
	Not present
	
	


NOTE:
If this message includes the EMM cause set to #25, it is sent within SECURITY PROTECTED NAS MESSAGE message. Otherwise this message is sent without integrity protection.
-
SERVICE REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-23: SERVICE REQUEST

	Derivation Path: 24.301 clause 8.2.25

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'1100'B
	Security header for the SERVICE REQUEST message
	

	KSI and sequence number
	
	
	

	  Sequence number (short)
	The 5 least significant bits of the NAS COUNT value applicable when this message is sent for sequence number.
	
	

	  KSI
	The effective KSI value.
	
	

	Message authentication code (short)
	The 2 least significant octets of the resulting message authentication code
	
	


-
TRACKING AREA UPDATE ACCEPT
This message is sent by the SS to the UE.

Table 4.7.2-24: TRACKING AREA UPDATE ACCEPT

	Derivation Path: 24.301 clause 8.2.26

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update accept message identity
	'0100 1001'B
	Tracking area update accept
	

	EPS update result
	'0000'B
	TA updated
	EPSOnlyAttach

	
	'0001'B
	combined TA/LA updated
	CombinedAttach

	Spare half octet
	'0000'B
	
	

	T3412 value
	Not present
	
	Periodic

	T3412 value
	
	
	

	  Timer value
	'0 0000'B
	
	

	  Unit
	'111'B
	value indicates that the timer is deactivated.
	

	GUTI
	
	
	

	  Length of EPS mobile identity contents
	'0000 1011'B
	11 octets
	

	  Type of identity
	'110'B
	GUTI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the GUTI is used
	

	  MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Group ID
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Code
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  M-TMSI
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'0000 0110'B
	6 octets
	

	  Partial tracking area identity list 1
	
	
	

	    Number of elements
	'0 0000'B
	1 element
	

	    Type of list
	'00'B
	list of TACs belonging to one PLMN, with non-consecutive TAC values
	

	    MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    TAC 1
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	EPS bearer context status
	The same value as the value set in TRACKING AREA UPDATE REQUEST message
	
	

	Location area identification
	Not present
	
	EPSOnlyAttach

	Location area identification
	
	
	CombinedAttach

	  MCC
	MCC of the EUTRA cell from which this message is sent
	
	

	  MNC
	MCC of the EUTRA cell from which this message is sent
	
	

	  LAC
	1
	
	

	MS identity
	Not present
	
	EPSOnlyAttach

	MS identity
	
	
	CombinedAttach

	  Length of mobile identity contents
	'0000 0101'B
	5 octets
	

	  Type of identity
	'100'B
	TMSI/P-TMSI/M-TMSI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the TMSI/P-TMSI or TMGI and optional MBMS Session Identity is used
	

	  TMSI
	TMSI-1
	
	

	EMM cause
	Not present
	
	

	T3402 value
	Not present
	
	

	T3423 value
	Not present
	
	

	Equivalent PLMNs
	Not present
	
	

	Emergency number list
	Not present
	
	

	EPS network feature support
	Not present
	
	

	Additional update result
	Not present
	
	


	Condition
	Explanation

	EPSOnlyAttach
	This condition applies if the UE attached to EPS services only. SS applies this condition automatically according to the IE “EPS attach result” in ATTACH ACCEPT message.

	CombinedAttach
	This condition applies if the UE attached to both EPS and non-EPS services. SS applies this condition automatically according to the IE “EPS attach result” in ATTACH ACCEPT message.

	Periodic
	This condition applies if in the last TRACKING AREA UPDATE REQUEST sent prior to this message, the EPS update type Value = '011'B (periodic updating).


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
TRACKING AREA UPDATE COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-25: TRACKING AREA UPDATE COMPLETE

	Derivation Path: 24.301 clause 8.2.27

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update complete message identity
	'0100 1010'B
	Tracking area update complete
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
TRACKING AREA UPDATE REJECT
This message is sent by the SS to the UE.

Table 4.7.2-26: TRACKING AREA UPDATE REJECT

	Derivation Path: 24.301 clause 8.2.28

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update reject message identity
	'0100 1011'B
	Tracking area update reject
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
If this message includes the EMM cause set to #25, it is sent within SECURITY PROTECTED NAS MESSAGE message. Otherwise this message is sent without integrity protection.

-
TRACKING AREA UPDATE REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-27: TRACKING AREA UPDATE REQUEST

	Derivation Path: 24.301 clause 8.2.29

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update request message identity
	'0100 1000'B
	Tracking area update request
	

	EPS update type
	
	
	

	  EPS update type Value
	'000'B
	TA updating
	EPSOnlyAttach

	
	'001'B
	Combined TA/LA updating
	CombinedAttach

	  "Active" flag
	'0'B
	No bearer establishment requested
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier of the UE
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	Old GUTI 
	Any allowed value
	
	

	Non-current native NAS key set identifier
	Not present
	
	

	GPRS ciphering key sequence number
	Not present
	
	

	Old P-TMSI signature
	Not present
	
	

	Additional GUTI
	Not present
	
	

	NonceUE
	Not present
	
	

	UE network capability
	Not present or any allowed value
	
	

	Last visited registered TAI
	Not present or any allowed value
	
	

	DRX parameter
	Not present
	
	

	UE radio capability information update needed
	Not present
	
	

	EPS bearer context status
	Not present or (octet 3 = '00100000'B and octet 4 = '00000000'B)
	
	

	MS network capability
	Not present or any allowed value
	
	

	Old location area identification
	Not present or any allowed value
	
	

	TMSI status
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	Additional update type
	Not present or any allowed value
	
	


	Condition
	Explanation

	EPSOnlyAttach
	See the definition below table 4.7.2-24.

	CombinedAttach
	See the definition below table 4.7.2-24.


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
UPLINK NAS TRANSPORT
This message is sent by the UE to the SS.

Table 4.7.2-27A: UPLINK NAS TRANSPORT

	Derivation Path: 24.301 clause 8.2.30

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Uplink NAS transport message identity
	'0100 0011'B
	Uplink NAS transport
	

	NAS message container
	Set according to specific message content
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

4.7.3
Contents of ESM messages

< text skipped here>

-
BEARER RESOURCE ALLOCATION REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-6B: BEARER RESOURCE ALLOCATION REQUEST

	Derivation Path: 24.301 clause 8.3.8

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any value from 1 to 254
	
	

	Bearer resource allocation request message identity
	'1101 0100'B
	Bearer resource allocation request
	

	Linked EPS bearer identity
	The EPS bearer identity of the associated default bearer.
	
	

	Spare half octet
	'0000'B
	
	

	Traffic flow aggregate
	
	
	

	  Number of packet filters
	Greater than 0 and less than or equal to 16
	
	

	  E bit
	Any allowed value
	
	

	  TFT operation code
	'001'B
	Create new TFT
	

	  Packet filter list
	Any allowed value
	
	

	  Parameters list
	Not present or any allowed value
	
	

	Required traffic flow QoS
	Any allowed value
	
	

	Protocol configuration options
	Not present or any allowed value
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

< text skipped here>

-
BEARER RESOURCE MODIFICATION REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-8: BEARER RESOURCE MODIFICATION REQUEST

	Derivation Path: 24.301 clause 8.3.10

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any value from 1 to 254
	
	

	Bearer resource modification request message identity
	'1101 0110'B
	Bearer resource modification request
	

	EPS bearer identity for packet filter
	The EPS bearer identity of the associated dedicated EPS bearer related with packet filter.
	
	

	Spare half octet
	'0000'B
	
	

	Traffic flow aggregate
	Any allowed value
	
	

	Traffic flow aggregate
	
	
	RELEASE-REQUESTED

	  Number of packet filters
	Greater than 0 and less than or equal to 16
	
	

	  E bit
	Any allowed value
	
	

	  TFT operation code
	'101'B
	Delete packet filters from existing TFT
	

	  Packet filter list
	Any allowed value
	
	

	  Parameters list
	Not present or any allowed value
	
	

	Required traffic flow QoS
	Not present or any allowed value
	
	

	ESM cause
	Not present
	
	

	
	'0010 0100'B
	Regular deactivation
	RELEASE-REQUESTED

	Protocol configuration options
	Not present or any allowed value
	
	


	Condition
	Explanation

	RELEASE-REQUESTED
	UE requests the release of bearer resources.


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

< text skipped here>

-
PDN CONNECTIVITY REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-20: PDN CONNECTIVITY REQUEST

	Derivation Path: 24.301 clause 8.3.18

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any value from 1 to 254
	
	

	PDN connectivity request message identity
	'1101 0000'B
	PDN connectivity request
	

	Request type
	'0001'B
	initial request
	

	PDN type
	Any value between '001'B, '010'B, '011'B and '100'B
	The allowed values are respectively IPv4, IPv6, IPv4v6 and "unused but interpreted as IPv6 by the network"
	

	ESM information transfer flag
	Not present or any allowed value
	
	

	Access point name
	Not present or any allowed value
	
	

	Protocol configuration options
	Not present or any allowed value
	The value received from the UE does not affect the possible verdict associated with the message when received by the SS. The SS shall remember if this IE is present and its contents because this affects subsequent SS behaviour, e.g. coding of ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST.
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

< text skipped here>

-
PDN DISCONNECT REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-22: PDN DISCONNECT REQUEST

	Derivation Path: 24.301 clause 8.3.20

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any value from 1 to 254
	
	

	PDN disconnect request message identity
	'1101 0010'B
	PDN disconnect request
	

	Linked EPS bearer identity
	The EPS bearer identity of the associated default bearer.
	
	

	Spare half octet
	'0000'B
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.
< End of Modified Section>
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