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9.1.2.3
Authentication not accepted by the network, GUTI used, authentication reject and re-authentication

9.1.2.3.1
Test Purpose (TP)

(1)

with { UE having sent an initial NAS message with type of identity GUTI }

ensure that {

  when { as a result of failure of an Authentication procedure intiated by the network the UE receives an AUTHENTICATION REJECT message }

    then { the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME and enter state EMM-DEREGISTERED }

            }
9.1.2.3.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.4.2.5.

[TS 24.301, clause 5.4.2.5]

Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.

9.1.2.3.3
Test description

9.1.2.3.3.1
Pre-test conditions

System Simulator:

-
Cell A
UE:

-
The test USIM contains a valid GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED"; EPS security context has been established and taken into use.

Preamble:

-
The UE is in state Switched OFF (state 1) according to [18].

9.1.2.3.3.2
Test procedure sequence

Table 9.1.2.3.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2
	The UE transmit an ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION REQUEST message
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION RESPONSE.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	5
	The SS transmits an AUTHENTICATION REJECT message
	<--
	AUTHENTICATION REJECT
	-
	-

	6
	SS releases the RRC connection
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	8
	Check: Does the test result of CALL generic procedure "Test procedure for no response to paging (for NAS testing)" clause 6.4.2.5 [18] indicates that the UE responds to paging when paged with GUTI-1 and with CN domain indicator set to "PS"?
	-
	-
	1
	-

	9
	Check: Does the test result of CALL generic procedure "Test procedure for no response to paging (for NAS testing)" clause 6.4.2.5 [18] indicates that the UE responds to paging when paged with IMSI and with CN domain indicator set to "PS"?
	-
	-
	1
	-

	10
	Switch the UE off
	-
	-
	-
	-

	11
	Switch the UE on
	-
	-
	-
	-

	12
	Check: Does UE transmit a NOTintegrity protected ATTACH REQUEST message including IMSI and a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	13
	The SS transmits an AUTHENTICATION REQUEST message
	<--
	AUTHENTICATION REQUEST
	-
	-

	14
	The UE transmits an AUTHENTICATION RESPONSE message
	-->
	AUTHENTICATION RESPONSE
	-
	-

	15
	The SS transmits a NAS SECURITY MODE COMMAND message including the KSIASME of the new EPS security context
	<--
	SECURITY MODE COMMAND
	-
	-

	16
	The UE transmits a NAS SECURITY MODE COMPLETE message and ciphered with the new EPS security context identified by the KSIASME received in the SECURITY MODE COMMAND message in step 14
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 17a1 to 17a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	17a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	17a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	18
	SS responds with ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 19 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	19
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message
	-->
	ATTACH COMPLETE
	-
	-

	
	
	
	
	
	

	20a1
	Void
	-
	-
	-
	-


9.1.2.3.3.3
Specific message contents

Table 9.1.2.3.3.3-1: ATTACH REQUEST (step 12, Table 9.1.2.3.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	'111'B
	no key is available
	

	Old GUTI or IMSI
	IMSI
	
	

	Last visited registered TAI
	Not Present
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