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1 Overview

This document lists the corrections to the TTCN code delivered in WK50 2008 needed to run test 11.2. 
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3 Verification Test Summary

Test Case:
TC_11_2

Test Group:
IMS_CC_AuthenticationTestCases_NAPP

ATS Version:
iwd-TVB2008-03_D08wk50_rev2

System Simulator used:
Rohde & Schwarz 3G system simulator CRTU-W

UE used:
Nokia S60 Platform

Verification Status:
PASS
4 Corrections introduced

4.1 The new client port number is expected in the Register message  (at step 5) 

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	According to TS 34.229-1 clause 11.2 step 4 (see message contents for 401 Unauthorized message) the SS uses a new client port for its second SA.

The expected Register message at step 5 following the 401 Unauthorized shall include  this new client port number in its Security Verify header.

	Summary of change
	The new client port number is used  in the Security Verify header.

	Label
	L#3302


[image: image1.png]// Step 5 - Receive second REGISTER
[] secServer.receive(a_Register (¥, 2, mr_RegisterDef ( BuildSipUrl("sip:"spx_HomeDomainNeme, omit, STP_
hr_RouteRegDef (px_Pcsct, px_Port_ps),
ConvertIphddrToHostFormat (px_UE_IPAddr), // IP address or FQDN of the UE // Bsic RS
gv_Port_us, // Protected server port of the UE
BuildSipUrl (px_Public_Userld, omit, SIP_SCHENE, false, RECEIVE),
tr_SiplriHostPort | (px_HomeDomainName, ConvertIpiddrToHostFormat (px UE_IPAMAr)),

n,
(gv_REGISTER_Request .msgHeader .cSeq. seqliumber + 1),
Gv_REGISTER_Request .msgHeader .callld.callid,
BuilasecuricyVerifyHeader (
Intalgzscr (px_IPSeck ), int2str (gv_Spi_pc] ,int2str (gv_Spi_ps) ,

int2str (px_Port _pe|+ 10 |, int2str (px_Porc_ps)), // L#3302// Gsic RSs070534, 4.6
hr_huthorizavionDef (px_Private_Userld, px HomeDomainName, gv_Nonce, px_Opaque,

Fsip:"spx_HomeDomainNeme, "auth”, 2, "00000001", 2), // L#3303

hr_PhccessletuorkInfoDef (RANTechZstr (px_RANTech), px_Cellld),

ts_SetSupportedTag()})) // Tag for Supported header, Bsic RS-073440 sicl
~> value va Request




4.2 Nonce counter in Authorization header in Register message (at step 5)

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	The nonce-counter in the Authorization Header counts the number of times the nonce is used.

As stated in 34.229-1 clause A.1.1 ( nonce-counter in default message content for Register message) :” counter to indicate how many times UE has sent the samevalue of nonce within successive REGISTERs, initial valueshall be 1”

	Summary of change
	The value is corrected to 1, since it is the first time the new value is used.

	Label
	L#3303


[image: image2.png]// Step 5 - Receive second REGISTER
[] secServer.receive(a_Register (¥, 2, mr_RegisterDef ( BuildSipUrl("sip:"spx_HomeDomainNeme, omit, STP_
hr_RouteRegDef (px_Pcsct, px_Port_ps),
ConvertIphddrToHostFormat (px_UE_IPAddr), // IP address or FQDN of the UE // Bsic RS
gv_Port_us, // Protected server port of the UE
BuildSipUrl (px_Public_Userld, omit, SIP_SCHENE, false, RECEIVE),
tr_SiplriHostPort | (px_HomeDomainName, ConvertIpiddrToHostFormat (px UE_IPAMAr)),

n,
(gv_REGISTER_Request .msgHeader .cSeq. seqliumber + 1),
Gv_REGISTER_Request .msgHeader .callld.callid,
BuilasecuricyVerifyHeader (
Tnehlgzstr (px_IPSechlgorithu) , int2str (gv_Spi_pe] ,int2str (gv_Spi_ps),

int2str (px_Port_pe + 10 ), int2str (px_Porc_ps)), // L§3302// Gsic RSs070534, 4.6
br_uthorizationDef (px_Private_Userld, pr—omebometrme, gv_Nonce, px_Opadue,

Fsip:"spx_HomeDomainNeme, "auth”, 2,|7000000017, Py, // L#3303

hr_PhccessletuorkInfoDef (RANTechZstr (px_NENTETHT, P¥_Cellld),

ts_SetSupportedTag()})) // Tag for Supported header, Bsic RS-073440 sicl
~> value va Request




4.3  IP Layer needs to know which SA is to be used when sending final 200 OK

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	At step 6  the SS shall send on second SA the final 200 OK.

In case of TCP, the SS uses the existing TCP established by the UE. But in case of UDP, the SS shall use the second SA which assosciated with the secure client port.

	Summary of change
	The port number to be used by the SS is set in the SS  port info passed to lower layers.

	Label
	L#3305


[image: image3.png]// Step 6 - Send 200 OK to REGISTER (Step 7 of generic procedure)

Lezang n fof Sie ro send che 200 0K
if |v_sSPortTnfo.transportProtocol == UDP] (v_S3PorcInfo.portiiumber i~ px_Port_pe + 1
crefeopense——sRespense—fomt—r—S3Fors Enfe—wa-200Regiorerbet—

av REGISTER Request .msoHeader.toField.addressField.




4.4 Removal of unused variable

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	Variable v_ContactUrl is not used anymore, instead the new global gv_ContactUrl is used.

	Summary of change
	The variable v_ContactUrl is removed, and also all its references.

	Label
	L#3301


[image: image4.png]charstring v_ContactStr;
ar SipUrl v_ContaseUrl; L#3301





5
Branches executed in test case

The test was sucessfully executed using IPv4 and IPv6 over UDP and TCP.

6
Execution Log Files

See attached Log files

7
References

	[]
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