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<Start of first modified section>
A.1.2
401 Unauthorized for REGISTER

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	401
	
	

	
Reason-Phrase
	Unauthorized
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in REGISTER message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec

	same value as received in REGISTER message
	
	

	
tag
	px_ToTagRegister
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec

	same value as received in REGISTER message
	
	

	
tag
	same value as received in REGISTER message
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
callid
	same value as received in REGISTER message
	
	

	CSeq
	
	
	RFC 3261 [15]

	
value
	same value as received in REGISTER message
	
	

	WWW-Authenticate
	
	
	RFC 2617 [16]

RFC 3310 [17]

	
realm
	px_HomeDomainName or home domain name derived from px_IMSI NOTE: this value could be set different by the SS (see CP-060230)
	
	

	
algorithm
	AKAv1-MD5
	
	

	
qop-value
	auth
	
	

	
nonce
	Base 64 encoding of RAND and AUTN
	
	

	
opaque
	px_Opaque
	
	

	Security-Server
	
	
	RFC 3329 [21]

	
mechanism-name
	ipsec-3gpp
	
	

	
algorithm
	px_IpSecAlgorithm (hmac-md5-96 or hmac-sha-1-96)
	
	

	
spi-c
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	px_SSProtectedClientPort
	
	

	
port-s
	px_SSProtectedServerPort
	
	

	
Encrypt-algorithm
	des-ede3-cbc or aes-cbc, if UE supports IPSec ESP confidentiality protection (px_CiphAlgo_Def)
	
	

	
q
	0.9
	
	

	
Mechanism-name 
	Ipsec-3gpp
	
	

	
algorithm
	Algorithm not selected by px_IpSecAlgorithm (hmac-sha-1-96 or hmac-md5-96)
	
	

	
spi-c
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	px_SSProtectedClientPort
	
	

	
port-s
	px_SSProtectedServerPort
	
	

	
encrypt-algorithm
	des-ede3-cbc or aes-cbc, if UE supports IPSec ESP confidentiality protection (px_CiphAlgo_Def)
	
	

	
q
	0.7
	
	

	Content-Length
	
	
	RFC 3261 [15]

	
value
	0
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