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Annex B (normative):
Default DHCP messages
For all the message definitions below, the acceptable order and syntax of headers and fields within these headers must be according to IETF RFCs where those headers have been defined. Typically the order of headers is not significant, but there are well defined exceptions where the order is important.

For IPv6 DHCP messages refer to RFC 3315[23].

For IPv4 DHCP messages refer to RFC 2131[55].

The contents of the messages described in the present Annex is not complete - only the fields and headers required to be checked or generated by SS are listed here. The messages sent by the UE may contain additional parameters, fields and headers which are not checked and must thus be ignored by SS.

B.1
Default DHCP messages (IPv6)

B.1.1
DHCP INFORMATION-REQUEST

	Options
	Value/Remarks

	msg-type
	INFORMATION-REQUEST (11)

	transaction-id
	Check If Present

Note the Value to be included in Reply Message

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of Client

	- DUID
	Set to DUID of Cleint


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.

B.1.2
DHCP REPLY

	Options
	Value/Remarks

	msg-type
	REPLY (7)

	transaction-id
	Set the same value as received in the corresponding Uplink Information Request message 

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of client

	- DUID
	Set to DUID of Cleint

	option-code
	OPTION_SERVERID 21)

	- option-len
	Length of the DUID of Server

	- DUID
	Set to DUID of Server


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.

B.1.3
DHCP SOLICIT

	Options
	Value/Remarks

	msg-type
	SOLICIT (1)

	transaction-id
	Check If Present

Note the Value to be included in Reply Message

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of Client

	- DUID
	Set to DUID of Client

	option-code
	OPTION_ORO (6)

	- option-len
	Check Specific message contents in test case

	- requested-option-code
	Check Specific message contents in test case


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.

<Start of modified section>
B.1.4
DHCP ADVERTISE
	Options
	Value/Remarks

	msg-type
	ADVERTISE (2)

	transaction-id
	Set the same value as received in the corresponding Uplink solicit message 

	option-code
	OPTION_CLIENTID (1)

	- option-len
	Length of the DUID of client

	- DUID
	Set to DUID of Client

	option-code
	OPTION_SERVERID (21)

	- option-len
	Length of the DUID of Server

	- DUID
	Set to DUID of Server


*Note:
Numerical value, "(n)", provided in brackets in Column Value/Remarks is the 'octal' value for this option.

<End of modified section>
B.2
Default DHCP messages (IPv4)

B.2.1
DHCP DISCOVER

	Fields
	Value/Remarks

	op
	1 (BOOTREQUEST)

	htype
	Check if valid value is included

	hlen
	Check if valid value is included

	hops
	0

	xid
	Check For Presence

Note the Value to be included in Offer Message

	secs
	Any Value

	flags
	Check For Presence

Note the Value to be included in Offer Message

	ciaddr
	0

	yiaddr
	0

	siaddr
	0

	giaddr
	0

	chaddr
	FFS

	sname
	Options if indicated in sname/file else not used

	file
	Options if indicated in sname/file else not used

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	1 (DHCP DISCOVER)


* Note:
Additional options may be present

B.2.2
DHCP OFFER

	Fields
	Value/Remarks

	op
	2 (BOOTREPLY)

	htype
	Set to SS Hardware Type

	hlen
	Set to SS Hardware Address Len

	hops
	0

	xid
	Set to same value as received in corresponding DISCOVER message

	secs
	0

	flags
	Set to same value as received in corresponding DISCOVER message

	ciaddr
	0

	yiaddr
	IP address of Mobile

	siaddr
	Set to IP address of next Boot Strap server

	giaddr
	Set to same value as received in corresponding DISCOVER message

	chaddr
	Set to same value as received in corresponding DISCOVER message

	sname
	Set to Server Host name

	file
	Set to Client Boot File Name

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	2 (DHCP OFFER)


* Note:
Additional options included in response to options requested by UE and supported by SS

B.2.3
DHCP INFORM

	Fields
	Value/Remarks

	op
	1 (BOOTREQUEST)

	htype
	Check if valid value is included

	hlen
	Check if valid value is included

	hops
	0

	xid
	Check For Presence

Note the Value to be included in Offer Message

	secs
	Any Value

	flags
	Check For Presence

Note the Value to be included in Offer Message

	ciaddr
	Set to UE’s Network address

	yiaddr
	0

	siaddr
	0

	giaddr
	0

	chaddr
	FFS

	sname
	Options if indicated in sname/file else not used

	file
	Options if indicated in sname/file else not used

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	8 (DHCP INFORM)


* Note:
Additional options may be present

B.2.4
DHCP ACK

	Fields
	Value/Remarks

	op
	2 (BOOTREPLY)

	htype
	Set to SS Hardware Type

	hlen
	Set to SS Hardware Address Len

	hops
	0

	xid
	Set to same value as received in corresponding INFORM message

	secs
	0

	flags
	Set to same value as received in corresponding INFORM message

	ciaddr
	0

	yiaddr
	IP address of Mobile

	siaddr
	Set to IP address of next Boot Strap server

	giaddr
	Set to same value as received in corresponding INFORM message

	chaddr
	Set to same value as received in corresponding INFORM message

	sname
	Set to Server Host name

	file
	Set to Client Boot File Name

	options
	*

	- code
	53 (DHCP Message Type)

	- len
	1

	- Type
	5 (DHCP ACK)


* Note:
Additional options included in response to options requested by UE

Annex C (normative):
Generic Test Procedure

This Annex contains information about generic test procedures.
C.1
Introduction

This annex specifies the general test procedure required to get the UE to activate PDP context, discover P-CSCF and register to IMS services. Since 3GPP TS 24.229[10] specifies two options for both PDP context activation and P-CSCF discovery, the UE specific general test procedure depends on the option selected by the UE.

C.2
Generic Registration Test Procedure

The generic test procedure:

1
The UE sends an Activate PDP Context Request message. In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag may be set or not set, a request for P-CSCF Address or a request for DNS Server Address may be included or not. 
2
The SS responds with an Activate PDP Context Accept message. In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag shall not be set, a list of P-CSCF addresses or DNS Server addresses shall only be included if a corresponding request was included in step 1.

Note:
The required radio bearer(s) are established. For UMTS FDD they are established using RADIO BEARER SETUP (according to 3GPP TS 25.331 [58]).

3
Optional P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.
4
The UE initiates IMS registration. SS waits for the UE to send an initial REGISTER request.

5
The SS responds to the initial REGISTER request with a valid 401 Unauthorized response.
6
The SS waits for the UE to set up a temporary set of security associations and to send another REGISTER request, over those security associations.
7
The SS responds to the second REGISTER request with valid 200 OK response, sent over the same temporary set of security associations that the UE used for sending the REGISTER request.
8
The SS waits for the UE to send a SUBSCRIBE request over the newly established security associations.

9
The SS responds to the SUBSCRIBE request with a valid 200 OK response.
10
The SS sends a valid NOTIFY request for the subscribed registration event package. 

11
The SS waits for the UE to respond to the NOTIFY with a 200 OK response.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	Activate PDP Context Request
	In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag may be set or not set, a request for P-CSCF Address or a request for DNS Server Address may be included or not.

	2
	(
	Activate PDP Context Accept
	In the Protocol Configuration Options IE the IM CN Subsystem Signalling Flag shall not be set, 

a list of P-CSCF IP addresses or DNS Server addresses shall only be included if a corresponding request was included in step 1.

	3
	
	
	Optional P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.

	4
	(
	REGISTER
	The UE sends initial registration for IMS services.

	5
	(
	401 Unauthorized
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network.

	6
	(
	REGISTER
	The UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials.

	7
	(
	200 OK
	The SS responds with 200 OK.

	8
	(
	SUBSCRIBE
	The UE subscribes to its registration event package. 

	9
	(
	200 OK
	The SS responds with 200 OK.

	10
	(
	NOTIFY
	The SS sends initial NOTIFY for registration event package, containing full registration state information for the registered public user identity in the XML body 

	11
	(
	200 OK
	The UE responds with 200 OK.


NOTE:
The default message contents in annex A are used.

<Start of modified section>
C.3
Generic DHCP test procedure for IPv6

The generic test procedure (according to RFC 3315[23]):
1
The UE may send a DHCP SOLICIT message requesting to resolve P-CSCF Domain Name(s).

2
The SS responds with a DHCP ADVERTISE message containing the IP address of the SS as P-CSCF address, if the UE requested the SIP Servers option within the DHCP SOLICIT message. 

3
The UE may send a DHCP INFORMATION-REQUEST message if it has sent a DHCP SOLICIT message before. The UE shall send a DHCP INFORMATION-REQUEST if it has not sent a DHCP SOLICIT message before.

4
The SS responds  with a DHCP REPLY message containing the IP address of the SS as P-CSCF address. 

Expected sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	DHCP SOLICIT
	Optionally requesting to locate a DHCP server.

	2
	(
	DHCP ADVERTISE
	Sent if the UE requested the SIP Servers option within the DHCPSOLICIT message.

	3
	(
	DHCP INFORMATION-REQUEST
	Optional message if DHCP SOLICIT was sent before, otherwise mandatory..

	4
	(
	DHCP REPLY
	Sent if DHCPINFORMATION-REQUEST is received.


NOTE:
The default message contents in annex B are used.

<End of modified section>
C.4
Generic DHCP test procedure for IPv4

The generic test procedure (according to RFC 2131[55]):

1
If the UE already knows a DHCP server address, it goes to step 3. Otherwise, the UE sends a DHCPDISCOVER message locating a server.

2
The SS responds with a DHCPOFFER message. 

3
The UE sends a DHCPINFORM message requesting P-CSCF address(es) in the options field.

4
The SS responds with a DHCPACK message providing the IP address of the SS as P-CSCF address.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	DHCPDISCOVER
	Optionally sent if UE does not have DHCP server address.

	2
	(
	DHCPOFFER
	Sent if DHCP Discover message is received.

	3
	(
	DHCPINFORM
	Requesting P-CSCF Address(es).

	4
	(
	DHCPACK
	Including P-CSCF IP Address.


NOTE:
The default message contents in annex B are used.
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