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8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall:

1>
if neither IE "Ciphering mode info" nor IE "Integrity protection mode info" is included in the SECURITY MODE COMMAND:

2>
set the variable INVALID_CONFIGURATION to TRUE.

1>
if the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED:

2>
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";

2>
set the IE "Status" in the variable SECURITY_MODIFICATION for the CN domain indicated in the IE "CN domain identity" in the received SECURITY MODE COMMAND to the value "Affected";

2>
set the IE "Status" in the variable SECURITY_MODIFICATION for all CN domains other than the CN domain indicated in the IE "CN domain identity" to "Not affected";

2>
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
perform the actions as specified in subclause 8.6.3.4.

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
perform the actions as specified in subclause 8.6.3.5.

1>
prior to sending the SECURITY MODE COMPLETE message:

2>
use the old ciphering configuration for this message;

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

3>
for each radio bearer and signalling radio bearer that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

4>
start or continue incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio bearers at the ciphering activation time as specified in the procedure;

4>
start or continue incrementing the COUNT-C values common for all transparent mode radio bearers for this CN domain at the ciphering activation time as specified in the procedure;
4>
continue incrementing the COUNT-C values for all RLC-AM and RLC-UM radio bearers.

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

4>
for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the downlink, at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" included in the SECURITY MODE COMMAND, for each signalling radio bearer:

5>
set the 20 most significant bits of the HFN component of the downlink COUNT-C to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the hyper frame numbers to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
include and set the IE "Uplink integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO for each signalling radio bearer;

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for RB2:

4>
in the downlink, for the received SECURITY MODE COMMAND message:

5>
set the 20 most significant bits of the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the IE "Downlink RRC HFN" to zero.

4>
in the uplink, for the transmitted response message, SECURITY MODE COMPLETE:

5>
set the 20 most significant bits of the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the IE "Uplink RRC HFN" to zero.

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for each signalling radio bearer other than RB2:

4>
if the IE "Integrity protection mode command" has the value "start":

5>
in the downlink, for this signalling radio bearer:

6>
set the 20 most significant bits of IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value START transmitted in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

4>
else:

5>
in the downlink, for the first message for which the RRC sequence number in a received RRC message for this signalling radio bearer is equal to or greater than the activation time as indicated in IE "Downlink integrity protection activation info" as included in the IE "Integrity protection mode info", for this signalling radio bearer:

6>
set the 20 most significant bits of the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Downlink RRC HFN" to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

2>
transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;

1>
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

4>
for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the uplink, at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info" included in the SECURITY MODE COMPLETE, for each signalling radio bearer:

5>
set the HFN component of the uplink COUNT-C to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

5>
set the remaining bits of the hyper frame numbers to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

3>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
if no new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for each signalling radio bearer other than RB2:

4>
if the IE "Integrity protection mode command" has the value "start":

5>
in the uplink, for this signalling radio bearer:

6>
set the 20 most significant bits of IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value START transmitted in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

4>
else:

5>
in the uplink, for the first transmitted RRC message for this signalling radio bearer with RRC sequence number equal to the activation time as indicated in IE "Uplink integrity protection activation info" included in the transmitted SECURITY MODE COMPLETE, for this signalling radio bearer:

6>
set the 20 most significant bits of the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the most recently transmitted IE "START list" or IE "START" that belongs to the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6>
set the remaining bits of the IE "Uplink RRC HFN" to zero.

3>
if new keys have been received:

4>
perform the actions in subclause 8.1.12.3.1.

3>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

3>
set "Uplink RRC Message sequence number" for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO to a value such that next RRC message to be sent on uplink RB0 will use the new integrity protection configuration;

3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

3>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
clear the variable SECURITY_MODIFICATION;

2>
notify upper layers upon change of the security configuration;

2>
and the procedure ends.

1>
if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED:

2>
release all its radio resources;

2>
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
clear the variable SECURITY_MODIFICATION;

2>
enter idle mode;

2>
perform actions when entering idle mode as specified in subclause 8.5.2;

2>
and the procedure ends.

8.3.6.3
Reception of Handover to UTRAN command message by the UE

The UE shall be able to receive a HANDOVER TO UTRAN COMMAND message and perform an inter-RAT handover, even if no prior UE measurements have been performed on the target UTRAN cell and/or frequency.

The UE shall act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following.

The UE may:

1>
maintain a list of the set of cells to which the UE has Radio Links if the IE "Cell ID" is present.
The UE shall:

1>
store a U-RNTI value (32 bits), which is derived by the IEs "SRNC identity" (12 bits) and "S-RNTI 2" (10 bits) included in IE "U-RNTI-short". In order to produce a full size U-RNTI value, a full size "S-RNTI" (20 bits) shall be derived by padding the IE "S-RNTI 2" with 10 zero bits in the most significant positions; and

1>
initialise the variable ESTABLISHED_SIGNALLING_CONNECTIONS with the signalling connections that remains after the handover according to the specifications of the source RAT;

1>
initialise the variable UE_CAPABILITIES_TRANSFERRED with the UE capabilities that have been transferred to the network up to the point prior to the handover, if any;
1>
initialise the variable TIMERS_AND_CONSTANTS to the default values and start to use those timer and constants values;

1>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Predefined configuration":

2>
initiate the radio bearer and transport channel configuration in accordance with the predefined parameters identified by the IE "Predefined configuration identity";

2>
initiate the physical channels in accordance with the predefined parameters identified by the IE "Predefined radio configuration identity" and the received physical channel information elements;

2>
store information about the established radio access bearers and radio bearers according to the IE "Predefined configuration identity"; and

2>
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

1>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Default configuration":

2>
initiate the radio bearer and transport channel configuration in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity";

2>
initiate the physical channels in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity" and the received physical channel information elements;

NOTE:
IE "Default configuration mode" specifies whether the FDD or TDD version of the default configuration shall be used.

2>
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

1>
if IE "Specification mode" is set to "Preconfiguration":

2>
use the following values for parameters that are neither signalled within the HANDOVER TO UTRAN COMMAND message nor included within pre-defined or default configuration:

3>
0 dB for the power offset P Pilot-DPDCH bearer in FDD;

3>
calculate the Default DPCH Offset Value using the following formula:

3>
in FDD:


Default DPCH Offset Value = (SRNTI 2 mod 600) * 512

3>
in TDD:


Default DPCH Offset Value = (SRNTI 2 mod 7)

3>
handle the above Default DPCH Offset Value as if an IE with that value was included in the message, as specified in subclause 8.6.6.21.

1>
if IE "Specification mode" is set to "Complete specification":

2>
initiate the radio bearer, transport channel and physical channel configuration in accordance with the received radio bearer, transport channel and physical channel information elements.

1>
perform an open loop estimation to determine the UL transmission power according to subclause 8.5.3;

1>
set the IE "START" for each CN domain, in the IE "START list" in the HANDOVER TO UTRAN COMPLETE message equal to the START value for each CN domain stored in the USIM if the USIM is present, or as stored in the UE for each CN domain if the SIM is present;

1>
if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is performed:

2>
for the CN domain as in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup":

3>
set the 20 MSB of the HFN component of the COUNT-C variable for all radio bearers using RLC-TM and all signalling radio bearers to the "START" value included in the IE "UE security information" in the variable "INTER_RAT_HANDOVER_INFO_TRANSFERRED";

3>
set the remaining LSBs of the HFN component of COUNT-C for all radio bearers using RLC-TM and all signalling radio bearers to zero;

3>
not increment the HFN component of COUNT-C for radio bearers using RLC-TM, i.e. keep the HFN value fixed without incrementing every CFN cycle;

3>
set the CFN component of the COUNT-C variable to the value of the CFN as calculated in subclause 8.5.15;

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Started";

3>
apply the algorithm according to IE "Ciphering Algorithm" and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

1>
if ciphering has not been activated and ongoing in the radio access technology from which inter-RAT handover is performed:

2>
for the CN domain as in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup":

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Not Started".

If the UE succeeds in establishing the connection to UTRAN, it shall:

1>
if the IE "Status" in the variable CIPHERING_STATUS of a CN domain is set to "Started" and transparent mode radio bearers have been established by this procedure for that CN domain:

2>
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

2>
at the CFN value as indicated in the response message in the IE "COUNT-C activation time" for radio bearers using RLC-TM:

3>
set the 20 MSB of the HFN component of the COUNT-C variable common for all transparent mode radio bearers of this CN domain to the START value as indicated in the IE "START list" of the response message for the relevant CN domain; and

3>
set the remaining LSBs of the HFN component of COUNT-C to zero;

3>
increment the HFN component of the COUNT-C variable by one;

3>
set the CFN component of the COUNT-C to the value of the IE "COUNT-C activation time" of the response message. The HFN component and the CFN component completely initialise the COUNT-C variable;

3>
step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in value but incremented at each CFN cycle.
1>
if the IE "Status" in the variable CIPHERING_STATUS of a CN domain is set to "Not Started" and transparent mode radio bearers have been established by this procedure for that CN domain:

2>
initialise the 20 MSB of the HFN component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value as indicated in the IE "START list" of the response message for the relevant CN domain;

2>
set the remaining LSBs of the HFN component of COUNT-C to zero;
2>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.
1>
transmit a HANDOVER TO UTRAN COMPLETE message on the uplink DCCH, using, if ciphering has been started, the new ciphering configuration;

1>
when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:

2>
enter UTRA RRC connected mode in state CELL_DCH;

2>
initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4;

2>
for all radio bearers using RLC-AM or RLC-UM:

3>
set the 20 MSB of the HFN component of the uplink and downlink COUNT-C variable to the START value indicated in the IE "START list" of the response message for the relevant CN domain; and

3>
set the remaining LSBs of the HFN component of COUNT-C to zero;

3>
increment the HFN component of the COUNT-C variable by one;

3>
start incrementing the COUNT-C values.

1>
and the procedure ends.

8.6.4.3
RB information to setup

If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

1>
use the same START value to initialise the hyper frame number components of COUNT-C variables for all the new radio bearers to setup;

1>
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

1>
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

1>
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":
2>
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].
1>
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "AM RLC" or "UM RLC":

2>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

2>
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

2>
start incrementing the COUNT-C values.

1>
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS and at least one transparent mode radio bearer is included in the IE "RB information to setup":

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:

5>
initialise the 20 most significant bits of the hyper frame number component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the hyper frame number component of COUNT-C to zero;

5>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

4>
at the activation time as specified in the IE "Activation Time" in the RADIO BEARER SETUP message:

5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode RLC radio bearer to the value of the latest transmitted START for this CN domain, while not incrementing the value of the HFN component of COUNT-C at each CFN cycle; and

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN.

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:
5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain as normal, at each CFN value, i.e. the HFN component is no longer fixed in value but incremented at each CFN cycle.

2>
if prior to this procedure there exists at least one transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS:
3> if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.
3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to " Started":
4>
continue incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain.

1>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

2>
start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

NOTE:
UTRAN should not use the IE "RB information to setup" to setup radio bearers with RB identity in the range 1-4.

14.12.4.2
SRNS RELOCATION INFO
This RRC message is sent between network nodes when preparing for an SRNS relocation.


Direction: source RNC(target RNC

	Information Element/Group Name
	Need
	Multi
	Type and reference
	Semantics description

	Non RRC IEs
	
	
	
	

	>State of RRC
	MP
	
	RRC state indicator, 10.3.3.35a
	

	>State of RRC procedure
	MP
	
	Enumerated (await no RRC message, Complete, await RB Setup Complete, await RB Reconfiguration Complete, await RB Release Complete, await Transport CH Reconfiguration Complete, await Physical CH Reconfiguration Complete, await Active Set Update Complete, await Handover Complete, send Cell Update Confirm, send URA Update Confirm,

, others)
	

	Ciphering related information
	
	
	
	

	>Ciphering status for each CN domain
	MP
	<1 to maxCNDomains>
	
	

	>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	

	>>Ciphering status
	MP
	
	Enumerated(Not started, Started)
	

	>>START
	MP
	
	START 10.3.3.38
	START value to be used in this CN domain.

	>Latest configured CN domain
	MP
	
	CN domain identity 10.3.1.1
	Value contained in the variable of the same name.
In case this variable is empty, the source RNC can set any CN domain identity. In that case, the Ciphering status and the Integrity protection status should be Not started and the target RNC shouldn’t initialise the variable Latest configured CN domain.

	>Calculation time for ciphering related information
	CV-Ciphering
	
	
	Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

	>>Cell Identity
	MP
	
	Cell Identity 10.3.2.2
	Identity of one of the cells under the target RNC and included in the active set of the current call

	>>SFN
	MP
	
	Integer(0..4095)
	

	>COUNT-C list
	OP
	1 to <maxCNdomains>
	
	COUNT-C values for radio bearers using transparent mode RLC

	>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	

	>>COUNT-C
	MP
	
	Bit string(32)
	

	>Ciphering info per radio bearer
	OP
	1 to <maxRB>
	
	For signalling radio bearers this IE is mandatory.

	>>RB identity
	MP
	
	RB identity

10.3.4.16
	

	>>Downlink HFN 
	MP
	
	Bit string(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	>>Downlink SN
	CV-SRB1
	
	Bit String(7)
	VT(US) of RLC UM

	>>Uplink HFN 
	MP
	
	Bit string(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	Integrity protection related information
	
	
	
	

	>Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	

	>Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	

	>>Uplink RRC HFN
	MP
	
	Bit string (28)
	For each SRB, this IE corresponds to the last value used.

	>>Downlink RRC HFN
	MP
	
	Bit string (28)
	For each SRB, this IE corresponds to the last value used. In particular, for SRB2, this IE should not take into account the RRC message that will trigger the relocation.

	>>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	For each SRB, this IE corresponds to the last value used.

	>>Downlink RRC Message sequence number
	MP
	
	Integer (0..

15)
	For each SRB, this IE corresponds to the last value used. In particular, for SRB2, this IE should not take into account the RRC message that will trigger the relocation.

	>Implementation specific parameters
	OP
	
	Bit string (1..512)
	

	RRC IEs
	
	
	
	

	UE Information elements
	
	
	
	

	>U-RNTI
	MP
	
	U-RNTI

10.3.3.47
	

	>C-RNTI
	OP
	
	C-RNTI

10.3.3.8
	

	>UE radio access Capability
	MP
	
	UE radio access capability

10.3.3.42
	

	>UE radio access capability extension
	OP
	
	UE radio access capability extension 10.3.3.42a
	

	>Last known UE position
	OP
	
	
	

	>>SFN
	MP
	
	Integer (0..4095)
	Time when position was estimated

	>>Cell ID
	MP
	
	Cell identity; 10.3.2.2
	Indicates the cell, the SFN is valid for.

	>>CHOICE Position estimate
	MP
	
	
	

	>>>Ellipsoid Point
	
	
	Ellipsoid Point; 10.3.8.4a
	

	>>>Ellipsoid point with uncertainty circle
	
	
	Ellipsoid point with uncertainty circle 10.3.8.4d
	

	>>>Ellipsoid point with uncertainty ellipse
	
	
	Ellipsoid point with uncertainty ellipse 10.3.8.4e
	

	>>>Ellipsoid point with altitude
	
	
	Ellipsoid point with altitude 10.3.8.4b
	

	>>>Ellipsoid point with altitude and uncertainty ellipsoid
	
	
	Ellipsoid point with altitude and uncertainty ellipsoid 10.3.8.4c
	

	Other Information elements
	
	
	
	

	>UE system specific capability
	OP
	1 to <maxSystemCapability>
	
	

	>>Inter-RAT UE radio access capability 
	MP
	
	Inter-RAT UE radio access capability 10.3.8.7
	

	UTRAN Mobility Information elements
	
	
	
	

	>URA Identifier
	OP
	
	URA identity

10.3.2.6
	

	CN Information Elements
	
	
	
	

	>CN common GSM-MAP NAS system information
	MP
	
	NAS system information (GSM-MAP)

10.3.1.9
	

	>CN domain related information
	OP
	1 to <MaxCNdomains>
	
	CN related information to be provided for each CN domain

	>>CN domain identity
	MP
	
	
	

	>>CN domain specific GSM-MAP NAS system info
	MP
	
	NAS system information (GSM-MAP)

10.3.1.9
	

	>>CN domain specific DRX cycle length coefficient
	MP
	
	CN domain specific DRX cycle length coefficient, 10.3.3.6
	

	Measurement Related Information elements
	
	
	
	

	>For each ongoing measurement reporting
	OP
	1 to <MaxNoOfMeas>
	
	

	>>Measurement Identity
	MP
	
	Measurement identity

10.3.7.48
	

	>>Measurement Command
	MP
	
	Measurement command

10.3.7.46
	

	>>Measurement Type
	CV-Setup
	
	Measurement type

10.3.7.50
	

	>>Measurement Reporting Mode
	OP
	
	Measurement reporting mode

10.3.7.49
	

	>>Additional Measurements list
	OP
	
	Additional measurements list

10.3.7.1
	

	>>CHOICE Measurement
	OP
	
	
	

	>>>Intra-frequency
	
	
	
	

	>>>>Intra-frequency cell info
	OP
	
	Intra-frequency cell info list

10.3.7.33
	

	>>>>Intra-frequency measurement
quantity 
	OP
	
	Intra-frequency measurement quantity

10.3.7.38
	

	>>>>Intra-frequency reporting quantity 
	OP
	
	Intra-frequency reporting quantity

10.3.7.41
	

	>>>>Reporting cell status
	OP
	
	Reporting cell status

10.3.7.61
	

	>>>>Measurement validity
	OP
	
	Measurement validity

10.3.7.51
	

	>>>>CHOICE report criteria
	OP
	
	
	

	>>>>>Intra-frequency
measurement 
reporting criteria 
	
	
	Intra-frequency measurement reporting criteria

10.3.7.39
	

	>>>>>Periodical reporting
	
	
	Periodical reporting criteria

10.3.7.53
	

	>>>>>No reporting
	
	
	NULL
	

	>>>Inter-frequency
	
	
	
	

	>>>>Inter-frequency cell info
	OP
	
	Inter-frequency cell info list

10.3.7.13
	

	>>>>Inter-frequency measurement
quantity 
	OP
	
	Inter-frequency measurement quantity

10.3.7.18
	

	>>>>Inter-frequency reporting quantity 
	OP
	
	Inter-frequency reporting quantity

10.3.7.21
	

	>>>>Reporting cell status
	OP
	
	Reporting cell status

10.3.7.61
	

	>>>>Measurement validity
	OP
	
	Measurement validity

10.3.7.51
	

	>>>>CHOICE report criteria
	OP
	
	
	

	>>>>>Inter-frequency
measurement 
reporting criteria 
	
	
	Inter-frequency measurement reporting criteria

10.3.7.19
	

	>>>>>Periodical reporting
	
	
	Periodical reporting criteria

10.3.7.53
	

	>>>>>No reporting
	
	
	NULL
	

	>>>Inter-RAT
	
	
	
	

	>>>>Inter-RAT cell info
	OP
	
	Inter-RAT cell info list

10.3.7.23
	

	>>>>Inter-RAT measurement
quantity 
	OP
	
	Inter-RAT measurement quantity

10.3.7.29
	

	>>>>Inter-RAT reporting quantity 
	OP
	
	Inter-RAT reporting quantity

10.3.7.32
	

	>>>>Reporting cell status
	OP
	
	Reporting cell status

10.3.7.61
	

	>>>>Measurement validity
	OP
	
	Measurement validity

10.3.7.51
	

	>>>>CHOICE report criteria
	OP
	
	
	

	>>>>>Inter-RAT measurement 
reporting criteria 
	
	
	Inter-RAT measurement reporting criteria

10.3.7.30
	

	>>>>>Periodical reporting
	
	
	Periodical reporting criteria

10.3.7.53
	

	>>>>>No reporting
	
	
	NULL
	

	>>>Traffic Volume
	
	
	
	

	>>>>Traffic volume measurement
Object
	OP
	
	Traffic volume measurement object

10.3.7.70
	

	>>>>Traffic volume measurement
quantity 
	OP
	
	Traffic volume measurement quantity

10.3.7.71
	

	>>>>Traffic volume reporting quantity 
	OP
	
	Traffic volume reporting quantity

10.3.7.74
	

	>>>>CHOICE report criteria
	OP
	
	
	

	>>>>>Traffic volume measurement 
reporting criteria 
	
	
	Traffic volume measurement reporting criteria

10.3.7.72
	

	>>>>>Periodical reporting
	
	
	Periodical reporting criteria

10.3.7.53
	

	>>>>>No reporting
	
	
	NULL
	

	>>>Quality
	
	
	
	

	>>>>Quality measurement
Object
	OP
	
	Quality measurement object
	

	>>>>CHOICE report criteria
	OP
	
	
	

	>>>>>Quality measurement 
reporting criteria 
	
	
	Quality measurement reporting criteria

10.3.7.58
	

	>>>>>Periodical reporting
	
	
	Periodical reporting criteria

10.3.7.53
	

	>>>>>No reporting
	
	
	NULL
	

	>>>UE internal
	
	
	
	

	>>>>UE internal measurement
quantity 
	OP
	
	UE internal measurement quantity

10.3.7.79
	

	>>>>UE internal reporting quantity 
	OP
	
	UE internal reporting quantity

10.3.7.82
	

	>>>>CHOICE report criteria
	OP
	
	
	

	>>>>>UE internal measurement 
reporting criteria 
	
	
	UE internal measurement reporting criteria

10.3.7.80
	

	>>>>>Periodical reporting
	
	
	Periodical reporting criteria

10.3.7.53
	

	>>>>>No reporting
	
	
	NULL
	

	>>>UE positioning
	
	
	
	

	>>>>LCS reporting quantity
	OP
	
	LCS reporting quantity 10.3.7.111
	

	>>>>CHOICE report criteria
	OP
	
	
	

	>>>>>LCS reporting criteria
	
	
	LCS reporting criteria 10.3.7.110
	

	>>>>>Periodical reporting 
	
	
	Periodical reporting criteria 10.3.7.53
	

	>>>>>No reporting
	
	
	
	

	Radio Bearer Information Elements
	
	
	
	

	>Predefined configuration status information
	OP
	
	Predefined configuration status information 10.3.4.5a
	

	>Signalling RB information list
	MP
	1 to <maxSRBsetup>
	
	For each signalling radio bearer

	>>Signalling RB information
	MP
	
	Signalling RB information to setup 10.3.4.24
	

	>RAB information list
	OP
	1 to <maxRABsetup>
	
	Information for each RAB

	>>RAB information
	MP
	
	RAB information to setup

10.3.4.10
	

	Transport Channel Information Elements
	
	
	
	

	Uplink transport channels
	
	
	
	

	>UL Transport channel information common for all transport channels
	OP
	
	UL Transport channel information common for all transport channels

10.3.5.24
	

	>UL transport channel information list
	OP
	1 to <MaxTrCH>
	
	

	>>UL transport channel information
	MP
	
	Added or reconfigured UL TrCH information

10.3.5.2
	

	>CHOICE mode
	OP
	
	
	

	>>FDD
	
	
	
	

	>>>CPCH set ID
	OP
	
	CPCH set ID

10.3.5.5
	

	>>>Transport channel information for DRAC list
	OP
	1 to <MaxTrCH>
	
	

	>>>>DRAC static information
	MP
	
	DRAC static information

10.3.5.7
	

	>>TDD
	
	
	
	(no data)

	Downlink transport channels
	
	
	
	

	>DL Transport channel information common for all transport channels
	OP
	
	DL Transport channel information common for all transport channels

10.3.5.6
	

	>DL transport channel information list
	OP
	1 to <MaxTrCH>
	
	

	>>DL transport channel information
	MP
	
	Added or reconfigured DL TrCH information

10.3.5.1
	

	>Measurement report
	OP
	
	MEASUREMENT REPORT

10.2.17
	

	Other Information elements
	
	
	
	

	Failure cause
	OP
	
	Failure cause 10.3.3.13
	Diagnostics information related to an earlier SRNC Relocation request (see NOTE 2 in 14.12.0a)

	Protocol error information
	CV-ProtErr
	
	Protocol error information 10.3.8.12
	


	Multi Bound
	Explanation

	MaxNoOfMeas
	Maximum number of active measurements, upper limit 16


	Condition
	Explanation

	Setup
	The IE is mandatory present when the IE Measurement command has the value "Setup", otherwise the IE is not needed.

	Ciphering
	The IE is mandatory present when the IE Ciphering Status has the value "started" and the ciphering counters need not be reinitialised, otherwise the IE is not needed.

	IP
	The IE is mandatory present when the IE Integrity protection status has the value "started" and the integrity protection counters need not be reinitialised, otherwise the IE is not needed.

	ProtErr
	This IE is mandatory present if the IE "Protocol error indicator" is included and has the value "TRUE". Otherwise it is not needed.

	SRB1
	The IE is mandatory present for RB1. Otherwise it is not needed.
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