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9.2.1.35 Criticality Diagnostics

For further details on how to use the Criticality Diagnostics IE, see Annex A.2.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Criticality Diagnostics
	
	
	
	

	>Procedure Code
	O
	
	INTEGER (0..255)
	Procedure Code is to be used if Criticality Diagnostics is part of Error Indication procedure, and not within the response message of the same procedure that caused the error

	>Triggering Message 
	O
	
	ENUMERATED(initiating message, successful outcome, unsuccessful outcome, outcome)
	The Triggering Message is used only if the Criticality Diagnostics is part of Error Indication procedure. 

	>Procedure Criticality 
	O
	
	ENUMERATED(reject, ignore, notify)
	This Procedure Criticality is used for reporting the Criticality of the Triggering message (Procedure). The value 'ignore' shall never be used.

	Information Element Criticality Diagnostics
	
	0 to <maxnoof errors>
	
	

	>IE Criticality 
	M
	
	ENUMERATED(reject, ignore, notify)
	The IE Criticality  is used for reporting the criticality of the triggering IE. The value 'ignore' shall  not be used.

	>IE ID
	M
	
	INTEGER (0..65535)
	The IE ID of the not understood or missing IE 

	>Repetition Number
	O
	
	INTEGER (0..255)
	The Repetition Number IE gives

· in case of a not understood IE: 
The number of occurrences of the reported IE up to and including the not understood occurrence

· in case of a missing IE:
The number of occurrences up to but not including the missing occurrence.

Note: All the counted occurrences of the reported IE must have the same topdown hierachical message structure of IEs with assigned criticality above them.

	>Message Structure
	O
	
	9.2.1.42
	The Message Structure IE describes the structure where the not understood or missing IE was detected.

This IE is included if the not understood IE is not the top level of the message.

	>Type of Error
	M
	
	ENUMERATED(not understood, missing, …)
	


	Range bound
	Explanation

	maxnooferrors
	Maximum no. of IE errors allowed to be reported with a single message. The value for maxnooferrors is 256.


9.2.1.42
Message Structure
The Message Structure IE gives information for each level with assigned criticality in an hierachical message structure from top level down to the lowest level above the reported level for the occured error (reported in the Information Element Criticality Diagnostics IE).
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message structure
	
	1 to <maxnooflevels>
	
	The first repetition of the Message Structure IE corresponds to the top level of the message. The last repetition of the Message Structure IE corresponds to the level above the reported level for the occured error of the message.
	GLOBAL
	ignore

	>IE ID
	M
	
	INTEGER (0..65535)
	The IE ID of this level’s IE containing the not understood or missing IE.
	-
	

	>Repetition Number
	O
	
	INTEGER (1..256)
	The Repetition Number IE gives, if applicable, the number of occurrences of this level’s reported IE up to and including the occurrence containing the not understood or missing IE. 

Note: All the counted occurrences of the reported IE must have the same topdown hierachical message structure of IEs with assigned criticality above them.
	-
	


	Range bound
	Explanation

	maxnooflevels
	Maximum no. of message levels to report.  The value for maxnooflevels is 256.


9.3.4 Information Element Definitions

-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

RANAP-IEs { 

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) ranap (0) version1 (1) ranap-IEs (2) }
DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

IMPORTS


maxNrOfErrors,


maxNrOfPDPDirections,


maxNrOfPoints,


maxNrOfRABs,


maxNrOfSeparateTrafficDirections,


maxRAB-Subflows,


maxRAB-SubflowCombination,


maxNrOfLevels,


maxNrOfAltValues,


id-MessageStructure,


id-TypeOfError
FROM RANAP-Constants


Criticality,


ProcedureCode,


ProtocolIE-ID,


TriggeringMessage

FROM RANAP-CommonDataTypes


ProtocolExtensionContainer{},


RANAP-PROTOCOL-EXTENSION

FROM RANAP-Containers;

-- A

AllocationOrRetentionPriority ::= SEQUENCE {


priorityLevel


PriorityLevel,


pre-emptionCapability

Pre-emptionCapability,


pre-emptionVulnerability
Pre-emptionVulnerability,


queuingAllowed


QueuingAllowed,


iE-Extensions


ProtocolExtensionContainer { {AllocationOrRetentionPriority-ExtIEs} } OPTIONAL,


...

}

AllocationOrRetentionPriority-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

Alt-RAB-Parameters ::= SEQUENCE {


altMaxBitrateInf


Alt-RAB-Parameter-MaxBitrateInf 





OPTIONAL,


altGuaranteedBitRateInf

Alt-RAB-Parameter-GuaranteedBitrateInf 




OPTIONAL,


iE-Extensions


ProtocolExtensionContainer { {Alt-RAB-Parameters-ExtIEs} } 
OPTIONAL,


...

}

Alt-RAB-Parameters-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

Alt-RAB-Parameter-GuaranteedBitrateInf ::= SEQUENCE {


altGuaranteedBitrateType


Alt-RAB-Parameter-GuaranteedBitrateType,


altGuaranteedBitrates



Alt-RAB-Parameter-GuaranteedBitrates


OPTIONAL


-- This IE is only present when a value range or discrete values are given --,


...

}

Alt-RAB-Parameter-GuaranteedBitrateType ::= ENUMERATED{


unspecified,


value-range,


discrete-values,


...

}

Alt-RAB-Parameter-GuaranteedBitrates ::= SEQUENCE (SIZE (1..maxNrOfAltValues)) OF


Alt-RAB-Parameter-GuaranteedBitrateList

Alt-RAB-Parameter-GuaranteedBitrateList
::= SEQUENCE (SIZE (1..maxNrOfSeparateTrafficDirections)) OF GuaranteedBitrate

Alt-RAB-Parameter-MaxBitrateInf ::= SEQUENCE {


altMaxBitrateType


Alt-RAB-Parameter-MaxBitrateType,


altMaxBitrates



Alt-RAB-Parameter-MaxBitrates


OPTIONAL


-- This IE is only present when a value range or discrete values are given --,


...

}

Alt-RAB-Parameter-MaxBitrateType ::= ENUMERATED{


unspecified,


value-range,


discrete-values,


...

}

Alt-RAB-Parameter-MaxBitrates ::= SEQUENCE (SIZE (1..maxNrOfAltValues)) OF


Alt-RAB-Parameter-MaxBitrateList

Alt-RAB-Parameter-MaxBitrateList ::= SEQUENCE (SIZE (1..maxNrOfSeparateTrafficDirections)) OF MaxBitrate

AreaIdentity ::= CHOICE {


sAI



SAI,


geographicalArea

GeographicalArea,


...

}

Ass-RAB-Parameters ::= SEQUENCE {


assMaxBitrateInf


Ass-RAB-Parameter-MaxBitrateList 





OPTIONAL


-- This IE is only present when RAB QoS Negotiation has been performed for the RAB Parameter in question --,


assGuaranteedBitRateInf

Ass-RAB-Parameter-GuaranteedBitrateList 



OPTIONAL


-- This IE is only present when RAB QoS Negotiation has been performed for the RAB Parameter in question --,


iE-Extensions


ProtocolExtensionContainer { {Ass-RAB-Parameters-ExtIEs} } 
OPTIONAL,


...

}

Ass-RAB-Parameters-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

Ass-RAB-Parameter-GuaranteedBitrateList
::= SEQUENCE (SIZE (1..maxNrOfSeparateTrafficDirections)) OF GuaranteedBitrate

Ass-RAB-Parameter-MaxBitrateList ::= SEQUENCE (SIZE (1..maxNrOfSeparateTrafficDirections)) OF MaxBitrate

-- B

BindingID



::= OCTET STRING (SIZE (4))

-- C

Cause ::= CHOICE {


radioNetwork


CauseRadioNetwork,


transmissionNetwork

CauseTransmissionNetwork,


nAS



CauseNAS,


protocol


CauseProtocol,


misc



CauseMisc,


non-Standard


CauseNon-Standard,


...

}

CauseMisc ::= INTEGER {


om-intervention (113),


no-resource-available (114),


unspecified-failure (115),


network-optimisation (116)

} (113..128)

CauseNAS ::= INTEGER {


user-restriction-start-indication (81),


user-restriction-end-indication (82),


normal-release (83)

} (81..96)

CauseProtocol ::= INTEGER {


transfer-syntax-error (97),


semantic-error (98),


message-not-compatible-with-receiver-state (99),


abstract-syntax-error-reject (100),


abstract-syntax-error-ignore-and-notify (101),


abstract-syntax-error-falsely-constructed-message (102)

} (97..112)

CauseRadioNetwork ::= INTEGER {


rab-pre-empted (1),


trelocoverall-expiry (2),


trelocprep-expiry (3),


treloccomplete-expiry (4),


tqueing-expiry (5),


relocation-triggered (6),


trellocalloc-expiry(7),


unable-to-establish-during-relocation (8),


unknown-target-rnc (9),


relocation-cancelled (10),


successful-relocation (11),


requested-ciphering-and-or-integrity-protection-algorithms-not-supported (12),


change-of-ciphering-and-or-integrity-protection-is-not-supported (13),


failure-in-the-radio-interface-procedure (14),


release-due-to-utran-generated-reason (15),


user-inactivity (16),


time-critical-relocation (17),


requested-traffic-class-not-available (18),


invalid-rab-parameters-value (19),


requested-maximum-bit-rate-not-available (20),


requested-guaranteed-bit-rate-not-available (21),


requested-transfer-delay-not-achievable (22),


invalid-rab-parameters-combination (23),


condition-violation-for-sdu-parameters (24),


condition-violation-for-traffic-handling-priority (25),


condition-violation-for-guaranteed-bit-rate (26),


user-plane-versions-not-supported (27),


iu-up-failure (28),


relocation-failure-in-target-CN-RNC-or-target-system(29),


invalid-RAB-ID (30),


no-remaining-rab (31),


interaction-with-other-procedure (32),


requested-maximum-bit-rate-for-dl-not-available (33), 


requested-maximum-bit-rate-for-ul-not-available (34), 


requested-guaranteed-bit-rate-for-dl-not-available (35), 


requested-guaranteed-bit-rate-for-ul-not-available (36),


repeated-integrity-checking-failure (37),


requested-report-type-not-supported (38),


request-superseded (39),


release-due-to-UE-generated-signalling-connection-release (40),


resource-optimisation-relocation (41),


requested-information-not-available (42),


relocation-desirable-for-radio-reasons (43),


relocation-not-supported-in-target-RNC-or-target-system (44),


directed-retry (45),


radio-connection-with-UE-Lost (46),


rNC-unable-to-establish-all-RFCs  (47)
} (1..64)

CauseNon-Standard ::= INTEGER (129..256)

CauseTransmissionNetwork ::= INTEGER {


signalling-transport-resource-failure (65),


iu-transport-connection-failed-to-establish (66)
} (65..80)

CriticalityDiagnostics ::= SEQUENCE {


procedureCode


ProcedureCode


OPTIONAL,


triggeringMessage

TriggeringMessage

OPTIONAL,


procedureCriticality

Criticality


OPTIONAL,


iEsCriticalityDiagnostics

CriticalityDiagnostics-IE-List 
OPTIONAL,


iE-Extensions


ProtocolExtensionContainer { {CriticalityDiagnostics-ExtIEs} } OPTIONAL,


...

}

CriticalityDiagnostics-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

CriticalityDiagnostics-IE-List ::= SEQUENCE (SIZE (1..maxNrOfErrors)) OF


SEQUENCE {



iECriticality

Criticality,



iE-ID



ProtocolIE-ID,



repetitionNumber

RepetitionNumber0

OPTIONAL,



iE-Extensions


ProtocolExtensionContainer { {CriticalityDiagnostics-IE-List-ExtIEs} } OPTIONAL,



...


}

CriticalityDiagnostics-IE-List-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


{
ID id-MessageStructure
CRITICALITY ignore

EXTENSION MessageStructure
PRESENCE optional
}|

{
ID id-TypeOfError

CRITICALITY ignore

EXTENSION TypeOfError

PRESENCE mandatory
},

...

}

MessageStructure ::= SEQUENCE (SIZE (1..maxNrOfLevels)) OF


SEQUENCE { 


iE-ID




ProtocolIE-ID,



repetitionNumber

RepetitionNumber1

OPTIONAL,



iE-Extensions


ProtocolExtensionContainer { {MessageStructure-ExtIEs} } OPTIONAL,



...


}

MessageStructure-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

	****      LOTS OF UNAFFECTED ASN.1 DESCRIPTION FROM SECTION 9.3.4 NOT SHOWN     ****


RelocationType ::= ENUMERATED { 


ue-not-involved,


ue-involved,


...

}

RepetitionNumber0 ::= INTEGER (0..255)
RepetitionNumber1 ::= INTEGER (1..256)

	****      LOTS OF UNAFFECTED ASN.1 DESCRIPTION FROM SECTION 9.3.4 NOT SHOWN     ****


TriggerID



::= OCTET STRING (SIZE (3..22))
TypeOfError ::= ENUMERATED {


not-understood,


missing,


...

}

-- U

UE-ID ::= CHOICE {


imsi



IMSI,


imei



IMEI,


...

}

UL-GTP-PDU-SequenceNumber

::= INTEGER (0..65535)

UL-N-PDU-SequenceNumber 

::= INTEGER (0..65535)

UP-ModeVersions



::= BIT STRING (SIZE (16))

USCH-ID





::= INTEGER (0..255)

UserPlaneMode ::= ENUMERATED { 


transparent-mode, 


support-mode-for-predefined-SDU-sizes, 


... 

}

END

9.3.6
Constant Definitions

-- **************************************************************

--

-- Constant definitions

--

-- **************************************************************

RANAP-Constants { 
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) ranap (0) version1 (1) ranap-Constants (4) } 

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************

--

-- Elementary Procedures

--

-- **************************************************************

id-RAB-Assignment




INTEGER ::= 0

id-Iu-Release





INTEGER ::= 1

id-RelocationPreparation


INTEGER ::= 2

id-RelocationResourceAllocation

INTEGER ::= 3

id-RelocationCancel




INTEGER ::= 4

id-SRNS-ContextTransfer



INTEGER ::= 5

id-SecurityModeControl



INTEGER ::= 6

id-DataVolumeReport




INTEGER ::= 7

id-Reset






INTEGER ::= 9

id-RAB-ReleaseRequest



INTEGER ::= 10

id-Iu-ReleaseRequest



INTEGER ::= 11

id-RelocationDetect




INTEGER ::= 12

id-RelocationComplete



INTEGER ::= 13

id-Paging






INTEGER ::= 14

id-CommonID






INTEGER ::= 15

id-CN-InvokeTrace




INTEGER ::= 16

id-LocationReportingControl


INTEGER ::= 17

id-LocationReport




INTEGER ::= 18

id-InitialUE-Message



INTEGER ::= 19

id-DirectTransfer




INTEGER ::= 20

id-OverloadControl




INTEGER ::= 21

id-ErrorIndication




INTEGER ::= 22

id-SRNS-DataForward




INTEGER ::= 23

id-ForwardSRNS-Context



INTEGER ::= 24

id-privateMessage




INTEGER ::= 25

id-CN-DeactivateTrace



INTEGER ::= 26

id-ResetResource




INTEGER ::= 27

id-RANAP-Relocation




INTEGER ::= 28 

id-RAB-ModifyRequest



INTEGER ::= 29
-- **************************************************************

--

-- Extension constants

--

-- **************************************************************

maxPrivateIEs 





INTEGER ::= 65535

maxProtocolExtensions 



INTEGER ::= 65535

maxProtocolIEs





INTEGER ::= 65535

-- **************************************************************

--

-- Lists

--

-- **************************************************************

maxNrOfDTs






INTEGER ::= 15

maxNrOfErrors





INTEGER ::= 256

maxNrOfIuSigConIds




INTEGER ::= 250

maxNrOfPDPDirections



INTEGER ::= 2

maxNrOfPoints





INTEGER ::= 15

maxNrOfRABs






INTEGER ::= 256

maxNrOfSeparateTrafficDirections
INTEGER ::= 2

maxNrOfVol






INTEGER ::= 2
maxNrOfLevels





INTEGER ::= 256 

maxNrOfAltValues




INTEGER ::= 16

maxRAB-Subflows





INTEGER ::= 7

maxRAB-SubflowCombination


INTEGER ::= 64

-- **************************************************************

--

-- IEs

--

-- **************************************************************

id-AreaIdentity 







INTEGER ::= 0

id-CN-DomainIndicator 






INTEGER ::= 3

id-Cause 









INTEGER ::= 4

id-ChosenEncryptionAlgorithm 




INTEGER ::= 5

id-ChosenIntegrityProtectionAlgorithm 


INTEGER ::= 6

id-ClassmarkInformation2 





INTEGER ::= 7

id-ClassmarkInformation3 





INTEGER ::= 8

id-CriticalityDiagnostics 





INTEGER ::= 9

id-DL-GTP-PDU-SequenceNumber 




INTEGER ::= 10

id-EncryptionInformation 





INTEGER ::= 11

id-IntegrityProtectionInformation 



INTEGER ::= 12

id-IuTransportAssociation 





INTEGER ::= 13

id-L3-Information 







INTEGER ::= 14

id-LAI 










INTEGER ::= 15

id-NAS-PDU 









INTEGER ::= 16

id-NonSearchingIndication 





INTEGER ::= 17

id-NumberOfSteps 







INTEGER ::= 18

id-OMC-ID 









INTEGER ::= 19

id-OldBSS-ToNewBSS-Information 




INTEGER ::= 20

id-PagingAreaID 







INTEGER ::= 21

id-PagingCause 








INTEGER ::= 22

id-PermanentNAS-UE-ID 






INTEGER ::= 23

id-RAB-ContextItem 







INTEGER ::= 24

id-RAB-ContextList 







INTEGER ::= 25

id-RAB-DataForwardingItem 





INTEGER ::= 26

id-RAB-DataForwardingItem-SRNS-CtxReq 


INTEGER ::= 27

id-RAB-DataForwardingList 





INTEGER ::= 28

id-RAB-DataForwardingList-SRNS-CtxReq 


INTEGER ::= 29

id-RAB-DataVolumeReportItem 




INTEGER ::= 30

id-RAB-DataVolumeReportList 




INTEGER ::= 31

id-RAB-DataVolumeReportRequestItem 



INTEGER ::= 32

id-RAB-DataVolumeReportRequestList 



INTEGER ::= 33

id-RAB-FailedItem 







INTEGER ::= 34

id-RAB-FailedList 







INTEGER ::= 35

id-RAB-ID 









INTEGER ::= 36

id-RAB-QueuedItem 







INTEGER ::= 37

id-RAB-QueuedList 







INTEGER ::= 38

id-RAB-ReleaseFailedList 





INTEGER ::= 39

id-RAB-ReleaseItem 







INTEGER ::= 40

id-RAB-ReleaseList 







INTEGER ::= 41

id-RAB-ReleasedItem 






INTEGER ::= 42

id-RAB-ReleasedList 






INTEGER ::= 43

id-RAB-ReleasedList-IuRelComp 




INTEGER ::= 44

id-RAB-RelocationReleaseItem 




INTEGER ::= 45

id-RAB-RelocationReleaseList 




INTEGER ::= 46

id-RAB-SetupItem-RelocReq 





INTEGER ::= 47

id-RAB-SetupItem-RelocReqAck 




INTEGER ::= 48

id-RAB-SetupList-RelocReq 





INTEGER ::= 49

id-RAB-SetupList-RelocReqAck 




INTEGER ::= 50

id-RAB-SetupOrModifiedItem 





INTEGER ::= 51

id-RAB-SetupOrModifiedList 





INTEGER ::= 52

id-RAB-SetupOrModifyItem 





INTEGER ::= 53

id-RAB-SetupOrModifyList 





INTEGER ::= 54

id-RAC 










INTEGER ::= 55

id-RelocationType 







INTEGER ::= 56

id-RequestType 








INTEGER ::= 57

id-SAI 










INTEGER ::= 58

id-SAPI 









INTEGER ::= 59

id-SourceID 








INTEGER ::= 60

id-SourceRNC-ToTargetRNC-TransparentContainer 
INTEGER ::= 61

id-TargetID 








INTEGER ::= 62

id-TargetRNC-ToSourceRNC-TransparentContainer 
INTEGER ::= 63

id-TemporaryUE-ID 







INTEGER ::= 64

id-TraceReference 







INTEGER ::= 65

id-TraceType 








INTEGER ::= 66

id-TransportLayerAddress 





INTEGER ::= 67

id-TriggerID 








INTEGER ::= 68

id-UE-ID 









INTEGER ::= 69

id-UL-GTP-PDU-SequenceNumber 




INTEGER ::= 70

id-RAB-FailedtoReportItem





INTEGER ::= 71

id-RAB-FailedtoReportList 





INTEGER ::= 72

id-KeyStatus








INTEGER ::= 75

id-DRX-CycleLengthCoefficient 




INTEGER ::= 76

id-IuSigConIdList







INTEGER ::= 77

id-IuSigConIdItem







INTEGER ::= 78

id-IuSigConId








INTEGER ::= 79

id-DirectTransferInformationItem-RANAP-RelocInf
INTEGER ::= 80

id-DirectTransferInformationList-RANAP-RelocInf
INTEGER ::= 81

id-RAB-ContextItem-RANAP-RelocInf



INTEGER ::= 82

id-RAB-ContextList-RANAP-RelocInf



INTEGER ::= 83

id-RAB-ContextFailedtoTransferItem



INTEGER ::= 84

id-RAB-ContextFailedtoTransferList



INTEGER ::= 85 

id-GlobalRNC-ID








INTEGER ::= 86

id-RAB-ReleasedItem-IuRelComp




INTEGER ::= 87
id-MessageStructure







INTEGER ::= 88 

id-Alt-RAB-Parameters






INTEGER ::= 89

id-Ass-RAB-Parameters






INTEGER ::= 90

id-RAB-ModifyList







INTEGER ::= 91

id-RAB-ModifyItem







INTEGER ::= 92
id-TypeOfError








INTEGER ::= 93
END
A.2 
Guidelines for Usage of the Criticality Diagnostics IE 

A.2.1
EXAMPLE MESSAGE Layout

Assume the following message format:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	
	
	YES
	reject

	A
	M
	
	
	
	YES
	reject

	B
	M
	
	
	
	YES
	reject

	>E
	
	1..<maxE>
	
	
	EACH
	ignore

	>>F
	
	1..<maxF>
	
	
	-
	

	>>>G
	
	0..3, …
	
	
	EACH
	ignore

	>>H
	
	1..<maxH>
	
	
	EACH
	ignore

	>>>G
	
	0..3, …
	
	
	EACH
	ignore and notify

	>>G
	M
	
	
	
	YES
	reject

	>>J
	
	1..<maxJ>
	
	
	-
	

	>>>G
	
	0..3, …
	
	
	EACH
	reject

	C
	M
	
	
	
	YES
	reject

	>K
	
	1..<maxK>
	
	
	EACH
	ignore and notify

	>>L
	
	1..<maxL>
	
	
	-
	

	>>>M
	O
	
	
	
	-
	

	D
	M
	
	
	
	YES
	reject

	
	
	
	
	
	
	


Note 1.
The IEs F, J, and L do not have assigned criticality. The IEs F, J, and L are consequently realised as the ASN.1 type SEQUENCE OF of "ordinary" ASN.1 type, e.g. INTEGER. On the other hand, the repeatable IEs with assigned criticality are realised as the ASN.1 type SEQUENCE OF of an IE object, e.g. ProtocolIE-Container.

For the corresponding ASN.1 layout, see subclause A.2.4.

A.2.2
Example on a Received EXAMPLE MESSAGE

Assume further more that a received message based on the above tabular format is according to the figure below.
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Figure A.1: Example of content of a received RANAP message based on the EXAMPLE MESSAGE
A.2.3
Content of Criticality Diagnostics 

A.2.3.1
Example 1
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Figure A.2: Example of a received RANAP message containing a not comprehended IE

If there is an error within the instance marked as grey in the IE G in the IE J shown in the figure A.2 above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

	IE name
	Value
	Comment

	IE Criticality
	reject
	Criticality for IE on the reported level, i.e. level 4.

	IE ID
	id-G
	IE ID from the reported level, i.e. level 4.

	Repetition Number
	11
	Repetition number on the reported level, i.e. level 4. 

(Since the IE E (level 2) is the lowest level included in the Message Structure IE this is the eleventh occurrence of IE G within the IE E (level 2).

	Type of Error
	not understood
	

	Message Structure, first repetition

	>IE ID
	id-B
	IE ID from level 1. 

	Message Structure, second repetition

	>IE ID
	id-E
	IE ID from the lowest level above the reported level, i.e. level 2. 

	>Repetition Number
	3
	Repetition number from the lowest level above the reported level, i.e. level 2. 


Note 2.
The IE J on level 3 cannot be included in the Message Structure IE since they have no criticality of their own.

Note 3.
The repetition number of the reported IE indicates the number of repetitions of IE G received up to the detected erroneous repetition, counting all occurrences of the IE G below the same instance of the previous level with assigned criticality (instance 3 of IE E on level 2).

A.2.3.2
Example 2
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Figure A.3: Example of a received RANAP message containing a not comprehended IE

If there is an error within the second instance (marked as grey) in the sequence (IE L in the tabular format) on level 3 below IE K in the structure shown in the figure A.3 above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

	IE name
	Value
	Comment

	IE Criticality
	ignore and notify
	Criticality for IE on the reported level, i.e. level 2.

	IE ID
	id-K
	IE ID from the reported level, i.e. level 2.

	Repetition Number
	3
	Repetition number on the reported level, i.e. level 2. 

	Type of Error
	not understood
	

	Message Structure, first repetition

	>IE ID
	id-C
	IE ID from the lowest level above the reported level, i.e. level 1. 


Note 4.
The IE L on level 3 cannot be reported individually included in the Message Structure IE since it has no criticality of its own.

A.2.3.3
Example 3
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Figure A.4: Example of a received RANAP message containing a not comprehended IE

If there is an error within the instance marked as grey in the IE G in the IE H shown in the figure A.4 above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

	IE name
	Value
	Comment

	IE Criticality
	reject
	Criticality for IE on the reported level, i.e. level 4.

	IE ID
	id-G
	IE ID from the reported level, i.e. level 4.

	Repetition Number
	2
	Repetition number on the reported level, i.e. level 4. 

	Type of Error
	not understood
	

	Message Structure, first repetition

	>IE ID
	id-B
	IE ID from level 1. 

	Message Structure, second repetition

	>IE ID
	id-E
	IE ID from level 2. 

	>Repetition Number
	3
	Repetition number from level 2. 

	Message Structure, third repetition

	>IE ID
	id-H
	IE ID from the lowest level above the reported level, i.e. level 3. 

	>Repetition Number
	1
	Repetition number from the lowest level above the reported level, i.e. level 3. 


Note 5.
The repetition number of level 4 indicates the number of repetitions of IE G received up to the detected erroneous repetition, counted below the same instance of the previous level with assigned criticality (instance 1 of IE H on level 3).

A.2.3.4
Example 4
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Figure A.5: Example of a received RANAP message containing a not comprehended IE

If there is an error within the instance marked as grey in the IE G in the IE E shown in the figure A.5 above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

	IE name
	Value
	Comment

	IE Criticality
	reject
	Criticality for IE on the reported level, i.e. level 3.

	IE ID
	id-G
	IE ID from the reported level, i.e. level 3.

	Repetition Number
	5
	Repetition number on the reported level, i.e. level 3. 

(Since the IE E (level 2) is the lowest level included in the Message Structure IE this is the fifth occurrence of IE G within the IE E (level 2).

	Type of Error
	not understood
	

	Message Structure, first repetition

	>IE ID
	id-B
	IE ID from level 1. 

	Message Structure, second repetition

	>IE ID
	id-E
	IE ID from the lowest level above the reported level, i.e. level 2. 

	>Repetition Number
	3
	Repetition number from the lowest level above the reported level, i.e. level 2. 


Note 6.
The repetition number of the reported IE indicates the number of repetitions of IE G received up to the detected erroneous repetition, counting all occurrences of the IE G below the same instance of the previous level with assigned criticality (instance 3 of IE E on level 2).
A.2.3.5
Example 5
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Figure A.6: Example of a received RANAP message with a missing IE

If the instance marked as grey in the IE G in the IE E shown in the figure A.6 above, is missing this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

	IE name
	Value
	Comment

	IE Criticality
	reject
	Criticality for IE on the reported level, i.e. level 3.

	IE ID
	id-G
	IE ID from the reported level, i.e. level 3.

	Repetition Number
	4
	Repetition number up to the missing IE on the reported level, i.e. level 3. 

(Since the IE E (level 2) is the lowest level included in the Message Structure IE there have been four occurrences of IE G within the IE E (level 2) up to the missing occurrence.

	Type of Error
	missing
	

	Message Structure, first repetition

	>IE ID
	id-B
	IE ID from level 1. 

	Message Structure, second repetition

	>IE ID
	id-E
	IE ID from the lowest level above the reported level, i.e. level 2. 

	>Repetition Number
	3
	Repetition number from the lowest level above the reported level, i.e. level 2. 


Note 7.
The repetition number of the reported IE indicates the number of repetitions of IE G received up to but not including the missing occurrence, counting all occurrences of the IE G below the same instance of the previous level with assigned criticality (instance 3 of IE E on level 2).

A.2.4
ASN.1 of EXAMPLE MESSAGE

ExampleMessage ::= SEQUENCE {

ProtocolIEs


ProtocolIE-Container

{{ExampleMessage-IEs}},


ProtocolExtensions
ProtocolExtensionContainer
{{ExampleMessage-Extensions}}
OPTIONAL,


...

}

ExampleMessage-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-A
CRITICALITY reject
TYPE A
PRESENCE mandatory} |

{ ID id-B
CRITICALITY reject
TYPE B
PRESENCE mandatory} |


{ ID id-C
CRITICALITY reject
TYPE C
PRESENCE mandatory} |


{ ID id-D
CRITICALITY reject
TYPE D
PRESENCE mandatory} ,

...

}

B ::= SEQUENCE {


e



E-List,


iE-Extensions
ProtocolExtensionContainer { {B-ExtIEs} }
OPTIONAL,


...

}

B-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

E-List ::= SEQUENCE (SIZE (1..maxE)) OF ProtocolIE-Container { {E-IEs} }

E-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-E
CRITICALITY ignore
TYPE E
PRESENCE mandatory
},


...
}

E ::= SEQUENCE {


f



F-List,


h



H-List,


g



G-List1,


j



J-List,


iE-Extensions
ProtocolExtensionContainer { {E-ExtIEs} }
OPTIONAL,


...

}

E-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

F-List ::= SEQUENCE (SIZE (1..maxF)) OF F

F ::= SEQUENCE {


g



G-List2
OPTIONAL,


iE-Extensions
ProtocolExtensionContainer { {F-ExtIEs} }
OPTIONAL,


...

}

F-ExtIEs
RANAP-PROTOCOL-EXTENSION ::= {


...

}

G-List2 ::= SEQUENCE (SIZE (1..3, ...)) OF ProtocolIE-Container { {G2-IEs} }

G2-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY ignore
TYPE G
PRESENCE mandatory
},


...
}

H-List ::= SEQUENCE (SIZE (1..maxH)) OF ProtocolIE-Container { {H-IEs} }

H-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-H
CRITICALITY ignore
TYPE H
PRESENCE mandatory
},


...
}

H ::= SEQUENCE {


g



G-List3
OPTIONAL,


iE-Extensions




ProtocolExtensionContainer { {H-ExtIEs} } OPTIONAL,


...

}

H-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

G-List3 ::= SEQUENCE (SIZE (1..3, ...)) OF ProtocolIE-Container { {G3-IEs} }

G3-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY notify
TYPE G
PRESENCE mandatory
},


...
}

G-List1 ::= ProtocolIE-Container { {G1-IEs} }

G1-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY reject
TYPE G
PRESENCE mandatory
},


...
}

J-List ::= SEQUENCE (SIZE (1..maxJ)) OF J

J ::= SEQUENCE {


g



G-List4
OPTIONAL,


iE-Extensions
ProtocolExtensionContainer { {J-ExtIEs} }
OPTIONAL,


...

}

J-ExtIEs
RANAP-PROTOCOL-EXTENSION ::= {


...

}

G-List4 ::= SEQUENCE (SIZE (1..3, ...)) OF ProtocolIE-Container { {G4-IEs} }

G4-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-G
CRITICALITY reject
TYPE G
PRESENCE mandatory
},


...
}

C ::= SEQUENCE {


k



K-List,


iE-Extensions
ProtocolExtensionContainer { {C-ExtIEs} }
OPTIONAL,


...

}

C-ExtIEsA -PROTOCOL-EXTENSION ::= {


...

}

K-List ::= SEQUENCE (SIZE (1..maxK)) OF ProtocolIE-Container { {K-IEs} }

K-IEs RANAP-PROTOCOL-IES ::= {


{ ID id-K
CRITICALITY notify
TYPE K
PRESENCE mandatory
},


...
}

K ::= SEQUENCE {


l



L-List,


iE-Extensions
ProtocolExtensionContainer { {K-ExtIEs} }
OPTIONAL,


...

}

K-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

L-List ::= SEQUENCE (SIZE (1..maxL)) OF L

L ::= SEQUENCE {


m



M
OPTIONAL,


iE-Extensions
ProtocolExtensionContainer { {L-ExtIEs} }
OPTIONAL,


...

}

L-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

ExampleMessage-Extensions RANAP-PROTOCOL-EXTENSION ::= {


...

}
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