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Handling of unknown, unforeseen and erroneous protocol data

9.1
General
This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to provide recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocol.

The error handling procedures specified in this subclause shall apply to all RRC messages. When there is a specific handling for messages received on different logical channels this is specified.

For system information received on the BCCH, the error handling procedures are applied on the BCCH message SYSTEM INFORMATION, the re-assembled system information segments as well as the system information blocks (including the master information block and the scheduling blocks), with specific error handling as specified below.
When the UE receives an RRC message, it shall set the variable PROTOCOL_ERROR_REJECT to FALSE and then perform the checks in the order as defined below.

The procedures specified in clause 8 are applied only for the messages passing the checks as defined below, except when procedure specific handling is used to recover from the error.
In certain error cases, as specified in the following, default values apply. In this case, the default values specified within the ASN.1, the tabular and the procedure specifications apply.
9.2
ASN.1 violation or encoding error

If the UE receives a message on the DCCH for which the encoded message does not result in any valid abstract syntax value [49] (or “encoding error”), it shall perform the following. The UE shall:

-
set the variable PROTOCOL_ERROR_REJECT to TRUE;

-
transmit an RRC STATUS message on the uplink DCCH. The IE "Protocol error information" shall contain an IE "Protocol error cause" set to "ASN.1 violation or encoding error";

-
when RRC STATUS message has been submitted to lower layers for transmission:

-
continue with any ongoing processes and procedures as if the invalid message had not been received.

If a reassembled set of system information segments received in messages on the BCCH does not result in any valid abstract syntax value, the UE shall:

-
ignore the reassembled set of system information segments;
-
treat the rest of each message containing the ignored system information segments as if those segments were not present.
If the UE receives a message on the BCCH, PCCH, CCCH or SHCCH for which the encoded message does not result in any valid abstract syntax value, it shall ignore the message.

9.4
Unknown or unforeseen information element value, mandatory information element

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, with a mandatory IE having a value, including choice, reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value [49] for this IE, the UE shall:

-
if a default value of the IE is defined:

-
treat the rest of the message using the default value of the IE;

-
if no default value of the IE is defined:

-
set the variable PROTOCOL_ERROR_REJECT to TRUE;

-
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Information element value not comprehended";

-
perform procedure specific error handling according to clause 8.

If the UE receives a system information block on the BCCH with a mandatory IE having a value reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value for this IE, it shall

-
if a default value of the IE is defined:

-
treat the rest of the system information block using the default value of the IE.

-
if no default value of the IE is defined:

-
ignore the system information block.
If the UE receives an RRC message on the BCCH or PCCH with a mandatory IE having a value reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value for this IE, it shall

-
if a default value of the IE is defined:

-
treat the rest of the message using the default value of the IE.

-
if no default value of the IE is defined:

-
ignore the message.

9.5
Conditional information element error

If the UE receives an RRC message on the DCCH, BCCH, PCCH, or addressed to the UE on the CCCH, for which the specified conditions for absence of a conditional IE are met and that IE is present, the UE shall:

-
ignore the IE;

-
treat the rest of the message as if the IE was not present.

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, for which the specified conditions for presence of a conditional IE are met and that IE is absent, the UE shall:

-
set the variable PROTOCOL_ERROR_REJECT to TRUE;

-
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Conditional information element error";

-
perform procedure specific error handling according to clause 8.

If the UE receives a system information block on the BCCH for which the specified conditions for presence of a conditional IE are met and that IE is absent, the UE shall:

-
ignore the system information block.

If the UE receives an RRC message on the BCCH or PCCH for which the specified conditions for presence of a conditional IE are met and that IE is absent, the UE shall:

-
ignore the message.

9.6
Unknown or unforeseen information element value, conditional information element

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, for which the specified conditions for presence of a conditional IE are met, that IE is present, and that IE has a value, including choice, reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value [49] for this IE, the UE shall:

-
if a default value of the IE is defined:

-
treat the rest of the message using the default value of the IE;

-
if no default value of the IE is defined:

-
set the variable PROTOCOL_ERROR_REJECT to TRUE;

-
set the IE "Protocol error cause" in the variable PROTOCOL_ERROR_INFORMATION to "Information element value not comprehended";

-
perform procedure specific error handling according to clause 8.

If the UE receives a system information block on the BCCH for which the specified conditions for presence of a conditional IE are met, that IE is present, and that IE has a value, including choice, reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value for this IE, the UE shall:

-
if a default value of the IE is defined:

-
treat the rest of the system information block using the default value of the IE;

-
if no default value of the IE is defined:

-
ignore the system information block.

If the UE receives an RRC message on the BCCH or PCCH for which the specified conditions for presence of a conditional IE are met, that IE is present, and that IE has a value, including choice, reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value for this IE, the UE shall:

-
if a default value of the IE is defined:

-
treat the rest of the message using the default value of the IE;

-
if no default value of the IE is defined:

-
ignore the message.

9.7
Unknown or unforeseen information element value, optional information element

If the UE receives an RRC message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, with an optional IE having a value, including choice, reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value [49] for this IE, it shall:

-
ignore the value of the IE;

-
treat the rest of the message as if the IE was not present.

If the UE receives a system information block on the BCCH with an optional IE having a value, including choice, reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value for this IE, it shall:

-
ignore the value of the IE;

-
treat the rest of the system information block as if the IE was not present.

If the UE receives an RRC message on the BCCH or PCCH with an optional IE having a value, including choice, reserved for future extension (spare) or when the encoded IE does not result in any valid abstract syntax value for this IE, it shall:

-
ignore the value of the IE;

-
treat the rest of the message as if the IE was not present.

9.8
Unexpected non-critical message extension

If the UE receives a message on the DCCH, or addressed to the UE on the CCCH or on the SHCCH, containing an undefined non-critical message extension, the UE shall:

-
ignore the content of the extension and the message contents after the extension, but treat the parts of the message up to the extension normally.

If the UE receives a system information block on the BCCH containing an undefined non-critical message extension, the UE shall:

-
ignore the content of the extension and the system information block contents after the extension, but treat the parts of the system information block up to the extension normally.

If the UE receives a message on the BCCH or PCCH, containing an undefined non-critical message extension, the UE shall:

-
ignore the content of the extension and the message contents after the extension, but treat the parts of the message up to the extension normally.
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