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change:

The current Security mode control procedure is not clearly described. This CR proposes editorial corrections and clarifications in an attempt to remove any ambiguity about the Security mode control procedure. 

1) Some Editorial modifications

2) Section 8.1.12.1 has been updated to include that the Security mode control can also be used to stop ciphering. The terminology has been aligned with the IEs “Ciphering mode command” and “Integrity protection mode command”.

3) Section 8.1.12.2 introduces two new subclauses, for initiation of ciphering and integrity. It has been clarified how radio bearers and signalling radio bearers are treated, especially the signalling radio bearer used in the Security mode control procedure.

4) Section 8.1.12.3 has been reorganised, uses current terminology of the ciphering and integrity parameters and completes the procedure for when new keys are received.

5) Section 8.1.12.5 has been removed and the text has been included in Section 8.1.12.3.

6) Reference to the RLC send sequence number, VT(S), has been removed as this is the next RLC PDU to be transmitted. The RLC buffer could contain several RLC PDUs that have not been transmitted and are configured with the old configuration. Also the Security mode control messages are configured with the old ciphering configuration. Using VT(S) as the activation time would imply that these RLC PDUs configured with the old ciphering configuration would be incorrectly deciphered at the receiver, as the new ciphering configuration is be applied for RLC sequence numbers >= activation time.


7) SECURITY MODE COMMAND AND SECURITY MODE COMPLETE will always require the IE “Integrity check info” and is therefore MP.
8) It is currently missing what to do after a RLC reset has been performed and the security mode control procedure has completed and the activation time has not elapsed. After a RLC reset, the RLC sequence numbers will be reset to zero and now RRC simply has to remember the activation time until it has elapsed. 
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8.1.12
Security mode control
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Figure 18: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of ciphering with the new ciphering configuration, both for the signalling links and for any of the radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for uplink and downlink signalling. 

8.1.12.2
Initiation

8.1.12.2.1 Ciphering configuration change
To stop or start/restart ciphering , UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the old ciphering configuration. If no old ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.
Prior to sending the SECURITY MODE COMMAND, and for the CN domain as indicated in the IE "CN domain identity” in the SECURITY MODE COMMAND, UTRAN should:
-
suspend all radio bearers using RLC-AM and RLC-UM
-
suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM 
-
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the “RLC send sequence number” in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied. 
-
set, for each suspended radio bearer and signalling radio bearer, the “RLC send sequence number” in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied
While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".
When the transmission of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

· resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.
8.1.12.2.2 Integrity protection configuration change
To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration.





8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.5.7.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to receive the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity", with RLC sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info". 
-
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable, for the respective radio bearer and signalling radio bearer.
-
when the radio bearers and signalling radio bearers have been suspended, send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering and the new integrity protection configuration. 
-
when the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. If a RLC reset occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for when the new ciphering configuration shall be applied has elapsed, RRC in the UE configures RLC in the UE with the activation times as indicated in the SECURITY MODE COMPLETE, after the RLC reset.
For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received, use the new key and set the HFN component of the downlink COUNT-I to zero at the RRC sequence number indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info". In the uplink, start using the new key and set the HFN component of the uplink COUNT-I to zero at the RRC sequence number indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info".

-
if a new ciphering key is available, use the new ciphering key and set the HFN component of the downlink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info". In the uplink, start using the new key and set the HFN component of the uplink COUNT-C to zero at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info".

If the IE “Security capability” is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.
· 



8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new ciphering configuration.



8.1.12.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall use

for radio bearers using RLC-AM or RLC-UM:

-
the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE. 

-
the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE.
If a RLC reset occurs after the SECURITY MODE COMPLETE message has been received by UTRAN, but before the activation time for new ciphering key has been reached, RRC in UTRAN configures RLC in UTRAN with the new ciphering key and activation time after the RLC reset.
for radio bearers using RLC-TM:

-
the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Activation time for DPCH" in the IE "Ciphering mode info". 

and the procedure ends.

8.1.12.7
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 16, the UE shall perform procedure specific error handling as follows:

-
Transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC and set the IE "failure cause" the cause value "protocol error".

-
Include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
when the transmission of the SECURITY MODE FAILURE message has been confirmed by RLC, the UE shall resume normal operation as if the invalid SECURITY MODE COMMAND message has not been received and the procedure ends.

8.5.7.3.4 Ciphering mode info

The IE “Ciphering mode info” defines the new ciphering configuration. If the IE "Ciphering mode info" is present, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following:

1.
If IE "Ciphering mode command" has the value "start/restart", the UE shall:

1.1
Start or restart ciphering, using the ciphering algorithm (UEA [TS 33.102]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. The new ciphering configuration shall be applied as specified below.

1.2
Set the variable CIPHERING_STATUS to "Started".

2.
If the IE "Ciphering mode command" has the value "stop", the UE shall:

2.1
Stop ciphering. The new ciphering configuration shall be applied as specified below.

2.2
Set the variable CIPHERING_STATUS to "Not started".

3.
The new ciphering configuration, in case of the IE "Ciphering mode command" has the value "start/restart" or "stop", shall be applied as follows:

3.1
If the IE "Activation time for DPCH" is present in the IE "Ciphering mode info", the UE shall apply the new configuration at that time for radio bearers using RLC-TM. 

3.2
If the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info", the UE shall apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity": 

3.2.1
Suspend data transmission on the radio bearer

3.2.2
Store the “RLC send sequence number” for that radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, at which time the new ciphering configuration shall be applied.

3.2.3
When the data transmission of that radio bearer is resumed, the UE shall switch to the new ciphering configuration according to the following:

3.2.3.1
Use the old ciphering configuration for the transmitted resp. received RLC PDUs with RLC 
sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN resp. in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN. 

3.2.3.2
Use the new ciphering configuration for the transmitted resp. received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN resp. in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN. 

3.2.3.3
For a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" is not included in the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

8.5.7.3.5 Integrity protection mode info

The IE “Integrity protection mode info” defines the new integrity protection configuration. If the IE "Integrity protection mode info" is present, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following:

-
If IE "Integrity protection mode command" has the value "start" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started", the UE shall:

-
set the "Status" in the variable INTEGRITY_ PROTECTION_INFO to the value "Started";

-
perform integrity protection on the received message as descibed in subclause 8.5.11.1;

-
use the algorithm (UIA [TS 33.102]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [TS 33.102].

-
If IE "Integrity protection mode command" has the value "modified" and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started", the UE shall:

-
use the new integrity protection configuration in the downlink at the RRC sequence number indicated by the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";
-
perform integrity protection on the received message as described in subclause 8.5.11.1;

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [TS 33.102]);

-
set the values of the IE "Uplink integrity protection activation info";

If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.

10.2.47
SECURITY MODE COMMAND

This message is sent by UTRAN to start or reconfigure ciphering and/or integrity protection parameters.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UTRAN to UE

Information Element/Group name
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





Integrity check info
MP

Integrity check info 10.3.3.15


Security capability
MP

Security capability
10.3.3.37


Ciphering mode info
OP

Ciphering mode info 10.3.3.5
Only present if ciphering shall be controlled

Integrity protection mode info
OP

Integrity protection mode info10.3.3.18
Only present if integrity protection shall be controlled

CN Information elements





CN domain identity
MP

CN domain identity 10.3.1.1
Indicates which cipher and integrity protection keys are is applicable

10.2.48
SECURITY MODE COMPLETE

This message is sent by UE to confirm the reconfiguration of ciphering and/or integrity protection.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE to UTRAN

Information Element
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





Integrity check info
MP

Integrity check info 10.3.3.15


Uplink integrity protection activation info
OP

Integrity protection activation info 10.3.3.16


RB Information elements





Radio bearer uplink ciphering activation time info
OP

RB activation time info 10.3.4.10
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