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In the current NBAP specification the description of the handling of IEs/IE groups with Criticality Information is a bit ambiguous. It is specified that if an IE with Criticality Information is received but not understood then it shall be ignored/rejected. However, it is not as clear that this is the case for an entire IE group. It is further more not clear what happens if one out of several repetitions of an IE/IE group is not understood by the receiving node.

On the other hand, it is clear that the reporting of a rejected or ignored item (IE/IE group) can only be done for the item on which criticality information is defined. This means that if parts of an IE group (where the individual IEs does not have criticality information of its own) is not understood then the whole IE group is what can be indicated in the Criticality Diagnostics, not individual IEs within the IE group. 

Further more, the discrimination between Transfer Syntax Errors, Abstract Syntax Errors and Semantic/Logical Errors is not clear.

This CR aims at clarifying that if an IE group with Criticality Information is received but not understood then the whole IE group (not individual IEs within the IE group) shall be ignored/rejected. The CR further more aims at clarifying that if an IE/IE group is not understood then it shall be ignored and the receiving node shall continue with the procedure (“ignore” and “ignore and notify” cases) as if the ignored IE/IE group was not received, with the exception of the reporting of Criticality Diagnostics (“ignore and notify” case). Finally, the CR improves the discrimination between Transfer Syntax Errors, Abstract Syntax Errors and Semantic/Logical Errors.
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10
Handling of unknown, unforeseen and erroneous protocol data

10.1
General

Protocol Error cases can be divided into three classes:

-
Transfer Syntax Error
-
Abstract Syntax Error
-
Logical Error
Protocol errors can occur in the following functions within a receiving node:
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Figure X: Protocol Errors in NBAP.

10.2
Transfer Syntax Error

A Transfer Syntax Error occurs when the receiver is not able to decode the received physical message. Transfer syntax errors are always detected in the process of ASN.1 decoding. If a Transfer Syntax Error occurs, the receiver should initiate Error Indication procedure with appropriate cause value for the Transfer Syntax protocol error.
Examples for Transfer Syntax Errors are: 

· Violation of value ranges in ASN.1 definition of messages. e.g.: If an IE has a defined value range of 0 to 10 (ASN.1: INTEGER (0..10)), and 12 will be received, then this will be treated as a transfer syntax error.

· Violation in list element constraints. e.g.: If a list is defined as containing 1 to 10 elements, and 12 elements will be received, than this case will be handled as a transfer syntax error.

· Missing mandatory elements in ASN.1 SEQUENCE definitions (as sent by the originator of the message).
· Wrong order of elements in ASN.1 SEQUENCE definitions (as sent by the originator of the message). 
10.3
Abstract Syntax Error

10.3.1
General

An Abstract Syntax Error occurs when the receiving functional NBAP entity receives IEs or IE groups that cannot be understood. The abstract syntax error also appears if the logical range of an IE is violated (e.g.: ASN.1 definition: 0 to 15, the logical range is 0 to 10 (values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax error using criticality information sent by the originator of the message)

10.3.2
Definition of Criticality Information

In the NBAP messages there is criticality information set for individual IEs and/or IE groups. This criticality information instructs the receiver how to act when receiving an IE or an IE group that is not comprehended, i.e. the entire item (IE or IE group) which is not  (fully or partially) comprehended shall be treated in accordance with its own criticality information as specified in chapter 10.3.3..

If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected Abstract Syntax Error act according to the Criticality Information for the IE/IE group due to which Abstract Syntax Error occurred in accordance with chapter 10.3.3.

The receiving node shall take different actions depending on the value of the Criticality Information. The three possible values of the Criticality Information for an IE/IE group are:

-
Reject IE

-
Ignore IE and Notify Sender

-
Ignore IE

10.3.3
Handling of the Criticality Information at Reception

10.3.3.1
Procedure Code

The receiving node shall treat the different types of criticality information of the Procedure Code according to the following:

Reject IE:

-
If a message is received with a Procedure Code marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignore IE and Notify Sender:

-
If a message is received with a Procedure Code marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the procedure and initiate the Error Indication procedure.

Ignore IE:

-
If a message is received with a Procedure Code marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the procedure.

10.3.3.2
IEs other than the Procedure Code

The receiving node shall treat the different types of criticality information of an IE/IE group other than the Procedure Code according to the following:

Reject IE:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with "Reject IE" which the receiving node does not comprehend; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the rejection of one or more IEs/IE groups using the message normally used to report unsuccessful outcome of the procedure.

-
If a message initiating a procedure that does not have a message to report unsuccessful outcome is received containing one or more IEs/IE groups marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall initiate the Error Indication procedure.

-
If a response message is received containing one or more IEs/IE groups marked with "Reject IE that the receiving node does not comprehend, the receiving node shall initiate local error handling.

Ignore IE and Notify Sender:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using only the understood IEs/IE groups, and report in the response message of the procedure that one or more IEs/IE groups have been ignored.

-
If a response message is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and initiate the Error Indication procedure.

Ignore IE:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and continue with the procedure as if the not comprehended IEs/IE groups were not received using only the understood IEs/IE groups.

10.4
Logical Error 
Logical error situations occur when a message is comprehended correctly, but the information contained within the message is not valid (i.e. semantic error), or describes a procedure which is not compatible with the state of the receiver. In these conditions, the following behaviour shall be performed as defined by the class of the elementary procedure, irrespective of the criticality of the IEs/IE groups containing the erroneous values.

Class 1:

Where the logical error occurs in a request message of a class 1 procedure, and the procedure has a failure message, the failure message shall be sent with an appropriate cause value. 
Typical cause values are:
-
Protocol Causes:

1.
Semantic Error

2.
Message not compatible with receiver state

Where the logical error is contained in a request message of a class 1 procedure, and the procedure does not have a failure message, the ERROR INDICATION procedure shall be initiated with an appropriate cause value.

Where the logical error exists in a response message of a class 1 procedure, local error handling shall be initiated.

Class 2:

Where the logical error occurs in a message of a class 2 procedure, the ERROR INDICATION procedure shall be initiated with an appropriate cause value. 
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