
3GPP TSG RAN WG2#11
Document
R2-000631

Torino, Italy, 28 Feb-3 Mar, 2000

e.g. for 3GPP use the format  TP-99xxx 

or for SMG, use the format  P-99-xxx







CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




25.331
CR
142r3
Current Version:
3.1.0








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 
TSG-RAN#7
for approval
x

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic

use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME
x
UTRAN / Radio
x
Core Network


(at least one should be marked with an X)



Source:
TSG-RAN WG2
Date: 
2000-03-03



Subject:
Integrity protection function



Work item:




Category: 
F
Correction
x
Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(only one category 
B
Addition of feature


Release 97


shall be marked
C
Functional modification of feature


Release 98


with an X)
D
Editorial modification


Release 99
x





Release 00




Reason for 
change:

Integrity protection has been included in information element but the actual integrity protection function has not been specified. This CR adds the integrity protection function including calculation of the message authentication codes in the sending and receiving side, handling of failure at verification of the message area code.

The specification of the integrity protection needs to be updated after the introduction of using several signalling radio bearers for one RRC connection. It is proposed to make the integrity protection individual for each signalling radio bearer. The IE “uplink integrity protection activation info” is included in a number of messages. 
The IE ‘integrity protection mode command, in IE ‘integrity protection mode info, is also changed since the same beavior should be possible in all procedures that includes the integrity protection mode info’. Chapter 8.5.7.3.5 is also updated to reflect this modification.
An IE type is also proposed for the IEs “RRC Message sequence number” and  “Integrity protection HFN”

The IE “Integrity protection mode info” is missing in message SECURITY MODE COMMAND.

Actions to perform if a new integrity protection key has been received is moved to procedure specification for security mode control.
The IE ‘ciphering capabilities’ in Security Mode Command’ should be changed to ‘Security capabilities ’



Clauses affected:
8.1.3.4, 8.1.12, 8.5.2, 8.5.7.3.5, 8.5.7.3.x (new), 8.5.11 (new), 10.1.2, 10.1.18, 10.1.23, 10.1.26, 10.1.29, 10.1.32, 10.1.33, 10.1.34, 10.1.44, 10.1.45, 10.1.50, 10.2.3.17, 10.2.3.17a (new), 10.2.3.18, 10.2.3.19 (new), 13.3



Other specs
Other 3G core specifications

(  List of CRs:


affected:
Other GSM core specifications

(  List of CRs:



MS test specifications

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:




Other 
comments:



[image: image1.wmf]help.doc

  <--------- double-click here for help and instructions on how to create a CR.

8.1.3.4
Reception of a RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the IE "Initial UE identity" in the most recent RRC CONNECTION REQUEST message sent by the UE. 

-
If the values are identical, the UE shall stop timer T300, and perform the following actions. 

-
If the values are different, the UE shall ignore the rest of the message

The UE shall act upon all received information elements as specified in 8.5.7, unless specified otherwise in the following.
The UE shall

-
store the value of the IE "U-RNTI" and

-
initiate the signalling link parameters according to the IE "RB mapping info".

If the IE "C-RNTI" is included, the UE shall 

-
use that C-RNTI on common transport channels in the current cell.

If neither the IE "PRACH info (for RACH)",nor the IE "Uplink DPCH info" is included, the UE shall 

-
let the physical channel of type PRACH that is given in system information to be the default in uplink for RACH 

If neither the IE "Secondary CCPCH info", nor the IE "Downlink DPCH info" is included, the UE shall 

-
start to receive the physical channel of type Secondary CCPCH that is given in system information to be used as default by FACH.

The UE shall enter a state according to 8.5.8.

The UE shall transmit an RRC CONNECTION SETUP COMPLETE message on the uplink DCCH, with contents as specified below. 

If requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message, the UE shall include its UTRAN-specific capabilities in the IE "UE radio capability".

If requested in the IE "Capability update requirement" sent in the RRC CONNECTION SETUP message, the UE shall include its inter-system capabilities in the IE "UE system specific capability".

When the transmission of the RRC CONNECTION SETUP COMPLETE message has been confirmed by RLC the UE shall update its variable UE_CAPABILITY_TRANSFERRED which UE capabilities it has transmitted to the UTRAN,  set the “Status” in the variable INTEGRITY_ PROTECTION_INFO to “Not started”, and the procedure ends.
8.1.12
Security mode control
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Figure 16: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the start of ciphering or to command the change of the cipher key, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to restart integrity protection for uplink and downlink signalling. 

8.1.12.2
Initiation

Prior to UTRAN initiates a security mode control procedure for control of ciphering and if the UE has radio bearers using RLC-AM or RLC-UM, UTRAN suspends all radio bearers belonging to the CN domain for which the security mode control procedure is initiated. Also the signalling radio bearers, except the one used for RRC messages using RLC-AM, used by the security mode procedure itself, are suspended. For each suspended radio bearer, UTRAN includes the current RLC send sequence number in the IE "Radio bearer downlink activation time info" in the IE "Ciphering mode info".

Further, if the UE has radio bearers using RLC-TM, UTRAN sets the IE "Activation time for DPCH" in the IE "Ciphering mode info" to the CFN at which the new ciphering configuration shall become active. 

To start or reconfigure ciphering and/or integrity protection, the UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC.

When the transmission of the SECURITY MODE COMMAND has been confirmed by RLC, and if the security mode control procedure is used to control ciphering, UTRAN starts to cipher the messages on the signalling radio bearer used for RRC messages using RLC-AM, with the new ciphering configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.5.7.

If the IE "security capabilities" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using any new cipher and/or integrity protection configuration. 
If a new integrity protection key has been received, the new key shall be used and the integrity protection “downlink HFN” shall be set to 0 at the RRC sequence indicated in IE “Downlink integrity protection activation info” included in the IE “Integrity protection mode info”. In the uplink the UE shall start using the new key and set “uplink  HFN” to 0 at at the RRC sequence indicated in IE “Uplink integrity protection activation info” included in the IE “Integrity protection mode info”.
For each radio bearer mapped on RLC-UM or RLC-AM, for which the ciphering configuration was changed, the UE shall include the current value of the RLC send state variable, VT(S), in the IE "Radio bearer uplink ciphering activation time info".

When the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, the UE shall resume data transmission on any suspended radio bearers mapped on RLC-UM or RLC-AM and the procedure ends.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new cipher configuration.

8.1.12.5
Unsuccessful verification of IE 'UE ciphering capabilities'

If the received IE 'UE ciphering capabilities' is not the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, the procedure ends.

8.5.2
Actions when entering idle mode from connected mode

When entering idle mode from connected mode, the UE shall attempt to select a suitable cell to camp on. The UE shall perform cell selection when leaving connected mode according to [25.304].

While camping on a cell, the UE shall acquire system information according to the system information procedure in section 8.1, perform measurements according to the measurement control procedure specified in section 8.4 and, if registered, be prepared to receive paging and notification messages according to the paging procedure in section 8.2.

The UE shall compare the 20 most significant bits of the ciphering hyper frame number for each radio bearer and store the highest value in the USIM. 

The UE shall compare the values of “Uplink HFN” and “Downlink HFN” in the variable INTEGRITY_PROTECTION_INFO for all signalling radio bearers, and store the highest value in the USIM.

8.5.7.3.5
Integrity protection mode info

If the IE "Integrity protection mode info" is present, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following:

· If IE "Integrity protection mode command" has the value "start " and the “Status” in the variable INTEGRITY_ PROTECTION_INFO has the value “Not started”, the UE shall 

-
set the “Status” in the variable INTEGRITY_ PROTECTION_INFO to the value “Started”
-
perform integrity protection on the received message as descibed in sub-clause 8.5.11.1

-
use the algorithm (UIA [TS 33.102]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info” 

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [TS 33.102] . 
· If IE "Integrity protection mode command" has the value "modified" and the “Status” in the variable INTEGRITY_ PROTECTION_INFO has the value “Started”, the UE shall 
-restart integrity protection in the downlink at the RRC sequence number indicated by the IE “Signalling radio bearer integrity protection activation info”, included in the IE “Integrity protection mode info”. 
-
perform integrity protection on the received message as described in subclause 8.5.11.1. 

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [TS 33.102]) 


-
set the values of the IE ” Uplink integrity protection activation info”
· 

If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.
8.5.7.3.x
Integrity check info

If the IE “Integrity check info is present” the UE shall act as described in sub-clause 8.5.11.1.

8.5.11 Integrity protection 

Integrity protection shall be performed independently on the RRC messages sent on each signalling radio bearer. 

For each signalling radio bearer, the UE shall use two integrity protection hyper frame numbers,

-
“Uplink HFN”,
-
“Downlink HFN”;

and two message sequence numbers,

-
“Uplink RRC Message sequence number”, 

-
“Downlink RRC Message sequence number”;

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (0-3). 

8.5.11.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the “Status” in the variable INTEGRITY_ PROTECTION_INFO has the value “Started” and the IE ‘Integrity check info’ is present the UE shall:

-
check the value of the IE “RRC message sequence number” included in the IE “Integrity check info”. If the RRC message sequence number is lower than or equal to the “Downlink RRC Message sequence number” for RB#n in the variable INTEGRITY_PROTECTION_INFO, the UE shall increment “Downlink HFN” for RB#n in the variable INTEGRITY_PROTECTION_INFO with one.

-
calculate an expected message authentication code in accordance with 8.5.11.3.  

-
compare the expected message authentication code with the value of the received IE “message authentication code” contained in the IE ‘Integrity check info’. 

-
If the expected message authentication code and the received message authentication code are the same, the integrity check is successful. .. 
-
If the calculated expected message authentication code and the received message authentication code differ, the message shall be discarded
If the UE receives an RRC message on signalling radio bearer with identity n, the “Status” in the variable INTEGRITY_ PROTECTION_INFO has the value “Started” and the IE ‘Integrity check info’ is not present the UE shall discard the message.

8.5.11.2 Integrity protection in uplink

Upon transmitting an RRC message using the signalling radio bearer with radio bearer identity n, and the  “Status” in the variable INTEGRITY_ PROTECTION_INFO has the value “Started” the UE shall:

-
increment “Uplink RRC Message sequence number” for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1. When “Uplink RRC Message sequence number” for RB#n in the variable INTEGRITY_PROTECTION_INFO becomes 0, the UE shall increment “Uplink HFN” for RB#n in the variable INTEGRITY_PROTECTION_INFO with 1. 

-
calculate a message authentication code in accordance with 8.5.11.3 

-
include the IE “Integrity check info” in the message with contents set to the new value of the “Uplink RRC Message sequence number” for RB#n in the variable INTEGRITY_PROTECTION_INFO and the calculated message authentication code.

8.5.11.3 Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with 3G TS 33.102. The UE shall apply all the information elements in the message except the IE “Integrity check info”, after encoding, as the signalling data (MESSAGE in TS 33.102). Further details are specified in clause 12.
10.1.2
ACTIVE SET UPDATE COMPLETE (FDD only)

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


10.1.18
PHYSICAL CHANNEL RECONFIGURATION COMPLETE

This message is sent from the UE when a physical channel reconfiguration has been done.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


10.1.23
RADIO BEARER RECONFIGURATION COMPLETE

This message is sent from the UE when a RB and signalling link reconfiguration has been done.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


10.1.26
RADIO BEARER RELEASE COMPLETE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


10.1.29
RADIO BEARER SETUP COMPLETE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


10.1.32
RNTI REALLOCATION COMPLETE

This message is used to confirm the new RNTI information for the UE.


RLC-SAP: AM


Logical channel: DCCH 


Direction: UE(UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


10.1.33
RRC CONNECTION RE-ESTABLISHMENT 

NOTE:
Functional description of this message to be included here


RLC-SAP: UM 


Logical channel: CCCH, DCCH


Direction: UTRAN ( UE

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




New U-RNTI
O




New C-RNTI
O




Activation time
O




Re-establishment timer
O




Integrity protection mode info
O


Only present if integrity protection shall be controlled

CN information elements





PLMN identity
O


(Note1)

CN common GSM-MAP NAS system information
O

GSM-MAP NAS system information


CN domain related information

0 to <MaxNoCNdomains>

CN related information to be provided for each CN domain

>CN domain identity
O

GSM-MAP NAS system information
(Note1)

>CN domain specific GSM-MAP NAS system info
O


(Note1)

NAS binding info
C-RBsetup




CN domain identity
C-RBsetup




RB information to setup

0 to <MaxSetupRBcount>



>RB identity
M




>CHOICE RLC info type
M


For the first release this choice has only one possible value. This choice type may be extended in future releases.

>>RLC info





>RB mapping info
M




RB information to release

0 to <MaxRetRBcount>



>RB identity 
M




RB information to reconfigure

0 to <MaxReconRBcount>



>RB identity
M




>CHOICE RLC info type
O




>>RLC info



FFS

>>Signalling radio bearer type





>RB mapping info
O




>RB suspend/resume
O


Not applicable to the signalling bearer.

Transport Channel Information Elements





TFCS
O


For uplink  TFCS

TFCS
O


For downlink TFCS

TFCS
O


For SCCPCH TFCS

CHOICE mode





>TDD





>>TFCS Identity
O


Uplink TFCS

>>TFCS Identity
O


Downlink TFCS

TFC subset
O


For TFC subset in uplink

Uplink transport channels





Deleted TrCH information

0 to <MaxDelTrCH>



>Transport channel identity
M




Added or Reconfigured TrCH
   information

0 to <MaxReconAddTrCH>



>Transport channel identity
M




>TFS
M




CHOICE mode





>FDD





>>CPCH set ID
O




>>DRAC information
C DRAC
1 to <MaxReconAddTrCH>



>>>Dynamic Control





>>>Transmission time validity





>>>Time duration before retry





>>>Silent period duration 
      before release





Downlink transport channels





Transport channel identity

0 to <MaxDelTrCH>



>Transport channel identity
M




Reconfigured TrCH
   information

0 to <MaxReconAddTrCH>



>>Transport channel identity
M




>>TFS
M




PhyCH information elements





Frequency info
O




Uplink radio resources





Maximum allowed UL TX power
O




Uplink DPCH power control info
O




CHOICE channel
    requirement
O




>Uplink DPCH info





>PRACH info (for RACH)





Downlink radio resources





Downlink DPCH power control info
O




Downlink information per radio link

0 to <Max Rlcount>

Send downlink information for each radio link to be set-up

>CHOICE mode





>>FDD





>>>TPC combination index
C-ifDPCH




>>>Primary CPICH info





>>TDD





>>>Primary CCPCH info
O




>Downlink DPCH info
O




>Secondary CCPCH info
O




CHOICE mode





>FDD





>>SSDT indicator
O




>>CPCH SET info
O


UL/DL radio resource for CPCH control (Note3)

>>Default DPCH Offset Value
O




>>Downlink DPCH compressed mode info
O




>TDD





>>Uplink Timing Advance
O




>>PUSCH power control info
O




NOTE 1:
Necessity of PLMN is FFS and for CN domain identity and NAS system information, the confirmation in SA WG2 is needed.
NOTE 3:
How to map UL and DL radio resource in the message is FFS.
Condition
Explanation

DRAC
These information elements are only sent for transport channels which use the DRAC procedure

RBsetup
This information element is only sent when RB information to setup exists

IfDPCH
This IE is only sent if IE "Downlink DPCH info" is present

CHOICE channel requirement
Condition under which the given channel requirement is chosen

Uplink DPCH info


PRACH info (for RACH)


CHOICE RLC info type
Condition under which the given RLC info type is chosen

RLC info
Allowed when the value of IE "RB identity" is between 0 and 31, inclusive

Signalling radio bearer type


Multi Bound
Explanation

MaxNoCN domains
Maximum number of CN domains



MaxSetupRBcount
Maximum number of RBs to be setup

MaxRelRBcount
Maximum number of RBs to be released

MaxReconRBcount
Maximum number of RBs to be reconfigured

MaxDelTrCHcount
Maximum number of Transport CHannels to be removed 

MaxReconAddTrCH
Maximum number of transport channels to add and reconfigure

MaxRLcount
Maximum number of radio links

10.1.34
RRC CONNECTION RE-ESTABLISHMENT COMPLETE

NOTE:
Functional description of this message to be included here


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN 

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


10.1.44
SECURITY MODE COMMAND


RLC-SAP: AM 


Logical channel: DCCH


Direction: UTRAN to UE

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




CN Information elements





CN domain identity
M


Indicates which cipher and integrity protection keys are is 

applicable

UE information elements





Ciphering capability
M




Ciphering mode info
O


Only present if ciphering shall be controlled

Integrity protection mode info
O


Only present if integrity protection shall be controlled

Multi Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured

10.1.45
SECURITY MODE COMPLETE


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE to UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


RB Information elements





Radio bearer uplink ciphering activation time info
O

Radio bearer activation time info


Multi Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured

10.1.50
TRANSPORT CHANNEL RECONFIGURATION COMPLETE

This message is sent from the UE when a transport channel reconfiguration has been done.


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE ( UTRAN

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
O




Uplink integrity protection activation info
O

Integrity protection activation info


NOTE: 
The usage of this message for indicating the cell the UE will select in the DCH->RACH/FACH case, is FFS.
10.2.3.17
Integrity check info

The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [TS 33.102] and the calculated MAC-I. 

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Message authentication code
M

Integer (0..232-1)
MAC-I [TS 33.102] 

RRC Message sequence number
M

Integer (0..15)
The local hyper frame number (HFN) is concatenated with the RRC message sequence number to form the input parameter COUNT-I for the integrity protection algorithm.

10.2.3.17a
Integrity protection activation info

This IE contains the time, in terms of RRC sequence numbers, when a new integrity protection configuration shall be activated for the signalling radio bearers.

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

RRC message sequence number

2 to 3
Integer (0..

15)
The RRC sequence number when a new integrity protection configuration shall be applied, for signalling radio bearers in the order RB0, RB2, RB3.

10.2.3.18
Integrity protection hyper frame number

This hyper frame number (HFN) is used to initialise the integrity protection algorithm.

For integrity protection, the HFN is concatenated with the sequence number in the IE "Integrity check info" to form the parameter COUNT-I in the integrity protection algorithm. HFN is the most significant bits of COUNT-I. When the COUNT-I is initialised: COUNT-I = HFN (the LSB part of COUNT-I is set to zero).

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Integrity protection HFN
M

0..228-1
Start value for uplink and downlink COUNT-I. HFN in 3G TS 33.102

10.2.3.19
Integrity protection mode info

Information Element/Group name
Presence
Range
IE type and reference
Semantics description

Integrity protection mode command
M

Enumerated(start, modify)


Downlink integrity protection activation info
C-modify

Integrity protection activation info


Integrity protection algorithm 
O


UIA [TS 33.102]

Integrity protection initialisation number
C-start

Integer (0..232–1)
FRESH [TS 33.102]

Condition
Explanation

Start
The IE is present only when the IE "Integrity protection mode command" has the value "start ".

Modify
The IE is only present if the IE “Integrity protection mode command" has the value "modify”

13.3
UE constants and parameters

Constant
Value
Usage

N300

Maximum number of retransmissions of the RRC CONNECTION REQUEST message 

N301

Maximum number of retransmissions of the RRC CONNECTION REESTABLISHMENT REQUEST message 

N302

Maximum number of retransmissions of the CELL UPDATE message

N303

Maximum number of retransmissions of the URA UPDATE message

N304

Maximum number of retransmissions of the UE CAPABILITY INFORMATION message

N310

Maximum number of retransmission of the PUSCH CAPACITY REQUEST message

N312
Integer (1..1024)
Maximum number of successive "in sync" received from L1. 

N313
Integer (1..1024)
Maximum number of successive "out of sync" received from L1.

N315
Integer (1..1024)
Maximum number of successive "in sync" received from L1 during T313 is activated.
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When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc
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