PAGE  

3GPP TSG-RAN Meeting #6
Document
(R2-99i13)

Nice, France, 13-15 December 1999

e.g. for 3GPP use the format  TP-99xxx 

or for SMG, use the format  P-99-xxx







CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




25.331
CR
069
Current Version:
Intermediate








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 
TSG-RAN#6
for approval
x

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic

use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME
x
UTRAN / Radio
x
Core Network


(at least one should be marked with an X)



Source:
TSG-RAN WG2
Date: 
99-11-29



Subject:
UE capability verification in the security mode control procedure



Work item:




Category: 
F
Correction

Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(only one category 
B
Addition of feature
x

Release 97


shall be marked
C
Functional modification of feature


Release 98


with an X)
D
Editorial modification


Release 99
x





Release 00




Reason for 
change:

In the LS from TSG-RAN WG3, R2-99d60, the necessity of a UE classmark verification mechanism was identified. In S3, this has now been decided and the CR S3-99333 states that the UE shall verify UE classmark in received message ‘Security Mode Control’. 

The verification of UE classmark for security is proposed to be added in the Security Mode Control procedure. If the received UE classmark is not the same as was sent by the UE, the UE releases the RRC connection and enters idle mode.

In this CR, the existing IE “ciphering capability” is used. However, the integrity protection capability is also needed and the changes needs in any case be aligned with any new structure of the information elements for UE capabilities. 





Clauses affected:
8.1.10, 10.1.7.5



Other specs
Other 3G core specifications

(  List of CRs:


affected:
Other GSM core specifications

(  List of CRs:



MS test specifications

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:




Other 
comments:



[image: image1.wmf]help.doc

  <--------- double-click here for help and instructions on how to create a CR.

8.1.10
Security mode control
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Figure 1)  Security mode  control procedure
8.1.10.1
General

The purpose of this procedure is to trigger the start of ciphering or to command the change of the cipher key, both for the signalling link and for any of the radio bearers.

8.1.10.2
Initiation

The UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC, using the old ciphering configuration.

For the signalling link, the UTRAN starts to cipher the messages, when the layer 2 acknowledgement for the SECURITY MODE COMMAND is received.

For radio bearers in TM RLC, the UTRAN may set the IE ”Activation Time”, both in uplink and in downlink, in order to synchronise the time instant at which the cipher key shall be switched.

8.1.10.3
Reception of SECURITY MODE COMMAND message by the UE

For the signalling link, the UE shall start to transmit using the new cipher configuration, and to receive and decipher messages.

If the IE ”Activation Time” is included for radio bearers in TM RLC, the UE shall switch to the new cipher configuration at the specified time.
If the IE ‘ciphering capabilities’ is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the new cipher configuration. When the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, the procedure ends.

8.1.10.4
Activation time too short

If the time specified by the IE ”Activation Time” has elapsed, the UE shall switch immediately to the new cipher configuration.
8.1.10.5 Unsuccessful verification of IE ‘UE ciphering capabilities’

If the received IE ‘UE ciphering capabilities’ is not the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.
8.1.10.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

Note : The same procedure can be used for integrity control. But this is FFS.

10.1.7.5 SECURITY MODE CONTROL COMMAND

RLC-SAP: AM 

Logical channel: DCCH

Direction: UTRAN to UE

Information Element
Presence
Range
IE type and reference
Semantics description

Message Type
M




CN Information elements





CN domain identity
M


Indicates which cipher key is 

Applicable













UE information elements





Ciphering capability
M




Ciphering mode info
O


Only present if ciphering shall be controlled







Range Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured
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