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1. Overall Description:

When a RRC connection is established to the CS domain, Classmark 2 and Classmark 3 IEs are sent in the relevant UL radio messaging by means of a transparent container..

The relevant A5 algorithm capabilities are included in the Security Mode Command message. The UE can check the CN has received the correct security capabilities when Integrity Protection is active, and the connection has not suffered from a ‘man-in-the-middle’ attack.

Currently, the GPRS security capabilities are not included in the relevant UL radio messaging by means of a similar transparent container, though they are available in the Security Mode Command message. When this was made available in the radio messaging, the intention was to mimic the CS domain behaviour as described above.

However, it was discussed in RAN2 that since the RNC does not have access to these capabilities there is no possibility to include them in the Security Mode Command and allow the UE to perform the check.

It was concluded that since the system doesn’t currently allow the checking for GPRS security capabilities, it would be beneficial to save the space in the air interface and remove the IEs from the Security Mode Command message.

In addition, the GPRS capabilities are also available in the BSS to RNC container, where the UE capabilities are sent. Again the reason was simply to mimic the way GSM security capabilities are handled. However, the GPRS security capabilities are provided to the BSS by the SGSN and have no purpose in this container. Therefore RAN2 decided to also remove this information from the RRC Information to the target RNC from another RAT.
RAN2 would like to inform SA3 that RAN2 has concluded on the removal of this GPRS security capability information from the radio messaging as shown in the attached CR. RAN2 does this under the assumption that it is information, which can not be used.
2. Actions:

To SA3

ACTION: 
RAN2 would kindly request SA3 to consider the above discussion and the attached CR, and inform RAN2 and the relevant groups if there are any problems with this approach.
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